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On the cover. Indias state paramilitary police support and reinforce police
superintendents and local and regional civil police as the armed response to
insurgent activities in central India under their policing and law enforcement
COIN model. Shown here is one of the company-sized unit outposts.
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Foreword

errorism in the post-Cold War world rose in its level of sophistica-
tion and magnitude of threat. Terrorists shi ed essentially from
small-scale attacks on individuals for purpose of political protest
to a more dangerous model of mass casualty attacks. It is signi cant the
rst use of weapons of mass destruction (WMD) by a terrorist group was
by the Aum Shin Rikyo in the Tokyo subway gas attacks of 1995.  is was
followed by the innovative Al Qaeda attacks on the U.S. in 2001; while not
using WMD, they did in ict large numbers of casualties. Since terrorist
groups have expressed a desire to obtain WMD, terrorism has shi ed from
essentially a tactical to a potentially strategic threat. Consequently, gov-
ernments will need to use a broad spectrum of government capabilities to
combat terrorist networks.

Joe Celeski s current work on the role of policing in confronting security
threats highlights the need to shi resources and emphasis towards polic-
ing, law enforcement, and internal security. Law enforcement and internal
security are key pillars in a comprehensive national security strategy and
are 0 en underemphasized. As the campaign against terrorist networks
shi s out of a combat phase, the competition between governments and
terrorist groups for the public s support, a key element in irregular warfare,
will occur in noncombat zones. It is in these noncombat zones that the
police and other internal security elements of governmental power will be
critical in negating terrorist network access to populations. e military s
role in these operational environments will be signi cantly reduced, but
select support will be required and thise ortwill fall heavily on the Special
Operations Forces.

is monograph explores the complexity and challenges a govern-
ment faces in organizing and training multiple levels of a nations various
police institutions.  rough a thorough and excellent analysis, the author
highlights the di erences of policing in a counterinsurgency environment
versus traditional, peaceful societies. He further ampli es his discussion of
counterinsurgency policing through a series of vignettes. e true danger
of failure in the current campaign is that a successful irregular warfare
campaign in one region may spur additional challenges across the globe,




and Joe Celeski argues persuasively that the police are the thin blue line
in this type of campaign.

Michael C. McMahon, Lt Col, USAF
Director, JSOU Strategic Studies Department
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Celeski: Policing and Law Enforcement in COIN—the Thick Blue Line

1. Introduction

Experience shows a clear link between effective police operations
and successful counterinsurgencies.!

arely a week passes without news of terrorists or insurgents around
the world targeting police and law enforcement personnel or a
bombing attack on their facilities. More recently (  January ),
e New York Times reported the increasing threat of local Taliban in the
tribal region of Swat, along the Pakistan-Afghanistan border. Richard A.
Oppel, Jr. and Pir Zubair Shah, the authors of the front-page article, reported
Lastyear police o cerswere beheaded, shot, or otherwise slain in Swat
and  wounded. As relayed by Malik Naveed Khan, the police inspec-
tor general for the North-West Frontier Province, the authors went on to
say e police have become so afraid that many o cers have put adver-
tisements in newspapers renouncing their jobs so the Taliban will not Kill
them. Insurgents in Iraq and Afghanistan routinely target police patrols,
stations, and police leadership.

News media reporting on the November attacks in Mumbai, India,
noted that one of the rst targets struck was a police headquarters among
the various objectives. Insurgents Killed most if not all of the police present
and stole uniforms. Accurate or not, such reports intensi ed the impact of
the attacks by increasing doubts about the e ectiveness of the police and
stoking public doubts about safety for themselves and their families.

Insurgents in Irag and Afghanistan routinely target police patrols, sta-
tions, and law enforcement leadership. One of the reasons for this targeted
violence is insurgents clearly understand police and other internal security
personnel act as the rst responders in counterinsurgency (COIN) envi-
ronments and frequently provide the most immediate check on insurgent
activities. Police and law enforcement personnel the so-called ick Blue
Line normally comprise the bulk of tactical manpower on the street as
the primary government response to internal security threats.  ree brief
examples illustrate the scale of police and other law enforcement involve-
ment during COIN campaigns:

a. Force ratios of police and law enforcement personnel deployed during
the Malayan Campaign, conducted between through July ,
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exceeded the size of the militarye ortbyalmost to .(By ,police

and paramilitary police unitsexceeded , ; military forces during
the con ictwereunder , )
b.  roughout in Iraq, local, national and border police units com-

prised approximately two thirds of the manpower employed as security
forces and continued to increase in numbers throughout

c. e reform of the Afghanistan security sector initially anticipated
some ,  police. Early in the process a new requirementfor
more was added. (e Afghan National Army in exceeded
trained with new requirements to raise the force toover , ).

ese numbers become signi cant for leaders of COIN campaigns in
appreciating the law enforcement contribution to their e ort when incor-
porated into Security Force Assistance (SFA) measures to Build Partner
Capacity (BPC). Law enforcement s local knowledge of the populace, cul-
tural mind-set, innate appreciation for the environment, and operational
procedures associated with ghting crime can be crucial enablers to the
interdiction and capture of insurgents and terrorists.

A recent RAND Corporation report analyzed how terrorist groups come
to their ends. In those cases in which terrorists speci cally participate as
part of the insurgency, the research indicated a high percentage of these
groups are eliminated through policing or through combined military and
policing operations. Of course, such outcomes occur only when insurgent
activities are not ended by the terrorists themselves adopting nonviolent
tactics and joining the political process.

Given the e ortsto achieve progress in the COIN security line of opera-
tion, one formula for success is the conduct of combined military opera-
tions in concert with o ensive-policing actions (police and law enforcement
reoriented and retailored to aggressively tackle insurgents and their infra-
structure). e credulity of police involvement rests with the success of
community policing activities, which contribute to perceptions of the gov-
ernment legitimacy.

In recognition of the crucial role the police and law enforcement sectors
play in COIN and in other irregular warfare environments, Secretary of
Defense Robert Gates recently testi ed on that subject in a House Armed
Services Committee hearing. He requested more funding authority to
enhance and enable Department of Defense (DoD) assistance to police
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and paramilitary forces under the Global Train and Equip Program. He
stated:

We must also expand Section scoverage beyond military forces
to include security forces. As currently written, can only be
used for the military, even though constabulary, coast guard, border
guards, and similar units o en perform the functions essential to

ghting terrorism and maintaining stability. While security forces
abroad come under many di erent names and categories, they o en
look like our own military forces.

During the U.S. Air Force Counterinsurgency Symposium, held as a
nonattribution forum in the late spring of at Maxwell Air Force Base, a
speaker commented on the role of police and law enforcement in successful
COIN, but conceded the dearth of military literature on the topic for COIN
practitioners. However, one can nd extensive literature on police roles in
international peacekeeping, insurgencies, and persistent con ict in a variety
of law enforcement journals and in peacekeeping operation reports. (e
U.S. Army and Marine Corps Counterinsurgency Field Manual - had
just been elded in December of and provided a consolidation of the
assessment and use of police forces in Chapter , Developing Host-Nation
Security Forces.)

Colonel Lewis G. Irwin (U.S. Army) returned from Afghanistan in
February where he participated in work to reform the Afghan National
Police. In a recent article, he commented on the lack of doctrine, standards,
and evaluation techniques for police training when the Security Forces
operation requires law enforcement training:

As members of an action-oriented organization, another of our
tendencies as military o cers is to want simply to get something
done. Partly as a result of this tendency, the police force s basic doc-
trine lagged well behind the actual elding of personnel, equipment,
and facilities with many adverse consequences. e Army uses the
DOTMLPF (doctrine, organization, training, materiel, leadership and
education, personnel, and facilities) model of force development....

ereisgood reason thatthe D doctrine comes rstinthatacro-
nym. However, in Afghanistan it has been necessary to get as much
force structure into the eld as fast as possible due to the ongoing
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insurgency. As a result, there are major gaps in the base doctrine,
covering police force structures, roles, and missions.

is monograph explores the concepts and utility of police and law
enforcement actions across the insurgent-like spectrum of irregular warfare
threats. e thoughts here are intended for the consideration and use by
various civilian and military personnel who will have to operate in an era
of irregular and persistent con ict. It provides an overview of law enforce-
ment and civil internal security forces capabilities especially o ensive
policing and their contributions to success in governance and security in
COIN lines of operation and in global persistent con ict against irregular
warfare adversaries.

e monograph contributes to the expansion and widening of our
knowledge of policing operations during COIN now established in the U.S.
Army Field Manual (FM) - /U.S. Marine Corps War ghting Publication
(MCWP) - ., Counterinsurgency (December ) and seeks to Il'in
any gaps in awareness and understanding. Currently, U.S. military forces
and the U.S. Coast Guard are involved in counterdrug, maritime security
operations, paramilitary policing training programs (Building Capacity of
the Pakistani Frontier Corps program budgeted at million annually),
and the training of national police, police commandos, and border police
in both Irag and Afghanistan.

Portions of this writing contribute to providing information and expand-
ing awareness for commanders, planners, and strategists on the appropriate
employment of police and law enforcement personnel in COIN-like cam-
paigns. e monograph explores the theoretical aspect of law enforcement
operational and strategic utility, primarily in COIN. However, it is also a
focus on longer periods of irregular warfare anticipated in an era of persis-
tent con ict against guerrilla-like terrorist and criminal organizations.

is paper provides salient points for future joint doctrine, in light of
the recent action to make the United States Special Operations Command
(USSOCOM) the Security Force Assistance (SFA) joint proponent along with
the Joint Center for International Security Force Assistance. USSOCOM will
lead in the identi cation of required joint SFA capabilities, which may also
include regional security forces such as police and law enforcement.

As noted throughout this monograph, Special Operations Forces (SOF)
play a major role in the training, mentoring, and conduct of combined
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operations to build law enforcement capacity and e ectiveness. SOF exhibits
great strategic utility in implementing foreign policy when it acts in consort
with credible law enforcement e orts on the ground. SOF s unique capability
to operate through, with, and by indigenous forces is easily extended to
include local and regional police and law enforcement agencies.

For COIN practitioners at the tactical level, the issues, insights, and les-
sons learned from discussion of the capabilities and employment of indig-
enous police and law enforcement can point the way for the moste cient
use of U.S. military and SOF in police and law enforcement tasks.

Several questions drive any discussion of the role of the  ick Blue Line
within COIN operations: Why do insurgents view police and law enforce-
ment as such a high threat? What makes law enforcement personnel and
nonmilitary internal security forces important to the outcome of a success-
ful COIN campaign? Conversely, why do ine ective and corrupt police and
law enforcement activities deter and detract from achieving successful end
states in COIN? Is a policing and law enforcement strategy the best model to
tackle the global insurgency-like actions of Al Qaeda and its associates?

Until guerrillas and insurgents move to organize as main force maneuver
units, their small, disaggregated organizations can best be fought by polic-
inge orts. By their presence, police and law enforcement agencies represent
prominent symbols of governance and security. Because of the nature of
their responsibilities and their skill sets, police and law enforcement agencies
play central roles in any government s COIN response to counter insurgents
who target government sector personnel for assassination or plan other
disruptions to public order.  us the police sector is crucial to meet the
community security needs within a social framework, predominantly for
enforcing rule of law and governance amongst the populace.

FM - states the paramount principles of successful COIN operations
are protection of the civilian populace and legitimacy in governance. FM

- (page )states legitimacy is the main objective, which requires the
government to meet the needs of the public (security being an essential
need). ese principles are central to any strategy to defeat insurgents.

Police and internal security forces are the primary enforcement arm of
the government in reaching these two objectives. Although law enforcement
organizations are not designed to maneuver in strength comparable to the
military (the exceptions are in constabulary and police paramilitary units),
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they do provide a crucial service in hunting down and arresting individuals
who make up the irregular warfare groups.

If successful, police and law enforcement expose the criminal nature of
the insurgent s activities, thus destroying public perception of them as free-
dom ghters and refuting the myth of the insurgent as a legitimate actor.

is action is important to winning the hearts and minds of the populace
and proving daily the government s ability to govern. Le unchallenged,
insurgencies easily move to a takeover and mobilization of the populace,
with space a orded to begin the creation of their main force army. e
government s police and law enforcement agencies must compete against
insurgents in areas where the irregular warfare adversaries destroy govern-
ment functions or Il the void le by lack of governance. Working alongside
the military response, the ick Blue Line at such times is well positioned
to provide the capabilities that are crucial to COIN success.
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2. Law Enforcement in COIN:
Offensive Policing

Military forces might have to perform police duties at the start
of an insurgency; however, it is best to establish police forces to
assume these duties as soon as possible. U.S., multinational, and
host-nation partners should institute a comprehensive program of
police training. Moreover, plans for police training need to envi-
sion a several-year program to systematically build institutions
and leadership.

— FM 3-24 Counterinsurgency, paragraph 6.94

olice and law enforcement employed in classic COIN or Foreign

Internal Defense (FID) operations in support of a country s Internal

Defense and Development Plan (IDAD) play multiple roles (if not
the main e ort) in defeating internal insurgencies and the global insurgency
espoused by Al Qaedaand itsa liates. Police and law enforcement comprise
the main response in the insurgency-like threat posed by the growing nexus
of terrorists and criminal enterprises.
Tactical police actions must be linked
to wider operational and strategic objec-
tivestoe ectively deal with an insurgent
threat the conduct of o ensive-policing
measures. If employed e ectively, police
and law enforcement resources can be the
best means to halt an insurgency while
in its initial phases.

Internationally, police and law enforcement activities will become the
preferred option when dealing with the global and transnational aspects of
irregular warfare enemies and when major military intervention is not feasible
or desired. Increasingly, police and law enforcement activities are the optimal
tool to take on the nexus of terrorists and criminal enterprises. Insurgents
resort to criminal activities to support their activities when either external or
populace support dries up, or when they eschew the political end state because
the pro ts of crime become more lucrative for the insurgent organization.

Police and law enforcement
comprise the main response
in the insurgency-like threat of
the growing nexus of terrorists
and criminal enterprises.
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is phenomenon was captured as an observation and insight, titled
Beware the Insurgent to Criminal Evolution, by RAND Corporation
researchers studying joint urban operations:

Given some evidence that Iragi urban residents are tiring of insur-
gent violence, it is necessary to consider how the insurgent forces are
likely to adapt to a possibly reduced level of support (or tolerance)
in the nations cities. Among the possible responses is a movement
toward criminal enterprise as a means of supporting continued
violence. Fuerzas Armadas Revolucionarias de Colombia (FARC)
and elements once professing dedication to revolution in Northern
Ireland have both transitioned. Despite propaganda e orts that
state otherwise, the groups have le the vestiges of insurgent fervor
far behind to become full- edged players among world organized
crime syndicates.

Many countries experiencing insurgency have failed to recognize the
importance insurgents place on eliminating law enforcement as a precursor
to their seizing space to establish bases and alternate governance. Countries
that have a weak policing e ort initially, or have given in and pulled back
on their police and local law enforcement resources, soon experience failure
in dealing with insurgency as it emerges. In such cases, the government
response is 0 en to order mobilization and deployment of the military
instead of funneling more resources to the policing e ort. Two historical
insurgencies provide stark case studies.

Algeria. e Algerian War of Independence was a nationalist, anti-colonial-
ist insurgency that lasted from until the gaining of Algerian indepen-
dence from France in . e Algerian revolution was rooted in national
and religious identity adirect con ict with French national identity. e
Algerian Muslim society contributed to the nationalist movement ranging
from acceptance of the status quo to active/passive resistance.

Between the world wars, this latent but growing sense of nationalism led
to the formation of a separatist movement in the s, named the Algerian
Peoples Party. Native Algerian frustration grew from the lack of politi-
cal progress, and the movement became militant.  is movement would
ultimately manifest itself in the formation of the National Liberation Front
(FLN) and its military arm, the Algerian National Army (ALN) by .As

8
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resentment for the French authority grew, native Algerian militant national-
ists chose a new path for change: armed aggression, beginning their cam-
paign with propaganda of the deed terrorist acts.

On November the ALN struck in over  places throughout Algeria
in a series of coordinated attacks against police, military barracks, and
symbols of government in the cities designed to keep the French authori-
tieso balance. ese attacks ranged from bombings, Killings of settlers to
burning farm elds and attacking the Oran city power plant. Terrorism was
the prevalent tactic. e major outbreaks occurred in the Aurts and Kabylia
mountains with about ~ armed ghters.

e ALN correctly understood they could not concentrate and make a
major stand in one region or city because the French response would quickly
overwhelm and eliminate them. e French were highly populated along
the Mediterranean coast and in the major cities with very strong military
and police forces. e FLN adopted a rural guerrilla warfare strategy in
the mountainous regions of Algeria, where French law enforcement was
weak. As a show of their political might and organization, Ahmed Ben
Bella one of the most in uential political and intellectual leaders of the
FLN simultaneously issued a communiqud from Cairo calling on inde-
pendence for Algerian Moslems.

e initial French reaction was to treat the emergency asatribal upris-
ing. Lacking any precise intelligence to indicate a growing insurgency, it
appeared to authorities to be a law enforcement problem.  us, the initial
response was not in the form of any organized COIN e ort, but rather a
policing action based on their colonial experiences. e response came from
their constabulary police the Gendarmerie and riot-action police. Failing
to appreciate the scope of the problem doomed the policing e ort to failure
as the Gendarmerie were soon overwhelmed, thus requiring intervention by
the army to overcome the consequences of the o  cial failure to understand
the threat.

Later in the war, as the battle shi ed to urban terrorism in Algiers,
the civil police were again overwhelmed while attempting to conduct a
counterterrorism campaign in an urban environment. In response, French
paratroopers were given extraordinary legal powers to conduct repressive
population and resource control measures in the Moslem Casbah sector of
the city of Algiers. e French military virtually ran the city during this
period. A er months of police-like tactics consisting of curfews, census,
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arrests, and interrogations, the th Parachute Division destroyed the FLN
and ALN organizations in Algiers by the fall of

Nepal. Although some form of insurgency in Nepal had existed for decades
during the latter half of the  th century, it was not until February of
that the Communist Party of Nepal declared open war. Ultimately (and
a ersigni cant losses of friendly forces and civilian lives throughout the
country) the Maoist-based insurgents achieved political victory in .In
their attempt to intimidate the government, drive it out of the rural areas of
Nepal, and establish their alternate state, the insurgents targeted Nepalese
police for removal or assassination because police bore the brunt of the
initial response and ghting on behalf of the government.

Dr.  omas Marks, noted expert and historian on Maoist People s War,
writes of the Communist Party of Nepal s intimidation tactic in his recent
publication of Maoist People s War in Post-Vietnam Asia:

Even as terror forced society in on itself, the main target of guer-
rillaactionwasthe , -man police force, the rstline of armed
defense for Nepal possessed no local forces of any kind. An essen-
tially unarmed watcher force, two thirds of whom carried noth-
ing heavier than a patrol stick, the police were unprepared for the
demands of counterinsurgency.... E orts to stand up a more properly
armed and equipped police force, the Armed Police Force (
men), made slow progress under the pressure of operational demands.
By January ,the Civil Police had su ered  dead, while the APF
experienced  dead. Predictably, the only possible police response
was to abandon outlying stations and consolidate in a defensible
mass . When the post at Ghartigaun in western Rolpa was attacked
in , for example, it had a complement of  personnel. Fi een
were killed, the others wounded. e station was totally destroyed
and not re-garrisoned. In , two such stations were abandoned;
in ,afurther ;in , sixmore; in , another four; and in
, three leaving a total of just two for the entire population of
nearly , .Suchwas the lack of national integration that, once the
police presence was eliminated, the insurgents became the state.

In these two examples, both countries lacked su cient o ensive-policing
capability.
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Ultimately, police and law enforcement o ensive-policing actions can
be an indirect approach to support U.S. national security objectives when
America nds itself confronting irregular warfare enemies. U.S. military
actions for COIN and FID (along with Security Force Assistance) are demon-
strably enhanced by the addition of these capabilities when integrated into
overall country Internal Defense and
Development Plans (IDAD). O ensive  Offensive policing consists of a
policing consists of a conscious shi in  conscious shift. .. from defensive
employment of police and law enforce-  reactions to acts of criminality
ment assets in the COIN ght: from  over to the police attacking
defensive reactions to common crim-  and deterring insurgents. ..
inal acts over to the police actively
attacking and deterring insurgents.  iso ensive shi begins to diminish
the insurgent capability to employ their strategic and operational art tools
time, space, and will.

e use of sound policing and law enforcement measures employed by
the civil internal security forces are relevant means and ways in support of
U.S. policy and are consistent with the Irregular Warfare Joint Operational
Concept, the National Military Strategy, and the National Strategy for com-
bating terrorism. ey are relevant in regional e orts to build partner capac-
ity (BPC) and capability. Information sharing concerning the analysis of
arrests of terrorists and the data gleaned on their organizations indicates
police are the critical tool in defeating armed action of the insurgents
(their propaganda of the deed o en involving terrorist acts, sabotage,
and subversion).

e natural state for democratic nations is one in which a representative
government provides the venue for peace and prosperity on behalf of its citi-
zenry, addresses major issues and societal grievances, and ensures a secure
environment based on the rule of law and monopoly on the use of force
within the state structure. Key within this hierarchy of needs is security.

For the purpose of this monograph, rule of law consists of both the deri-
vation of laws from constitutional documents along with the enforcement
procedures to ensure the laws of the land are obeyed within the internal
security structure: law enforcement agencies, the judicial system (courts
and judges), and a penal system. e internal security system also includes
law enforcement measures taken to protect against external and transna-
tional threats to the nations sovereignty.  is framework for the rule of
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law is acceptable only when it is within a legitimate level of governance
that is viewed as fair and just by its citizenry within the context of cultural
norms.

Most insurgent and terrorist strategies attack some or all of the com-
ponents of this framework in order to delegitimize the existing level of
governance or to go even further by providing an alternate version of the
power structure of the state. What becomes most common within COIN
environments is the insurgents intent to conduct armed propaganda.

ey use subversion and acts of terrorism against the symbols of authority
to slowly erode the public con dence in the ability of the a ected govern-
ment to provide security.

If insurgents succeed in this form of attritional warfare, or war of exhaus-
tion against the government forces, they o en move to bolder phases of
armed action that may include increased military actions on the part of
the guerrillas. Or, as in classic Maoist strategy, they may move to a nal
conventional military phase with the insurgent army arrayed against the
government s military forces.

A nation-states rst experience with insurgency will usually surface in
the form of increased banditry, criminality, and other illicit activities that
on the surface are not apparently linked to the insurgency, but could, in fact,
represent aspects of insurgent nancing, logistics, recruiting, and build-
up of sanctuary measures. e failure to recognize these activities, 0 en
obscured within the cloud of armed propaganda, as elements of an internal
security threat to the state, plagues counterinsurgents seeking the correct
response to important phases of enemy strategy, intent, and movement.

Historically, most nation states miss this opportunity to employ police
and law enforcement measures to quell an insurgency at its very beginning.
Rather, governments o en nd themselves moving directly to a military
solution. e intensity of insurgent threats now exceeds the capacity of
policing and rule of law, thus forcing a military response to the insurgent
action arm the guerrillas. s decision on behalf of the government is
precisely what the insurgent leadership desires and is a key part of insurgent
strategy to force the state s strategic failure.

A key lesson in COIN for the state is the mobilization of the military
drains state resources and increases the risk of repressive acts and unde-
sirable population control on its citizens.  us, the ultimate goal for any
strategy chosen by the counterinsurgent is to keep terrorist and budding
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insurgent activity to a manageable level or to return it to a level that local
and international law enforcement can e ectively control.

Police and law enforcement agencies are positioned precisely where the
insurgents operate in the sea of the population and in this manner
alone, provide the most valuable service to the COIN campaign. Nothing
replaces a local or regional law enforcement o cer, recruited from the vil-
lage or region of birth, o en of the same cultural and demographic makeup
of the citizenry over which the rule of law is enforced. No military unit
or formation, with its depersonalized demeanor or temporary occupation
status within the populace could replace the familiar and personal face of
home-grown law enforcement o cers and agents.

Kurt Campbell (senior vice president and director of the International
Security Program, Center for Strategic and International Studies,
Washington, D.C.) and Richard Weitz (associate director, Center for Future
Security Strategies, Hudson Institute, Washington, D.C.) put it succinctly
in their treatise on nonmilitary strategies e ective in COIN and counterter-
rorism campaigns:

In both counterinsurgencies and counterterrorist campaigns, the
police o en provide the main link between central government secu-
rity institutions and local communities. Unlike soldiers or special
antiterrorist units, police units typically establish a long-term pres-
ence in a locality and can cultivate relations with community leaders.
Police o cers o en can enforce security-motivated restrictions on
civil liberties (such as curfews and checkpoints) that would arouse
greater resistance if conducted by soldiers, especially foreigners.
Placing police outside a mosque, religious school, or other sacred
institution usually provokes less outrage than deploying soldiers
there. Established police tactics regular patrols, patient observa-
tion, establishing a rapport with community leaders tend to yield
substantially more information about potential terrorist or guerrilla
operations than quick search and destroy or mass detention oper-
ations especially in urban areas, where the terrorist and insurgent
civilian infrastructure o en locate to facilitate intelligence collection
and command and control. Similarly, law enforcement personnel
usually can more e ectively capture and detain suspected terrorists
than regular soldiers.
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Figure 1. An Afghanistan
National Police sergeant
informs a U.S. Army
captain that he has two
special agents who have
gathered a lot of infor-
mation about the Taliban
in the Ghazni province,
| 7 June 2007. U.S. Army
| photo by SSgt Justin
Holey.

Another consideration for the counterinsurgent is the manpower needed
during expanded security operations. Police and law enforcement agencies
0 en provide the overwhelming bulk of forces during the governments
response, but the military o en ignores this force-multiplier function.
Cultural bias or organizational dysfunction residing within the type of
command structure chosen to prosecute a COIN campaign o en hinders the
achievement of unity ofe ort. e opportunity missed is this: the comple-
mentary nature of military operational art and maneuver and the strategic
and operational nature of rule-of-law campaigns.

Regardless of the cultural dislikes of mixing military and police under
one security line of operation, the fact remains that police and law enforce-
ment agencies bring more capacity (in terms of manpower) than what the
host government can normally raise and sustain in their professional mili-
tary formations. In Afghanistan and Iraq, programs to enhance the internal
security forces of both nations call for the numbers of police, internal security
forces, and border control forces to almost equal or outnumber the military
end strength. Additionally, Neighborhood Watch organizations, with a loose

deputation, can also expand the capability of local police to enforce security
and lend assistance in ghting criminals and maintaining law and order,
even as the wider insurgency e orts continue.

Although police and law enforcement organizations are key to popula-
tion resource and control and for augmenting the governments military
response (with traditionally the military setting the security environment in
which police can operate), aggressive COIN campaigns can change the mis-
sion of law enforcement from one of supporting to a decisive force-multiplier
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role through o ensive policing measures. However, as word of caution, the
government will still require maintaining a community-policing function to
continue the ght against criminals, secure the populace locally, and provide
the means for population resource and control.  us, an aggressive security
line of operation technique is to use the law enforcement in both roles.

e wise counterinsurgent and irregular warfare strategist recognizes
that this vast pool of manpower employing the principles of o ensive
policing should be incorporated into the overall security line of operation
within the COIN campaign plan as a major, operational maneuver element.
Once provided an enhanced capability to deal with insurgents, police and
law enforcement agencies can take the lead, augment, support, or replace
military forces during all phases of a COIN campaign.

SOF involvement in the useful training and mentoring roles identi ed
earlier requires ashi in judgment about the role of military forces in police
missions. Institutional and cultural bias within the DoD and the rest of the
interagency with regards to police and military coordination o en hamper
e ortsto conduct U.S. security assistance and regional engagement in criti-
cal areas around the globe when the courses of action chosen rely more on
police and law enforcement activities than on military con ict.

ere are good reasons for this cultural reluctance. e American con-
stitutional background has historically ensured civilian rule of law as para-
mount over the actions and purpose of military organizations (standing,
formal, or militia); a variety of commensurate political safeguards ensures
that the military does not trammel on civil liberties.

Joel Casmann studied the e ects of police-military relations in Latin
America and their consequences for establishing the rule of law. In his work,
he discovered the unique aspects of the military s reluctance to partner in
security assistance programs involving law enforcement. He also charac-
terized the military s psychological barrier against incorporating the law
enforcement element of national power into their campaign and regional
engagement plans as a logical extension of U.S. legal and judicial cultural
heritage:

e U.S. Constitution also establishes a strong, independent judi-
ciary autonomous from political control, with speci ¢ protections
for individual rights.  ese institutional controls over the military
were reinforced by the Bill of Rights (the rst ten amendments to the
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Constitution), which delineate safeguards against military interven-
tion in government . Moreover, these constitutional protections
have been buttressed over the years by legislation, particularly the

Posse Comitatus Act of (Title  USC section ), which
prohibits direct military involvement in domestic law enforcement
activities.

Casmann illustrates other legal barriers that delineate and de ne the
roles of police and military services of the U.S. when operating in consort
with one another:

Additionally, Title , USC Chapter , Military Support for Civilian
Law Enforcement Guidelines provides basic guidance to military
personnel supporting police operations and restrictions from directly
participating in arrests, searches, seizures, or other similar domestic
law enforcement activity unless speci cally authorized by law. e
Mans eld Amendment to the Foreign Assistance Act (  USC
¢ ) prohibits U.S. government personnel from performing certain
law enforcement activities overseas.

is cultural, legal, and organizational bias on the part of the military to
tread lightly when it involves matters of police and law enforcement clouds
the insight needed to incorporate and embrace the ick Blue Line into
COIN campaign planning and execution. At best, the training and advising
of police and law enforcement units are traditionally seen as an adjunct and
a supporting activity to major military COIN operations as opposed to a
core component of the overall strategy  the now-named o ensive-policing
component when police also perform in the role of force multiplier (as in
the Malaya model).
In a telephone interview conducted by Inside the Army on  August
, Colonel Sean Ryan, acting deputy director of the Joint Center for
International Security Force Assistance, touched on the role of the military
vis- -vis policing. He said that expertise for developing nonmilitary security
forces, such as police and border control personnel, lies outside the realm
of the Defense Department, but conceded that the DoD is one of the few
agencies capable in hostile environments of handling that type of mission.
(Current operations in Irag and Afghanistan with U.S. military trainers
embedded with police are changing this view.)
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is expertise requires recasting COIN through a lens of policing while
preserving major military forces to tackle main-force guerrilla armies or to
intercede when police assets become overwhelmed. Secretary Gates desire
to move in this direction during his testimony to the House Armed Services
Committee is evidence of a policy shi to involve the DoD in more of these
activities.

In a high level war game held during the summer of in the
Washington, D.C. area, planners struggled with an irregular warfare sce-
nario to cra an indirect strategy for assisting a friendly government. In
the process, the notional actors of the National Security Council restricted
the planners from involving the direct intervention of a large U.S. military
contingent. e total host-nation military forces of personnel from
all branches of service were assessed as insu cient to address the irregular
warfare challenges facing the country. e planners struggled with a course
of actiontoe ectively provide enough security forces and address the severe
irregular warfare challenges existing in the friendly nation.

Before it became A Bridge Too Far scenario, further analysis of the
country area study illuminated the fact the host nation had police and other
various internal security forces (nonmilitary) of over personnel.
Matching this additional manpower (capacity) to a security assistance pro-
gram for providing o ensive-policing capability to the host nation, while
conducting the necessary supporting function in consort with host-nation
military to combat the irregular warfare threat, ultimately supported the
indirect strategy that the game players and strategists desired.

It was simply a matter of shedding organizational blinders to view the
other half of the police and law enforcement security line of operation
during COIN the law enforcement
sector beefed up with o ensive capa- It was simply a matter of shed-
bilities to tackle the insurgents then ding organizational blinders to
fusing their e orts with the military ~ view the other half of the police
campaign plan (or vice versa if civil- and law enforcement security
ian agencies lead). Once again, and this  line of operation...
is an important realization: few COIN
e orts are successful without the e ective employment of indigenous law
enforcement resources and capabilities.

Of most importance and what may constitute the highest threat to insur-
gent forces and their network (e.g., their political organization, underground,
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auxiliary, guerrillas, and supporters) is the level of information and intel-
ligence about the threat police and law enforcement units can generate. Law
enforcement agencies have the inherent capability to conduct detective and
investigative activities, along with the tedious but necessary collection of
forensic evidence, used to bring individual or criminal organizations to
justice.

Commensurate with these duties are the historical background les col-
lected by law enforcement personnel over time, which can serve in COIN as
an immediate information and intelligence database to identify the nexus
of criminal and insurgent activities. Where police are good at manhunting,
most militaries are not. Police or law enforcement organizations should be
used as the lead agents to penetrate and operate against insurgent organi-
zations from snitches and informants all the way up to the employment of
pseudo organizations.

Sir Robert  ompson was emphatic on the use of police for strategic and
operational intelligence gathering against insurgents based on his experi-
ences in the Malaya Emergency:

e best organization to be responsible for all internal security intelli-
gence is the special branch of the police force rather than a completely
separate organization. It is a great advantage if intelligence o cers
have police powers and are able to call when necessary on the other
branches of the police force for support and assistance in developing
their intelligence networks. e police force is a static organization
reaching out into every corner of the country and will have had long
experience of close contact with the population.

Sir  ompson was aware of the need for tactical intelligence on behalf
of military units, but had seen the corrosive e ects of several intelligence
organizations, working in their stovepipes, with all the professional and
cultural jealousies extant amongst any government bureaucracy. He worked
to openly advocate for a singular intelligence-gathering function for high
level intelligence fusion. Sir ~ ompson felt militaries, by their nature, are
not traditionally embedded and close to the societies they protect, par-
ticularly rural populations, and will o en have to be transient during a
COIN campaign, thus obviating any continuity they may be able to achieve
from long service in one security sector. Police forces, however, are just the
opposite.
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Police and law enforcement agencies serve on the front lines of enforc-
ing the daily sovereignty of their respective nation states. Much of modern
insurgency can have transnational attributes such as the movement of illicit
arms, the transfer of terrorists and insurgents across borders, acts of inter-
national criminality imposed on a nation in order to nance the insurgency,
and outside support and assistance from unfriendly states that may be pro-
viding sanctuary and political support to the insurgent.

Many of these assaults on the sovereignty of a hation cannot be countered
by and through military forces alone. Customs, border agencies, immigra-
tion services, and a variety of other internal security forces serve as the line
of defense against the insurgent threat at the national-international level.

is international contribution of policing and law enforcement as it
relates to insurgency (e.g., disruption of recruiting and nancing) manifests
itself occasionally in the media:

A Syrian arms dealer previously accused of arming militants from
Iraq to Somalia was arrested in Spain in a U.S. Drug Enforcement
Administration sting in which he allegedly plotted to send millions
of dollars in weapons to rebels in Colombia to attack American
forcesthere . ( Armsdealerseizedin U.S. terror sting, e Atlanta
Journal Constitution, June )

Regardless of the type of irregular warfare or regional security threat,
conventional forces and SOF will continue to train and advise foreign and
indigenous forces. Internal security forces (nonmilitary) that comprise the
police and law enforcement capability of a nation may be the premier tool
used to prevent or combat internal security threats from irregular warfare
adversaries.  ese nonmilitary forces provide a clear and relatively good
indirect strategy niche, especially for SOF; they may well be the st century
partners used in unconventional warfare plans.

e study and analysis on the use of o ensive policing as an element
of campaign design by interagency, conventional military, and SOF plan-
ners and strategists will contribute to the adaptive nature of the force and
ensure the United States is postured to defeat the enemy in the era of per-
sistent con ict. Armed with the initial knowledge of the role police and
law enforcement have in addressing irregular warfare scenarios, the goal
is for strategists and planners of all types to incorporate o0 ensive-policing
capabilities of allies within their regional and theater engagement plans.
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Certainly, o ensive policing should be a key element of any COIN campaign
plan and also serve as a key buttress to the various synchronization plans
to combat terrorism.
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3. Law Enforcement: Indirect Approach
for COIN

To maintain security in peaceful countries, the proper ratio of
tspgiqir xs tstypexsr mwsqi{livi Fix{iir 5 erh 8 sjA-
cers per 1,000 citizens, with cities needing higher levels than
other areas. ... By contrast, analysis of successful 20th century
nation-building and stability operations suggests that a much
higher ratio—between 13.26 and 20 troops/policemen per 1,000
civilians—is necessary to establish security in strife-torn countries.
X1 Akyvi gngfw efszi 64 L1ir xli wixyexisr 1rzsjzih syxwhi
intervention.’®

Strategic Dilemmas, Global Insurgency

hy examine law enforcement approaches in irregular warfare?

e most pernicious enemy we face in insurgency and persis-

tent con ict operates at the strategic level through an associa-

tion of networks and franchises with a global strategy having protractedness
as one of its hallmarks. e unassuming name for this protractedness is
the eathofa ousand uts (based on War of Exhaustion principles).

e enemy s operations are bolstered by a global, external support system
that has migrated to the ethnic Diasporas inside of democratically aligned
states as well as to the Internet.

What is needed is a strong threat analysis and appreciation on this new
form of enemy similar to the databases generated during the Cold War
against communist adversaries. e irregular warfare adversaries range
from the highest threat the so-called global Jihad to the nexus of crimi-
nal and terrorist organizations, operating at the substate and nonstate actor
level and directing massive enterprises. Although this is not state-on-state
con ict, and is now popularly named th Generation Warfare or hybrid war
by some, the enemy could still enjoy support from a select few nation states
and nd sanctuary in under-governed or ungoverned space. To achieve any
level of victory in this type of struggle, it will be necessary to adopt a grand
strategy of alliances with countries who share the same fundamental value
of the rule of law.
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Changing Security Environment

e strategist can extrapolate from intelligence trends analysis, the Joint
Operating Environment publication, and various emerging future operating
concepts some key predictions that make law enforcement responses (i.e.,
COIN-like campaigns with o ensive-policing options) attractive:

a. e propensity for major, preemptive war and regime change opera-
tions might be low.

b. A shi back to regional vice global strategies (disaggregated) as a
result of allies and partners realistic approach to ghting the threat
(local vs. global).

c.  eCriminalJustice Model (CIM) will become preeminent again, but
withan o ensive-policing component (over to percent of terror-
ists captured or eliminated are as a result of law enforcement, policing,
and internal security organizations; statistics are generalized from a
survey of  days of international law enforcement, police, internal
security, and military actions during scal years and ).

d. Building partner capacity and capability will shi  from military-to-
military programs to include support of civil law enforcement and
internal security organizations.

New forms of insurgency are seen in Osama bin Ladens call to his fol-
lowers to conduct a world-wide guerrilla campaign. (Bin Ladens calls for
action throughout his Declaration of War and in his fatwas are similar
to measures taken to conduct insurgency.) As state sponsors and external
supporters for insurgents and irregular warfare enemies (who become more
substate and nonstate as actors) diminishes, the irregular warfare adversary
looks at new ways to nance operations, 0 en seeking a terrorist, insurgent,
and criminal nexus for synergy (called Grey Stew herein to describe the
phenomenon). is newer form of insurgency-like activity will pose complex
problems when developing a COIN-like response.

e U.S. Joint Forces Command publication, Joint Operating Environment:
Trends & Challenges for the Future Joint Force, states:

Any future operational environment will include the presence of
criminal elements. International organized crime, motivated by
greed and self-interest, will increase as potential security threats to
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the developed world. Along with a rise in the number and presence
of criminal organizations, there will also be an increased blurring
of criminal activities, civil con ict, and potential terrorist activities.
ese elements will blend with the population and become ever more

di cult to penetrate. Drug and human tra cking are expected to
continue. Such organizations and activities will threaten national or
regional stability, structure, and legitimate political authority.  isin
turn,cana ectU.S. interests. Criminal organizations and elements
will take advantage of information and communication technolo-
gies and the proliferation of weapons to develop very sophisticated
capabilities. e destructive social, economic, and political impact
of crime will increase in both its severity and sophistication.

Transnational criminal activity, fueled by global connections
to money and arms, will blur the lines between traditional military
action and criminal activities. Criminal organizations will continue
to form strategic alliances with states and nonstate actors, including
terrorists. Terrorists and criminals will also be active in such an envi-
ronment, ready to exploit the situation for their respective gains.

United States joint forces, combined with law enforcement and
intelligence activities in a collaborative information environment,
will have to deal both with enemy military forces and other nontra-
ditional forces, such as criminal organizations, terrorists, or religious
fanatics, who will seek to pro t from instability.

e model for e ectively operating in the era of persistent con ict illus-
trates that an adopted grand strategy must take into account the correct use
of the elements of national power, DIMEFILE, combined with a counter-
strategy to defeat the Death ofa  ousand Cuts.  ese strategies will have
deterrence and prevention as core concepts. Strategies to tackle persistent
con ict will enable campaigns of preventative security assistance, and active
security measures of containment or management, similar to our Cold War
model of containment against communism. e author proposes the focus
of operations in these strategies as follows:

a. Extended cooperation and security assistance with aligned nations
to include police and law enforcement mechanisms

b. Assistance to building of capacity and capability for those allies in
need (like proxy war at the grand strategy level)
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c. Maneuver within the ungoverned spaces to deter and prevent their
use as sanctuaries by the enemy.

Clearly, this focus will not be a military victory in the classic sense, and
over time the emphasis will shi to law enforcement and policing opera-
tions. e chosen path should be predicated on an e ort that will last at
least three to four decades to match this recent, longer episodic wave of
terrorism. A measure of e ectiveness for operations of long duration will
be in ascertaining when a generational shi  occurs, enemy leadership dies
0 , and the enemy s ideology and will sustaining the movement have lost
their spark. Law enforcement models are particularly successful in this
arena of analysis.

Direct action and Policing, law enforcement,
offensive/preemptive and governance and internal
activities (specialized security organizations
units) V4
1-3% 8-10% 75-85%
= (Regional alliances, security assistance,
I bilateral agreements, regional and local

As a result of military l organizations)

combat activities = The need shifts to
] a strategic approach
ejNflrf+ EINFGIMF+
Direct strategy (current) Indirect strategy (2015?)

+ Ejgnpnbujd- Jogpsnbujpobn- Njrjubsz- Fdpopnjd- Gjobodjbr- Joufmjhfodf-
Law Enforcement
Capital letters indicate our current response in the military realm; the correct
sttgpotf gps hfofsbujpobn dpolijdu tipwvie fnqibti{f vif puifs fifnfout py obujpobr
power over the military response.

Figure 2. A conceptual model based on a 6-month analysis of world-wide
activities against irregular warfare enemies indicates a large percentage of
adversaries removed or neutralized are a result of policing and law enforce-
ment activities. In massive COIN operations, the percentage of forces applied
will be military; the graph, therefore, also illustrates what an effective end
state could be: the return to policing and law enforcement as the insurgency
subsides.
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Framing the Requirement

Persistent con ict with irregular warfare adversaries is characterized by ele-
ments that are insurgency-like. e premise here is that a component of this
con ictis a global insurgency, even though most of our allies view it from
a regional, local level with only some elements of transnational terror and
insurgency contributing to the regional, local crisis (thus the term glocal).
Much of the response will resemble COIN measures based on our collective
experiences from this decade.

e nontraditional (or irregular) nature of this con ict is well docu-
mented in various irregular warfare publications, but essentially has the
following characteristics:

a. Action arms consisting of networked enterprises and franchises of
terrorists, insurgents, and criminals  the strategy somewhat Maoist
in application and an insurgent application of protracted war

b. Adversary support systems from unfriendly states, cultural and ethnic
pockets existing throughout the world, nancing (both legal and
illegal) terrorist activities and providing sanctuary in ungoverned
spaces

c. lIrregular warfare adversaries also attempting to build an alternate
state with competing power and political agendas.

Recognizing the nature of the threat will prevent ad-hoc responses or
the standing up of new counter systems each time we are exposed to the
threat in nontraditional war. Reacting in this manner generally defaults to
the military element of national power based on its organizational capac-
ity and responsiveness (a direct approach). However, the response should
be one of an enduring nature, synthesizing the assets we have at hand in a
more creative manner (the indirect approach).

e Quadrennial Defense Review (QDR) framed the requirement to
shape our responses and choices at critical crossroads across the globe. e
quad-matrix form of the QDR conceptual overview for our strategic posture
indicates the acceptance of long war attributes; three of the quadrants are
Irregular, Catastrophic, and Disruptive (the remaining quadrant is reserved
for Traditional War).

e implications of the QDR are in a strategic commitment for prolonged
activities that contribute to stability in the international security arena.
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Deterrence, in uence, shaping operations, multipurpose forces, security
assistance, and FID will be some of the array of prolonged tools in the
tool kit to implement national responses. Other mechanisms to outlast the
enemy and defeat his strategy must also be formulated. It is in the arena of
0 ensive policing and law enforcement that such a solution resides.

Unity of e ort cannot be achieved, over time, with all the elements of
national power if organized in the Cold War model at the national level and
within the military (diMe le vs. DImEFILE changing from an overwhelm-
ing use of the military instrument of national power to greater responses
in the other arenas). Persistent con ict requires a national mobilization
of resources to solve the strategic dilemmas before us: How will the U.S.
prevent future growth of the nontraditional enemy? How will the U.S. coun-
ter ungoverned space? How will the U.S. insert ourselves deep within the
enemy s structures in order to defeat him? How will the U.S. marshal all the
capabilities required to ght generational war?

e superpower rivalry is over, yet over the horizon loom disa ected
and extremist populations, combined with a lack of legitimacy on the part
of predominantly secular and democratic governments in the region (or a
lack of capacity to deal with the problem by these governments) creating
an environment for illicit activities and transit and sanctuary for radical
extremists. is situation is the motivator to once again become strategically
engaged at the regional level throughout the world.

A strategic haven for violent extremists with mechanisms to connect
to other extremist organizations must be countered with strategies that
gain advantage over the enemy. e National Security Strategy maintains a
preemptive component (thus it has a deterrence factor). As a reaction to the
threat, a policy with attributes of containment, isolation, and management
could be adopted. However, there is strategic time to get ahead of the enemy,
proactively, and shape the region to our advantage. is venture will not
be predominantly military, nor will military tactical acumen and military
operational art skills work alone.

ese actions must truly be conducted within the realm of grand strat-
egy and with a regional-based approach. It cannot be interventionist, smack
of colonialism, or imperialistic in nature. e U.S. has learned in earlier
responses to global terrorism that although some states may not look like
we want them to, and could be weak and failing, sovereignty still matters
when considering deterrence options (to include preemption).
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Massive deployments of U.S. forces can o en achieve a negative e ect of
alienating whole populations. e dilemma for the strategist contemplating
this changing world is to ask, what is the alternative? Americas enemies
do not ght or operate in the Westphalian model of states and o en create
states within failing or weak states. Again, classic operational art is weak
in this area. Robert Leonhard hit the nail on the head:

A form of con ict that concentrates on detecting an illusive enemy,
as well as ameliorating the political, economic, social, and cultural
conditions that produce and support enemies, will nd little that
pertains in classic operational art.

One must not discard strategic art merely because the threat and the
enemy are more complex than Clausewitz imagined. Unconventional prob-
lems need unconventional solutions, and strategists are at least still informed
of the asymmetric form of warfare in Sun Tzu and B. H. Liddel Hart s works
on indirect approaches in warfare. Indirect strategies mitigate risk and o en
provide low cost (e.g., in money, resources, and elements of national power)
options for consideration.

Preventative strategies make up one of those options they help the U.S.
and its allies prioritize regional initiatives in the campaign. Adopting any
indirect war strategy will be a change in the approaches to classic warfare;
it will look like a continuum across a protracted e ort vice a clear and
measurable phase in a campaign plan another strategic dilemma. Law
enforcement and policing campaigns will provide an e ective approach as
an indirect strategy to regional and global-like insurgency movements.

e theoretical nature of ideological warfare illustrates the importance
of containing terrorists and insurgents below a threshold where they can be
managed by internal security forces and police. Figure shows what occurs
when extremism challenges weak or failing states. Generally with ine ective
militaries or small militaries, the state opts to utilize police and internal
security forces to handle extremists. If successful, the state satis es the con-
dition of security and stability at some modicum of tolerance acceptable by
the populace and can even prevent an insurgency outbreak.

When extremism, in any form, overwhelms the capability of these inter-
nal security measures, the rst intervention point (A) must be activated
by either becoming more aggressive or changing the modus operandi to
meet the changing condition. is action could include intervention by
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Figure 3. Depiction of Extremism Challenging Governments of Weak or Failing
States

outside assistance, but sovereignty becomes a sensitive issue and outside
forces could actually tip a populace to be more in favor of the extremists
than the government.

In a failing or weak state, the intervention point (providing additional
resources to the law enforcement sector) is o en missed due to lack of capa-
bility and capacity to handle the growing problem. Over time, the form of
extremism has free reign until a crisis is reached, challenging the govern-
ment and reducing the rule of law in areas where the insurgent intends to
form alternate governance.

With this second intervention point (B), the reaction iso en dominated
by a military response, based on the size of the challenge (police do not go
away; they traditionally assume their supporting role to military operations).
A country then has one chance to get it right, for in failing, the extremists
win and achieve their aims. If the application of the chosen strategy works,
the extremism is damped back down under the threshold level, where polic-
ing and law enforcement can once again apply.

is phase concludes quicker if an o ensive-policing component is
added to a provide force multiplier to the military e ort as the governments
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response to insurgency. Note the criticality of policing and law enforcement
in this theoretical model it is essential to consider their contributions in
this form of warfare and focus on strengthening partners for the duration
of this type of struggle. For the success of the state, it is critical to act early,
with police and internal security forces. e preventative mode avoids a full
outbreak of insurgency (or civil war). e end state of a successful COIN
campaign is a return to rule-of-law scenario where policing and law enforce-
ment can handle the problem.

Implications

Precon ict nation-building vice postcon ict Stability, Security, Transition,
and Reconstruction (SSTR) measures helps to create secure environments,
establishes the rule of law, enhances legitimacy of governance, denies strate-
gic space to extremists, and might even create the conditions for assimilation
of violent extremists and insurgents back into society commensurate with
the standards of civilization (an end state).

e grand strategy (indirect) objective is to get nations capable of their
roles in tackling the dilemma of the security problems in the st century,
particularly when they may be threatened by home-grown or regionally
based insurgencies. Fighting will occur on local turf, where ethnic and reli-
gious belief systems continue to foment grievances. If not countered, it only
remains for the disa ected to gain an operational capability and provide an
alternative to ongoing governance.

e strategic objective of U.S. policy and strategy the process of
directing every action towards a clear, de ned, decisive, and attainable
goal must be in the denial of radical extremists reaching this point.

e deter, defend, deny, and defeat mechanisms of current strategy must
add prevent. e aim of U.S. strategy must be in the defeat of the violent
extremist strategy (the rejection and denial of secular government,
westernism, and globalization).

One of the ways to defeat irregular warfare adversary threats is through
0 ensive policing. Policing and law enforcement venues will also serve as the
entry point for future Operational Preparation of the Environment (OPE)
activities in pre- or ongoing insurgency responses. e ongoing alliance
with Pakistan illustrates the intrinsic importance of our law enforcement
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element of national power, applied indirectly, as a means to achieve success
against irregular warfare adversaries confronting our military forces in
Operation Enduring Freedom. While U.S. military forces implement the
Building Capacity of the Pakistani Frontier Forces program a paramilitary
police training project to enhance the Frontier Forces capability to conduct
COIN operations the U.S. government interagency e ortalso contributes
to enhance the e ectiveness of law enforcement and internal security for
Pakistan in an indirect approach.

U.S. Interagency Indirect Policing Strategy, Enhancing
Pakistani Internal Security

e U.S. government assistance to Pakistan enhanced the country s inter-
nal security sector. It was established in in support of grand-strategy
objectives (i.e., support partner nations in the ongoing e orts against terror-
ists and irregular warfare adversaries). e program illustrates an indirect
strategy, focused on law enforcement, to solve a COIN-like situation in the
country. Pakistan was chosen to be the recipient of a comprehensive law
enforcement and policing assistance package based on two factors:

a. An analysis of threats to the region

b. Objectives to overcome operational and strategic dilemmas of U.S.
forces in Afghanistan as a result of Taliban and Al Qaeda using the
Afghanistan-Pakistan border for transit, sanctuary, and the conduct
of illicit activities to support the ongoing insurgency.

e threats to Pakistan are daunting and consist of jihadist extremism,
local Taliban insurgents, sectarian violence, illegal commodity smuggling
(drugtra cking paramount), endemic police corruption, and problems with
the provision of justice and law enforcement. Pakistan also has an ongoing
insurgency within its own Balochistan Province. Since it was apparent that
the U.S. military would not be deployed to assist Pakistan with its insurgent-
like problems, the interagency indirect approach to help strengthen the
Government of Pakistans law enforcement capacity and capability became
the adopted preventative FID and COIN strategy.

e United States and the Government of Pakistan established a
joint working group in Washington, D.C. for counterterrorism and law
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enforcement in May of . e coordination mechanism represented
an interagency e ort with the Department of State and the Department
of Justice serving as leads. e goals and objectives of the program were
basically as follows:

a. Enhance the government of Pakistan s control over their border areas
(thus assisting counterinsurgents in Operation Enduring Freedom to
deny sanctuary and conduct border interdiction against Taliban and
Al Qaeda forces).

b. Counter illicit movement of goods (most o en those nancing the
insurgency in Afghanistan and Balochistan).

c. Enhance Pakistani police and law enforcement counterterrorism
capabilities (counterorganization against the Al Qaeda and Taliban
leadership).

d. Professionalize Pakistani investigative capabilities along with a com-
mensurate police reform program.

us far the program has cost million a year. A number of diverse
U.S. agencies have conducted and completed various activities and actions
since . efollowing agencies participated in the policing indirect strat-
egy to enable one of our allies: Bureau of International Narcotics and Law
Enforcement; the O ce of Counter Terrorism; the Bureau of Diplomatic
Security, O ce of Antiterrorism Assistance; the United States Agency for
International Development (USAID); and the Drug Enforcement Agency
(DEA). What follows are some of the Pakistani internal security enhance-
ments that the program has achieved thus far:

a.  eDepartment of Justice/DEA established the International Criminal
Investigative Training and Assistance Program trained Frontier
Corps as well as Anti-Narcotics Force (trained by the DEA) and
assisted in border security augmentation.

b. Established an air wing in the Ministry of Interior for counterterror-
ism and counternarcotics.

c. Enhanced border posts, entry/exit routes, and border security
roads.

d. USAID contributed to solving root causes money and assistance for
schools in the Federally Administered Tribal Areas, national educa-
tion, health care, employment, governance.
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e. Established several police reform land senior executive leadership
programs.

Lacking, and still needed, is the creation of a nancial intelligence unit,
a DNA training program, and a countering-organized-crime training
program.

Some caveats exist to indirect approaches of this nature, and COIN strat-
egists and planners should take note. It will be importantto nd the correct
balance for all agencies of the U.S. government, including the DoD, when
developing st century indirect strategies that enhance partner capacity in
the realm of policing, law enforcement, and COIN internal security. Here
are three key factors:

a. e U.S. military must play in this arena, and certainly SOF using
FID missions and Combating Terrorism (CbT) skills would be highly
appropriate to work in consort with interagency partners.

b. High threat and high risk areas in any host country threaten the
capability of the U.S. interagency to deploy and monitor personally
the programs they are trying to implement. Lack of rst-hand access
and knowledge of an area also contributes to lack of accountability
on how a program is being administered.

c. Tackling organized crime and its e ects on insurgency outcomes
must be based on how local cultures assess criminality in their part
of the world, especially in areas where corruption is high and rule of
law is low (under-governed space). is dilemma is precisely where
local and regional police and law enforcement o  cers have leverage.

e detective and forensic skills to tackle organized crime are similar
to counterorganization techniques that military organizations use to
neutralize insurgent leadership.  is is one potential area where mili-
tary law enforcement cooperation, along with intelligence, should be
strengthened. Local police are also closest to the populace when they
help to establish and maintain Neighborhood Watch organizations
another valuable source of information.

e U.S. assistance program continues, and valuable lessons and
approaches are adding to our knowledge of how to use o ensive policing,
with regional partners, as a component of a potential, indirect strategy to
defeat irregular adversaries. is chapter posited a model for application
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of the elements of national power to reinforce successful application of law
enforcement and policing in regional COIN-like campaigns, 0 en when
military force application is not desired, and a need to consider a major shi
to that modality. Certainly the case is clear that any successful COIN e ort
will end when a normal state of policing and law enforcement (to secure the
populace and resume governance) returns.

e new security environment, and its irregular warfare threats dubbed
the era of persistent con ict will be a generational ght. s period will
be a protracted geopolitical struggle to marginalize extremists and put into
place enduring mechanisms that allow for continuous pressure to defeat the
adaptations of the enemy. It will require constant, COIN-like activities to
defeat global insurgency by Al Qaedaand itsa liates, and new ground will
be explored to apply COIN-like actions against criminal enterprises.

All of these e orts will require the patience and perseverance to outlast
the enemy and to maintain the continuity of rule of law for the a ected
societies. Strategists will ponder second- and third-order e ects that do not
have clear and de nable end states and in some cases, no exit strategy. End
states will form vaguely around a condition where legitimacy by nations is
predicated in a moral value system, within the international norms of rule
of law, and acceptable to their populations. Such conditions will feature the
capability and capacity to prevent further destruction or regional collateral
damage amongst their neighbors. No concept of a concluding mechanism
may exist; persistent con ict may require management of the regional secu-
rity environment in a local law enforcement context to continually enhance
our nations interests.

A preventative (either indirectly or asa maine ort) campaign of o en-
sive policing and law enforcement, based on the regional security model, and
in consort with international norms for rule of law within the nation-state
security construct, is attractive as a strategic concept designed for this type
of war. is new era resembling a form of ideological warfare nulli es our
past notions of strategic relevance for functional uses of military power (e.g.,
sea, air, and space power). By its nature, this type of war is being fought on
the ground where people live and breathe; it is also being fought on  human
terrain and in cognitive realms. e best counterinsurgent warriors oper-
ating within this landscape wear the police and internal security uniforms
of the ick Blue Line.
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4. Operational Design Considerations for
Policing and Law Enforcement Campaigns

Early in the struggle it is also important to ascertain the strat-
egy of the insurgents and the prominent forms of violence they
employ .... Once analysts understand the insurgent strategy, they
can focus on the most important requirements for insurgent suc-
cess associated with that strategy and look at ways to frustrate
nrwyvkirx ijjsviw xs jypAp xIswi viuywiginwi 2 I|tiwirgi erh
the experts suggest that the most effective way to deal with inter-
nal terrorism or small-scale urban guerrilla attacks against soldiers
and policemen is to emphasize police work, good intelligence,
and judicial sanctions.?®

olicing and law enforcement actions adopted at governmental level,
particularly those actions anticipating roles for the military, can
essentially be divided into two strategic approaches:

a. Military-led with a supporting o ensive-policing component, which
includes employing the military as police, or constabulary-like

b. Police-led, with the military supporting so named due to the char-
acteristic relationship of design between the ways, ends, and means
of the approach chosen.

Strategists will have to ensure the three variables (ways, ends, and means)
are in balance to ensure the success of the approach taken and to prevent
a strategic mismatch.

Measures to calculate risk are also important as are the answers to the
following questions: Is the approach taken feasible given existing govern-
ment resources? Is the approach acceptable to the polity and populace (and
perhaps the wider international community)? Is it a suitable approach given
the context of the problem?

For any of these strategies, the political ends generally are similar:
achievement of a level of law and order acceptable to the general populace
and within an environment of security that their government can maintain.
At the operational level, the objective for policing is to provide a security
framework of enforced law and order in areas where the insurgents are
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attempting to control the populace or trying to establish an alternate state.
Both approaches reinforce the legitimacy of the state and the government s
plan to resolve the problem.

Either approach chosen is dependent on the scope of the problem and
how organizing a campaign with this strategic approach supports the gov-
ernment s attempts to delegitimize the insurgent threat while promoting its
own legitimacy in the eyes of the populace. For example, if the government
views the insurgent movement as a law-and- order problem, then a police-led
COIN campaign emphasizes the rule of law as the defeat mechanism.

If the government feels overwhelmingly threatened by the military nature
of the insurgency, then the host-nation military will o en be employed
to conduct a campaign to reach the desired political end state: the enemy
defeated su ciently to revert back to the rule of law. Resources can also drive
the choices of governments ghting insurgents; militariesare o en expen-
sive for small or impoverished countries to maintain, so reliance on police
or paramilitary police organizations may be the only useful solution.

e rst of these strategic approaches, and the most recognized, is the
use and deployment of the military in support of civil authority to protect
the national or international security interests of the state in other words,
the military operating as police to support civil authority. Major General
Sir Charles Gwynn described this expeditionary form of maintaining law
and order, which he named imperial policing, in his written works published
in :

e decision for deploying military as police (or as constabulary) hinged
on correct timing of the intervention in order to preclude the need for larger
military actions in case civil authorities hesitated and the civil disorder
problem grew out of control. General Gwynn characterized the military s
police duties as falling into three categories:

a. Deliberate campaigns (punitive expeditions) with military predomi-
nant until objectives were met and the situation could be returned
to civil control

b. Military actually taking over as civil control due to its breakdown or
abdication (0 en involves marital law)

c. Military deployed to bolster the existing police and law enforcement
agencies extant, but which need reinforcement during the crisis at
hand.
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