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NUCLEAR TERRORISM: HOW REAL ISTHE THREAT?

A. SCHMID

Terrorism Prevention Branch

Officefor Drug Control and Crime Prevention
Vienna Internationd Center, Vienna Audria

1. The paper will be based on Open Source materids and focus mainly on nondate actors
such asterrorig, arimind, guerrillaand other, including religious, groups.

2. 1t will discuss the trafficking of highly enriched nudear materids and less radioactive
materids in the post-Cold war period, focusng on the smuggling from the famer Soviet
Union and from former Warsaw Pact countries.

3. The capabilities of terrorig and other groups in acquiring, handling and ddivering nucear
and radiologicad maerids will be addressed.

4. The intentions of various groups to use such wegpons are explored and the gods they
might pursue will be analysed.

5. Forecasts about the future will be made, based on the incident database of the Terrorism
Prevention Branch and other databases and on scenarios which are currently discussed.
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STRENGTHENING GLOBAL PHYSICAL PROTECTION PRACTICES; GAINING
BETTER INFORMATION ON NATIONAL PRACTICES FOR PROTECTION OF
WEAPONSUSABLE MATERIAL

G.BUNN
Center for Internationa Security and Cooperation, Indtitute for Internationd Studies
(1S-CISAC), Stanford Universty, Stanford, Cdifornia, USA

R. RINNE
Center for Internationd Security and Cooperation, USA

F. STEINHAUSLER
Ingtitute of Physics and Biophysics,
University of Sazburg, Audtria

Unlike the Non-Proliferation Treaty requirement that non-nuclear-wegpon paties provide
“safeguards’ information to the IAEA on their nucler materids and ther date sysems for
accounting and control, there is no reaed requirement to provide information on Sate
sysems of physical protection. A review of 1997 IAEA and Stanford physicd protection
conference proceedings showed both the absence of information on important practices from
many dsates and the grest variation in practices from date to date. Besdes the lack of
internationdly required standards for domestic protection, reasons for the variations described
in Stanford-Sandia Nationa Laboratories research include:

differencesin states perceptions of the thrests to their materids,
differencesin their abilities to pay the cost of stronger physica protection,
differencesin their laws and regulatory practicesin generd, and

differences in therr culturd atitudes —for example, attitudes toward whether to am

personnd guarding wegpon-usable material or to require clearances for personnd  with
access to such materid.[1]

The information presented to the 1997 IAEA and Stanford conferences was supplied
voluntarily. The two globd documents which provide norms for physca protection do not
require submisson of such information. These ae the 1980 Convention on Physicd
Protection of Nuclear Materid and the 1999 IAEA INFCIRC/225/Rev.4. [2 and 3] This
means that, without bilateral cooperation, no date can find out how other daies are protecting
their nuclear materid. Y€, as |AEA Director General El Barade has said,

[11t is not a matter of indifference to other States whether and to what extent
[physical protection] responsibility is fulfilled....The need for international
cooperation becomes evident in situations where the effectiveness of physical
protection in one State depends on the taking by other States also of adequate
measuresto deter and defeat hostile actions against nuclear facilitiesand nuclear
materials, particularly when such materials are transported across national
frontiers. (INFCIRC/225,Rev.4, Preface)

Contributing to recent efforts by the United States and others to strengthen globd standards
for physcd protection [2 and 3], a Stanford project proposes ways to incresse cooperation by
providing more information about physcal protection practices. The project has developed a
questionnaire on physca protection practices.  We recognize that some information about a
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date's system of physica protection can't be made public because of the fear that key secrets
of protection might be used by terrorigts or thievesin subsequent efforts to sted or sabotage

the materid. (See INFCIRC/225/Rev.4, par. 4.3) For those dtates willing to complete our
guestionnaire for a fadility, we have promised not to meke informaion public without ther
consent.  But date-to-state comparisons of perceived threats and overdl plans to counter them
might be particularly educationd.

With cooperation from Sandia and industry, the Stanford project hopes to demondrate sensors
and other means for phydcd protection.  For example, the project’s Friedrich Steinhauder
has proposed the devdopment of a “Virtud Wak-Through Fadility” — a three-dimensond,
computer assised, smulaiondemondratiion showing the effectiveness of vaious possble
protections for wegpontusable materid againgt a variety of thrests. This would be useful for
training, for gpprasng protection proposas and for evauaing the cgpabiliies of exiging
fadlities It could be a dgnificant addition to the disglay of physicd protection technology
and methods a Sandids Cooperative Monitoring Center and a tool for use in IAEA training
courses, demongtrations or conferences like this one[4].

The badc god of the Sanford project is to hep drengthen globa physcd prdection

practices and dandards.  We have dready made specific recommendations, and intend to
continue our analysis of possible improvements. [2] and [5)].
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PREVENTION OF THE USE OF LEGAL TRAFFICKING FOR NUCLEAR
MATERIAL AND RADIOACTIVE SOURCESSMUGGLING

N. KRAVCHENKO
State Customs Committee of the Russian Federation
M ascow, Russian Federation

Countries like Russa, which have a large nudear indudry, export a dgnificant number of
radioactive sources and subgances. Some of them are nuclear materid. In generd, it is the
task of the customs ingpectors to verify that the content of the shipment is in agreement with
the declaration (as safeguards inspectors verify operators declarations). In case of other goods,
this is easy. The conggnment can be opened and the content can be seen and compared with
the declaation. In the case of radioactive shipments this cannot be done. The radioactive
subgtance is in a shidded container and opening is often only possble in a hot cdl. Opening
of the package and measurement of the removed source in presence of the customs ingpector
is impossible because the cugtoms ingpector is impossible because the customs control begins
only after the declaration has been registered. Therefore, the Russan customs authorities have
contracted a company to develop a gamma spectrometer, which can be used to verify the
source, even if indde the shidded shipping container. Throughout the country — near the
where many shipments or recelvedes take place - there are 18 customs offices, equipped with
gamma spectrometers and specid software. If a container arives for cusoms inspection, its
dedign is cdled from a database. Then the gamma spectrum outside the container is measured
and the measured gamma pesk energy and intendty is compared with the expected, which is
cdculated by software based on the desgn information of the container. This gpproach works
well. Several cases were aready discovered in Russa, where there were attempts to use lega
shipments for smuggling radioactive sources.

| would like to mention some technicd problems concerning control of legd export and
import of radioactive sources.

a) There ae not enough commercid suppliers which offer the needed equipment;
because of lack of competition prices for the equipment are too high

b) Presntly avalable equipment is mainly based on HPGE cooled with liquid nitrogen.
Therefore, it is difficult to use in customs offices Alterndtive detector options, which
do not require liquid nitrogen cooling should be explored

c) Veificaion of legd shipments is presently only done is Russa to extert it worldwide
an internationd data base contaning dedgn information of dl shipment containers
would be required; this is dso important for the receiving country to verify ariving
shipments. The data base mus dlow integration into avalable messurement and
verification software

d) Presently no procedures for tedt, vaidation and certification of methods to verify legd
shipments are available, therefore in Russa such measurements can only be used in
court if combined with an additiond investigation, requiring opening of the container.
This is expendve and there is s drong dedre to use measurement results directly to
initiate a court order

e) Even if verification measurements are made, they can be faked when the thickness of

the container is dtered. Presently no generic methods are implemented which alow
the verification of the container design
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Actudity of these problems can be confirmed by the red cases of smuggling disclosure, some
of which I am going to adduce.

In view of the above it would be desrable that the International organizations, such as IAEA,
WCO and others, would provide assstance to Nationd Customs Services. The State Customs
Committee of the Russan Federdtion is willing to cooperate with any Internationd
organizations and Naiional Customs Services in this area
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RECOMMENDATIONSFOR STRENGTHENING THE NATIONAL SYSTEMSAND
THEINTERNATIONAL REGIMEFOR COMBATINGOFILLICIT TRAFFICKING

P.EK
Swedish Nuclear Power Ingpectorate (SKI), Stockholm, Sweden

L. WREDBERG
Consultant to SK1.,Sweden

EXTENDED SYNOPSIS

[llicit trafficking activities involving nucler materid and equipment are acts of nuclear
proliferation. The threat of illicit trafficking is an internationd concern and the consequences
of illicit trafficking, such as war or terorig atacks using illegdly manufactured nuclear
wegpons, might affect any country. As long as these materids and eguipment remain a
potentia for theft and smuggling due to insufficient security and control conditions, there is a
posshility that proliferators or terrorist groups may illegdly take possesson of such maerids
and equipment for illicit purposes.

A precondition for preventing illicit trafficking is the exisence of effective nationd systems
for supeavison and control of nuclear materid and equipment, including physca protection
and export/import control, based on an accurate and complete legidation. In addition thereto,
nationd sysems for combating of illicit trafficking, through prevention and detection within a
date’s teritory or across its borders, incorporaie such components as supervison and control
of nucdear operaions organisaion of operator activities through qudlity assurance, internd
control, security culture, etc.; law enforcement functions (police, intdligence, customs,
invedtigation, prosecution, pendties and sanctions); and procedures for coordingion and co-
operation between supervising and law enforcement authorities.

According to a joint SwedistNorwegianlLavian sudy, there are imperfections in many
national systems for combating of illicit trafficking, such as
Incomplete legidation on nudear nonproliferation and safety, physicd protection and
export/import control;
Under or overlgpping regpongbiliies beween ndiond supervison and law
enforcement  authorities, leading to poor co-operation and coordination of preventing
and detecting measures,

Incomplete rules and regulations concerning operator functions and responghilities,
induding requirements on internd control, qudity assurance, security culture and
individud responsibilities

Shortage of suiteéble and modern equipment for monitoring and detection of radioactive
materid;

Shortege  of daff and traning cgpabilities and insufficent  financid  resources
concerning supenison and law enforcement authorities;

Insufficient access to rdevant information and data bases.
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A firs gep to improve naiond sysems would be to assgt dates, by educating key-persons
and authority gaff, how to establish good, date-of-the-art nationd systems for combating of
illicit trefficking, which would meet the requirements of internationd legd instruments,
recommendations and guiddines. State Governments need to be made more aware of the
seriousness of the proliferation threst and be convinced that supervison and law enforcement
resources must be reinforced for bringing their national systems up to internationa standard.

On the internationd leve, combating of illict trafficking would be amdiorated by improving
the communication links between nationd authorities bi-laterdly and with the internationd
organisdtions. Also increesed information exchange between nationd and internationd
databases would improve prevention and detection cgpabilities.

For the effective and consequent combating of illict trafficking of nudear maerid and
equipment, it is however, necessay that the internationd non-proliferation regime be
srengthened through new initistives and approaches. These should focus on, inter dia a set
of minimum requirements to be implemented, and to pursue, impose, follow -up and audit the
implementation of those requirements into the naiond sysems for combating of illicit
trafficking.

The IAEA is the recognised international organisation, both for nuclear energy pramoting
activities, and for the implementation of the internationd non-proliferation regime. The 1AEA
has, within its area of competence, rdevant know-how and capability, induding qudified
gaff, information systems, etc. In order to be assgned the task to serve the function of the
internationd regime for the combating of illicit trafficking, the IAEA needs, however, an
additional mandate.

The full paper will eaborate on these and related issues and will summarise a st of key
recommendations.
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REVISED PHYSICAL PROTECTION AT AUSTRALIA’S FORTY-YEAR OLD
RESEARCH REACTOR

J. BELLINGER
Australian Safeguards & Non-Proliferation Office (ASNO)
Department of Foreign Affairs & Trade, Canberra, ACT, Audtrdia

E.RYAN
Austradian Nuclear Science & Technology Organisation (ANSTO)
Lucas Heights, NSW, Ausdtrdia

Summary

The High Flux Audrdian Reaector (HIFAR), a DIDO class, 10 MW (therma) research reactor
operating with HEU fud, is over forty years old. The design of ingdlations of that era cdled
for a protected area which encompassed not only the reactor but a number of other dte
facilities. As a research reactor it was exempt from the recommendations of INFCIRC/225,
but times and circumstances change. The paper describes the work done by Audrdia to
update Physcad Protection measures a ANSTO's Lucas Heghts ste in line with
INFCIRC/225 recommendations. The work was commenced in 1991 and completed in 1995
and PP a the reactor now meets or exceeds the latest (Rev.4) recommendations, which
Australia has adopted as its nationd standard.
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MEASURESAGAINST ILLICIT TRAFFICKING OF NUCLEAR MATERIAL AND
RADIOACTIVE SOURCESIN THE REPUBLIC OF BELARUS

O. PIOTOUKH
Committee for Supervison of Industria and Nuclear Safety
Minsk, Republic of Bdarus

The Republic of Bearus drives to take an active pat in internationa cooperdtion in the fidd

of prevention and interception of illicit uses of nucler materid and radioactive sources
through:

multilaterd internationa agreements and bilatera interagency treatments,
information exchange within the IAEA lllicit Trafficking Databass;

paticipation in different internationa seminars, workshops, conferences including those
under the |AEA auspices etc.

Bdarusis congantly improving regulatory, legal and technical agpects of activitiesamed at:

accounting, control and ensuring of physica protection of nuclear materid and security of
radioactive sources,

exercigng efficient control over their export and import;

detecting cases of ther illicit uses and illegd crossborder movements and informing of
such cases through the IAEA lllicit Trafficking Database;

developing and providing training opportunities for personnd.

Through Resolution "On Measures for Physicd Protection of Nucler Materids' issued by
the Council of Minigers in 1993, Committee for Supervison of Industrid and Nuclear Safety
(PROMATOMNADZOR) was agppointed as the authority respongble for ensuring physical
protection of nuclear materids and facilities.

Through Resolution "On Messures for Fulfillment of Provisons of the Non-Proliferation
Treety" issued by the Council of Minigers in 1993, Promatomnadzor was designated as the
nationa competent authority responshble for the establishment and maintenance of the State
System of Accounting and Control of nuclear materid. The sysem accounts dl the nuclear
materid meeting the criteria defined in the Safeguards Agreement with the IAEA. The system
indudes two leves i.e on-gte accounting and control and date accounting and control
exercised by Promatomnadzor. Apat from reporting to the Agency, the sysem dso provides
for naiond tasks beng accomplished: control over uses of nudear materid, its physcd
protection, access control efc. Promatomnadzor is dso a centrd communication point in the
caze of aloss, unauthorized use or saizure of nuclear materids.

The State System of Accounting and Control of ionizing radiation sources was s&t up and
commissoned through Resolution issued by the Council of Minigers in 1999. The system
condds of 2 leves primary accounting by users and date accounting and control by
Promatomnadzor. Promatomnadzor lad down and requirements for submitting information
on a source itsdf, its owner, timing of reporting. All the sources meeting the established
criteria are registered in the database of Promatomnadzor irrespectively of their ownership.
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The database dlows both tracing a concrete source, and acquiring information on a single
user. Promatomnadzor informs the Ministry of Internd Affars so that control over the
guarding sysem and requirements for security of ionizing radiation sources is ensured.
Promatomnadzor, Ministry of Hedth and, if needed, Minisry of Internd Affars and Minisry
of Labor are infoomed of any radigion incdent incduding a loss or occesond detection,
unauthorized uses of nucler and radioactive materid. Following such cases a gpecid
commisson is edablished. Headed as a rule by an officid from Promatomnadzor, the
commission mekes a narow inquiry into the facts and compiles an act of investigation. Based
on the act, measures are taken to address the case and to prevent it from recurring. If needed,
the Prosecutor's Office is approached to commence prosecution.

Should an incident occur & the customs border, the cusoms authorities themsaves investigate
the case, which may rewult in taking crimind proceedings. Representatives of
Promatomnadzor generdly take part in the investigation.

Export-import messures dso bdong to those amed a preventing and intercgpting illicit
trafficking of nucler materid and radioactive sources. Thus, in order to cross the customs
border a user of an ionizing radiaion source is to get a permit from Promatomnadzor.
Pursuant to the Law "On Export Control" adopted in 1998 a license from the Minidry of
Foreign Affairsis dso needed when nuclear materid is concerned.

One can suggest the following measures to upgrade the exigting infrastructure in the field:

to improve the naiond sysem of mutud notification of inddents involving ionizing
radiation sources by setting uniform requirements for information to be submitted and
through establishing a computer database to regigter dl the incidents;

to upgrade the laboraiory under Promatomnadzor conducting primary measuremerts and
identification of detected ionizing radiation sources,

to explore a posshility of sdting up a naiond laboratory capable of conducting complex
measurements  for identification of reveded nucdear maeid, including destructive
andyss, such alab can be founded at existing research ingtitutes and scientific centers,

to train and retrain personnd;

to develop technicd capacities of customs check-points.

10
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COMBATING ILLICIT TRAFFICKING OF NUCLEAR MATERIAL AND OTHER
RADIOACTIVE SOURCES IN REPUBLIC OF BULGARIA

A. GOTSEV
Committee on the use of Atomic Energy for Peaceful Purposes, Sofia, Bulgaria

K. DIMITOV
Nationa Security Service,
Minigry of Internd Affars Sofia, Bulgaria

Abstract

The turbulent hisory of the Republic of Bulgaia is proof of its importance for the
commercid and military interests of the nations that have conquered and exploited the
country through the ages. It is clear that it is the connecting node of two continents, Europe
and Aga It is a naurd dop in the movement of goods for transcontinental commercia
purposes as wdl as a naturd resting place for the movement of armies during the ancient and
medieva times.

The geopoliticd Stuation that currently exists in Republic of Bulgaria may form condition
for illiat trafficking. This paper gives a short description of the efforts of the Government of
Bulgaria to combat theillicit trafficking of nuclear materid and other radioactive sources.

. INTRODUCTION

The generd principle in the legd indruments in the fidd is providing security of radioactive
maerids and public safety of radiation sources. All acting legidative acts are based on
European and other International Conventions and Treeties on use of a@omic energy and on
the commitment that in Bulgaria the aamic energy should be used only for peaceful purposes.

The co-operation with the other countries in that fiedd would be under the terms of the Treaty
on Non-proliferation of Nuclear Wegpons.

The legd indruments regulaiing the regime of regidration, handling, oring, use ad
disposition of radioactive materids are asfollows

The Treaty on Non-proliferation of Nuclear Weapons,

The Vienna Convention on Civil Liability for Nuclear Damage;

The Act on Use of Atomic Energy for Peaceful Purposes/1985/,

The Regulation for Implementation of the Act on Use of Atomic Energy for Pesceful
Purposes /1986/;

The Rules for Gathering, Kesping, Processing, Storage and Dispostion of Radioactive
Weadte on the Territory of the Republic of Bulgaria

The Act on Use of Atomic Energy for Peaceful Purposes /AUAEPP/ has been passed in 1985.
It regulates the use, the right of property, the management of use, the government control, the
cvil lidbility for nuder damege and the adminigraive and crimind responghility of the
persons in charge of management and using of aomic energy. The last amendments to the act
took placein 1995 and concerned the right of property, control and accounting of radioactive

11
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materids. Now only the specid nuclear materids are exclusive property of the state, while the
other ionizing radiaion sources may be property of legd and physica persons too. These new
provisons to the act have caused passing a new section V in the Criminal Code, concerning
higher crimind responghility of the persons in chage of handling and control of such
materias.

The Committee on the Use of Atomic Energy for Peaceful Purposes (CUAEPP) co-ordinates
government policies in the fidd of use of atomic energy.

The Inspectorate on Safe Use of Atomic Energy within the CUAEPP provides government
supervison and control on safe use of aomic energy in interaction with the other authorized

specidized controlling agencies.

In 1998 has been edablished the Standing Commission for Co-ordination, Information
Exchange in the Field of Proliferation. The members of this commission are officers from the
Nationa Service for Combating Organized Crime (NSCOC), the Nationd Security Service,

the Border Police and the Generd Department of Customs, the Ministry of Economics and the
Committee on the Use of Atomic Energy for Peaceful Purposes (CUAEPP).

[. COUNTERING ILLICIT TRAFFICKING OF NUCLEAR MATERIAL AND
OTHER RADIATION SOURCES EXPERIENCE AND TRENDS

The Ministry of Interior (Mol) is authorized to provide control on radicactive materids on the
gtes, where they are used and dored and in the time of ther transportation. As the illicit
trafficking of nuclear materias is a great concern of our government and the Mal, in the early
90's a specid operdive and invedtigative section has been set up within the National Service
for Combating Organized Crime, which deds with non-proliferation of nuclear materias.

We condder any case of diverson of radioactive maerids as a posshility for sngle stae or

terrorist groups or organizetions to ignore the international convention for non-proliferation of
radioactive materids. In addition the radiocactive materids in  combination with the
conventional explosve substances may be used to creste a panic or to cause radioactive
contamination in resdence areas or water sources and in this way poses a threet to the public
hedlth and the environmen.

These factors determine the high degree of public threat of dl kinds of nucleer crimes and that
iswhy the domestic and the internationa communities are aware of them.

The Republic of Bulgaria is modly a trandt country for the dleged illegd trafficking of
nuclear and radioactive materias. That is why the law enforcement authorities are trying to be
active patnes of the competent internationd and nationd authorities in the concerned
countries.

The andyss of the cimind acts involving radigion sources and radioactive materids in
Bulgaria for the period 1992-2000 has outlined the following factors, which have caused the
rise of this specific new type of crime.

In the firg place, the decay of the USSR and the consequent economic stagnaion in the

former socidig countries in Centrad and Eagt Europe have led to digmissng of a lot highly
qudified scentists and specidists, employed beforein nuclear, military, missile-aviaionand

12
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goace indudries and Research Centres, and Inditutes. The crimind organizations have
envisaged the great potentid of these professonds and their likdy incorporation in future
illegd/aimind  activities.  Further the crimind  organizations have demondrated notable
interes in high technologies know-how, materids and equipment, involving radigion sources
and radioactive maerids as necessxty prerequistes for profitable eventud illegd/criming
production or transfer in the countries under embargo.

In the second place the inadequate legidative practice in force in the early 90's for the new
socid and economic Stuaion in the country in trangtion and the legd nihilism, demondrated
by most of the people and the parties, dedling with radioactive materiads.

In the third place the loose control over the entire process of kegping, storage and handling of
such materids in the early 90's have favoured some unscrupulous eements to maeke use of
illegdl trafficking in nuclear and radioactive materias.

The criminds involved in illicit trafficking in nudear and radioactive materids are in generd
foreign profiteers, operating in co-operation with Bulgarian nationds and companies. These
materias are usudly subject of smuggling and re-export in the Middle East countries and in
the countries put under embargo.

The gpproaches and methods in detection and identification of smuggled radioactive materids
aoplied in the operaive practice indude first of dl, examinaion of the rdigbility of the source
and the obtaned information, the appearance, colour and other gpecifications of the
subgtance; Specid atention is drawn to the initid use of the offered substance, in which fidd
it has been used (kind of gpplication, type of used eguipment), weight, inscriptions and
symbols on packing (containers), cerificate of chemicd expetise ec. If it is possble an
information on the process and place of enrichment of the substance is collected.

The more common of the recorded cases involving radiation sources and radioactive maerids
in Bulgariaare as follows

In October, 1992 140 Putonium radiation Sources, "buttons', have been saized in hotd
"Sheraon” in Sofia The invedtigation has reveded totd amount of 0.02 g Pu, which can
be conddered as a radioactive materid, but it can not be used for military purposes. The
substance had been placed there ddiberaidly by an English news reporter for the need of a
journdigt investigetion of a fiction channd for smuggling radioactive materids to an
unknown Arabic country with the intent to discredit Bulgaria The invedtigation has not
confirmed such a channdl.

In February 1994 four capsules with Radium have been seized in Plovdiv. The measured
radigtion amisson has been inggnificant.

In duly 1994 2 containers with Uranium acetate and 2 containers with Mercury oxide have
been saized. Both substances pose athreet to people, but they are not weapon-usable.

In 1994, 1 metd container with 05 g Uranium oxide has been seized in Sofia The
expatise has confirmed the substance poses a threat to people, but it is not wespon-
usable.

In October 1994 four metd contanes with an dloy of Alluminium, Manganese,
Magnesum have been sdzed by Cugtom officers in a Turkish bus but no radiaion
sources have been detected.

13
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On the grounds of the available information the following conclusions can be done:

In the period until 1996 the demand on radiation sources and radioective materids of various
types and kinds for the purposes to be trandferred to the countries under embargo has been
condderably high. Most of them originated from Russa and Ukraine and have been smuggled
to the Western Europe or Middle East countries, as the offered prices were too high and the
demand at the domestic market was nearly absent. In the period 1996 - 1998 the numbers of
recorded cases of detection or smuggling of radiation sources and radioactive materids has
suddenly falen. The available information on such cases has decreased too

In 1999 there was a case of trangt trafficking of U-235 through the border cross control point
in the city of Rousse In addition 19 contaners with Strontium and Americium of the type
"Gamarid" have been golen. They have been in possession, handled and stored by a company.

The andyss of the regigered cases involving radioactive maerids has digolayed tha in the
most of cases some individuds and companies had tried to speculate and to redize fraudulent
deds offeing and sdling some times innocuous or fdse radioactive materids. The saized
ubstances generdly originated form civil fadlities and ae used in sensors gauging and
cdibration appliances, and ae not wegpontusable. There are no any registered cases of
detecting or saizure of U-235 PI-239 or any other wegpon-ussble radioective eemernt.
Neverthdess some of the seized materids are emitting dangerous radiation for people and
environmen.

[II. CONCLUSION

The geographicd stuation of Bulgaria a the crossroads between Europe and the Middle East
has specified it as one of vulnerable trandt countries for illicit trafficking of radiation sources
and radioactive maerids from Europe to Middle Eagt countries. That is the reason to consider
the crimes involving radicactive materids as posing a serious threat to the hedth and public

security of people, and environment and to support any efforts to cooperate and integrate
with dl concerned internationd organizations and specid enforcement forces in deding with

this serious threst.

14
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OVERVIEW OF THE ACTIVITIESON PREVENTION AND COMBATING ILLICIT
TRAFFICKING IN NUCLEAR MATERIALS AND UPGRADING OF PHYSICAL
PROTECTION SYSTEMSIN THE CZECH REPUBLIC

J. SEDLACEK, L. BARTAK
State Office for Nuclear Safety (SUJB), Prague, Czech Republic

The paper describes the effort and coordination role of the State Office for Nuclear Sefety in
prevention and combating of illicit trafficking in nuclear materids in the Czech Republic.

There ae given detals on the activities to drengthening the nationd regulatory programme.
The scheme to response the incident of illicit trafficking is covered. Basc information on
R&D programme on the devdopment of andyticd methods suitable for forensc andyss of
nucleer materids of unknown origin as wedl as close co-operation with the Inditute for
Transuranium Elements (Karlsuhe, Germany) are describes. The basic information on illicit
trafficking in nuclear materias occurred in the Czech Republic are summarize.

The second pat of the paper comprehensvely describes the upgrading of the physcd
protection sysems a the different types of the nuclear inddlations (research reectors, storage
of nuclear materid including spent fud, power reectors - WWER 440 and WWER 1000) to
fulfill the more drict requirements of the new Atomic Law No. 18/1997 Coll. and Regulation
No. 144/1997 Coll., on phydcd protection of nudear maerids and nuclear fadilities which
entered into forcein 1997.

The follow up actions in connection with IAAEA IPPAS misson caried out in 1998 are
given. Basc information on physicd protection of NPP Temdin in connection with sart of
the operation of the firg unit in 2000 and continuous condruction of the second unit will be
given.
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UPGRADING OF PHYSICAL PROTECTION OF NUCLEAR MATERIALSIN AN
OLD NUCLEAR RESEARCH REACTOR FACILITY

. BADAWY

Nationa Center for Nuclear Safety and Radiation Control (NCNSRC)
Atomic Energy Authority (AEA)

Department of Nuclear Safeguards and Physical Protection, Cairo, Egypt

The present paper describes a sysem for upgrading the physicd protection of nuclear and
radioactive materidls in an old nucler research reactor fecility ( NRR). The approach and

implementation of the sysem ae conddered as an integration to the exising sysem of
nuclear materid safeguards and facility nuclear security. The system provides messures for
externd protection, guards, entry and access control, safety and protection for transport; and
personned and adminidrative control [1,2].

A peipherd fence has been built around the nuclear research facility as a second barrier. The
first barrier is the fence of the Nuclear Research Center-AEA where people may be dlowed
entry/exit through the main gate “ point “. The NRR facility fence is provided with a loca
center, with guards, communication equipment and direct contact with the main guard and
security center. Also, the fence has televison cameras dlowing complete vishility of fence
zone as shown in Fg.l In order to ensure functioning of the survellance 24 hours per day, an
illumination system is employed through a universal power supply (UPS).

The access of personnd to the NRR facility is controlled through a personnd Entry/ Exit port
located near the local security guard where only authorized personnd [carrying a secial card
with a code number, or a specid magnetic card] may be adlowed entry to the NRR facility-
after registering and Signing in an adminigtration registration book.

The access control ingde inner arees [1] (eg. the reactor hdl) is done under direct authority
of the facility manager (esssted by radiation protection specidist) for a limited number of
pesonnd involved in gpecific tasks. A dosed drouit tdevison sysem is used for
aurvelllance insde the inner areas.  The system can locate any personnd indde the interior
area from the reactor control room.

It seems tha the process of upgrading the NRR facility physica protection is in the proper
direction. But for further development, an intrusion detection sysslem may be consdered [1,3].
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NUCLEAR RESEARCH
REACTOR FACILITY

1 I 4 3 2
F

1 Fence Perimeter & Illumination 2. Guards Local Center

3 Vehicle Entrance 4. Externa Personnd Entry Control
5 Fadility Entry Control 6. Video Survelllance Sysem

7. Inner Area 8. Intrusion Detection System

Fig. 1. Schematic diagram of the upgraded physical protection system for an old
nuclear research reactor facility.
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STRATEGIESTO REDUCE ILLICIT USESOF RADIOACTIVE MATERIALS
THE ETHIOPIAN PERSPECTIVE

G. GEBEYEHU WOLDE
Nationa Radiation Protection A uthority, Addis Ababa, Ethiopia

1.0 SYNOPSIS

The illicit uses of radioactive sources can impose a direct danger to public hedth and safety.
A number of cases worldwide have resulted in ionizing radiation exposuresto individuas.

Although the inddent of illict trafficking is gredtly influenced by the nationd sysem of
protection of radioactive materids a their use and torage location this done may not ensure
an absol ute guarantee againgt such occurrence.

The chdlenges of preventing illicit uses of radioactive sources and activities is more complex
in the face of more integrated globa economic environment. The national sysem of control,
the coss border involvement, multiplicity of paticipants in the supply to enduse chan,
diversty of systlems and ingruments are factors contributing to this complexity.

Smooth interplay and overdl sysemic effectiveness of the nationd system of regulaory
contral, the drategic coordingtion of respondble paties and the systemic tie of such bodies,
the effidency of information flow and the patern of know-how and training is wha ensure
the effectiveness of preventing, detecting and responding to any illict activiies and
trafficking of radioactive sources.

In Ethiopia, the attempts /incidents of illegd use were o far limited. However, the possibility
of such occurrence cannot be ruled out and due attention should be paid as the activity is
complex and is global problem of generd concern. Therefore, in addressng these issues the

folowing drategies ae beieved appropriste in Ethiopias perspective for preventing and
contralling illicit uses and trafficking of radioactive materids.
Strengthening the nationd systemn of control and protection induding boarder controlling;

Achieving effective coordingtion within and among regulators, law enforcement bodies
and cusoms,

Developing and maintaining effective system of information handling and flow;
Traning of principaly responsble paties in the prevention, detection and response to
illiat trafficking.

The proposed paper deds on the detalls of the recommended drategies pertaining to the
redities and conditions of Ethiopia
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ASSISTING EASTERN EUROPEAN COUNTRIES IN THE SETTING UP OF A
NATIONAL RESPONSE TO NUCLEAR SMUGGLING.

W. JANSSENS, P. DAURES, K. MAYER, O. CROMBOOM, A. SCHUBERT, L. KOCH
European Commission, JRC, Ingtitute for Transuranium Elements, Karlsruhe, Germany

I ntroduction

Snce the mid90's ITU assded nationd authorities in reveding the intended use and
possble origin of sdzed nudear materids. Exiding tools, used in the characterisation of
nuclear fuds were adgpted to this task; other andyticd techniques, together with an
appropriate methodological approach were developed (see |I. Ray e d. presnted to this
conference). From a joint effort within the International Technicd Working Group on Nuclear
Smuggling, a Modd Action Plan resulted, which incduded the Nudear Forensc Methodology
as deveoped by ITU, as a complementary measure to assst a date. In the frame of
TACISPHARE support, we tested this concept together with the concerned authorities of the
Czech Republic, Hungary, Bulgaria and the Ukraine. Based on the dbove, a new initidive is
being developed for dl thirteen future Member States to the European Union. A generd
meeting to start-up the support projects, organised a ITU on November 9 and 10, 2000, and
was atended by two representatives per country. All presented their nationd Stuation with
repect to nucler smuggling (red cases, response..) and committed to support the
implementation of a dructured gpproach to both improve the nationd dtuation (and bring it
up to internationa standards) and to seek for cross-border callaboration.

Past experience in the characterisation of seized nuclear material

In order to characterise materid to the required extent a new methodology - nuclear forensics
- had to be devdoped. The methodology followed the principle of diagnoss i.e the
progressve deps of the invedigation were guided by the results of the preceding seps,
according to which the tools and techniques for the further investigation were sdected. See
paper presented by |. Ray during this conference.

Experience in implementing the Model Action Plan by running demonstration exer cises

The portable U/Pu gamma spectrometer, ddivered in the frame of a Phare project, was used in
Hungary in a complex exercise amed a demondrating the full procedure of response to a
sizure of nudear maerid of unknown origin @ a sSmulaed Hungarian borde checkpoint.
This demondretion exercise was organised and guided by the Hungarian Atomic Energy
Authority cdling on intervention of the Hungarian border guards, customs, and police. For the
firg on-gte andyses expets from the Frederic Joliot-Curie Nationd Inditute for
Radioprotection and Radio-hygiene ad for on-Ste characterisstion experts from the Inditute
of Isotopes and Surface Chemistry of the Hungarian Academy of Sciences were involved
(Fig. ).

Fig. 1. L. Lakosi and J. Zsigrai (spectrometrists from the Institute of Isotopes of the
Hungarian Academy of Sciences, Budapest) perfor ming non-destructive categorisation using
a portable gamma spectrometer.

In a TACIS project on counteracting the illicit trafficking of nucdear materids in the Ukraine
in collaboration with the Ukrainian Minigiry for Environmenta Protection and Nuclear Safety
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a Handbook for the Ukrainian Nuclear Regulatory Adminigtration on the appropriate response
procedures, in line with the Modd Action Plan of the Internatioral Technicad Working Group,
was devedoped in collaboration with the Finnish Radiaion and Nuclear Safety Aduthority
(STUK). In order both to gather the essentid input for this handbook and to vdidate the initid
procedures, a demondration exercise was organised in Odessa, usng seized materid. The
detection, radioprotection, crimina investigation and nucdear materid characterisation were
executed on the spot, involving dl rdevant authorities and usng highly sendtive mobile
equipment for the determination of the isotopic compostion of the red maerid. Wesern
participants came from IAEA, Scotland Yard, STUK and ITU. (fig 2) For this exercise the
portable equipment was brought to the spot by the ITU representatives and operated by the
trained spectrometrists from INR. Some INR personne received further training a 1TU on
nuclear andyticd techniques for the more detalled (destructive andyticd) investigetion of the
materia, after trangport by IAEA of arepresentative subsampleto ITU.

Fig 2 : A. Berlizov (Institute for Nuclear Research, Kiev) and T. Honkamaa (Finnish
Radiation and Nuclear Safety Authority) measuring enriched U pellets with a portable
gamma spectrometer and verifying absence of neutron irradiation

Assistance to national response plan
Summary

The paper will report the experience gained in the implementation of the nationd assigtance
projects, including the detalled assessment of the nationd gStuation compared to the ITWG
Mode Action Plan, the upgrading of the technica <kils, the training of nationd experts and
the joint andysis of nuclear materiad a ITU. The datus of the work with the 13 future
Member States to the European Union will aso be reported on during the conference.
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The objective of the recently darted projects a ITU with dl future Member States to the
European Union is to assg the countries in combating illicit trafficking of nucear materids
according to the following scheme:

* |AEA
* ESO
*DG JRC
* DG Relex
* DGEnv
* DG Enlarg

*|AEA
*DG ENV
*DG J&HA
* Scandinav.

Countries
*Japan

* |AEA
*ESO
* DG Enlarg

Actions to combat illicit trafficking of
Nuclear Materialsin Europe, NIS and CIS

—>

—>

—_

First line of defense
PREVENTION
(of nuclear material diversion)

Second line of defense
DETECTION
(of nuclear material smuggling)

-

Third line of defense
Normally material not under SFG
CATEGORISATION

(e.g. LEU/HEU/Pu)
\/

Follow-up of seized cases
Possibly material under SFG
MATERIAL REGISTRATION

STORAGE & TRANSPORTATION
(of nuclear material and/or subsample)

\/

In specialised (network) laboratory
MATERIAL IDENTIFICATION
SOURCE & ROUTE ATTRIBUTION

—
~

JURIDICAL CASE CLOSURE
FINAL MATERIAL STORAGE

LESSONS LEARNED

—
/
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Local Functions /

Organisations
involved

* Safeguardsresponsibles
* Physical protection
* Import / Export Control
* Int’l Collaboration
(eg NPT/EURATOM)

* Customs

* Police

* Intelligence Services

* Criminal Investigations

* Local expert organisation
* Radioprotection / Health
Physics Services

* Transport / storage company
* International agreements
(eg IAEA Transport)

* Collaboration of national expert
organisation at ITU

* Use of database of
nuclear materials at ITU

* ITU Material Certificate
* Collaboration of
National expert organisation
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ASSESSMENT OF PHYSICAL PROTECTION SYSTEMS: EVA METHOD

JL. BERNARD, C. LAMOTTE, A. JORDA
Direction Centrale de la S&curité
Commissariat al'Energie Atomique (CEA), Fontenay-aux-Roses, France

CEA's missons in various sectors of activity such as nuclear, defence, indudtrid contracts and
the associated regulatory requirements make it necessary to develop a drategy in the fidd of
physcd protection. In paticular, firms having nudear maerids are subject to the July 25,
1980 law n°80-572 on the protection and control of nudear materids. A holding permit
delivered by the regulaory authority is conditioned to the protection, by the operator, of the
nuclear materids used. So in France, it is the nuclear operator who must demongrate, in the
foom of a security dudy, that potentid aggressors would be neutrdised before they could
escape with the materidl.

To meet these reguirements, we have deveoped methods to assess the vulnerability of our
fadlities

The EVA method, the French acronym for "Evaduation de la vulnérabilité des Acces' (Access
vulnerability assessment) dlows deding with interna and externd threats involving brutd
actions. In scenarios reating to externd threet, the intruders get past the vaious bariers of
our protection system, atempting to sted a large volume of materid in one fdl swoop and
then escape. In the case of internd threat, the god is the same. However, as the intruder
usudly has access to the materid in the scope of his activities, the action begins a the levd of
the target. Our protection system is based on in-depth defence where the intruders are detected
and then ddayed in their advance towards their target to dlow time for intervention forces to
intercept them.

To assss facility physica protection system, we dat to make a crossing means modd of the

various protection barriers.
Then, the assessment after having found the various ways to reach the target, consds of the

cdculate of:
the probability of intercepting intruders,
the probability of detecting intruders,
the margin or the delay of the intervention force,
the critical detection point,
themost vulneralde passage areas.

The critical detection point is the last detection point dlowing to intercept intruders on their
pah.

Our Physcd Protection Laboratory measures indispensable parameters for the use of our
methods :

penetration time of various obgtacles that delay the intruders in their progress This time
depends particulaly on the characteristics of the obgacle (structure, materids) and the
intruders ‘s tools.

intruson detection probabilities corresponding to the various sensors in ther conditions of
use.
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Today, we have redised more than 200 tests (fig. 1) with various obstacles (fences, wadls,
windows, doors, roof, ...) to know the peneration time usng various tools kinds (thermd
cutting torch, explosves, ...) and with various detectors (video motion detection, active
infrared sensors, fence sensors, interior motion sensors, ...) to know the detection
probabilities usng various penetration means (cutting of a manhole, jumping, dimbing, ...).

We have developed the EVA software associated with this method. It dlows users to teke
advantage of the convenience of computer tools : processing of a large number of scenarios,
rapid modification of parameters, Imulation of Stuations like the protection  srengthening
effect with a view to optimise the cost-efficacy raio or the protection deterioraion effect and
check the breakdown measure efficacy.

This software is very user-friendly. It operates under Windows on a smple office computer
and its use is no more complicated than thet of asmple calculaor (fig. 2).
Our physicd protection system assessment methods are tools :

which dlow an homogeneous treetment of facilities security,

which reduce assessment subjective aspect,

for help to take decision for concelvers, nuclear operators, andyst.

The EVA mehod is gppreciaed by the nuclear operators for its smplicity to use and its high
teeching qudlities. The tree aspect of the protection gppear very cdearly : detection, intruders
penetration time and intervention force time.

So, its use facilitates the security various actors implication in the andyss process. That is
essentid to get good results and to acquire a security coherent culture.
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i
i

fig.1: Intrusion test:
attacks on standard doors (2
metal sheets- thickness : 3 mm)
Adversary : one man
Techniques : realisation of a
manhole (40 cm x 40 cm)
Tool : thermal cutting torch
Result : penetration time
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fig. 2: EVA Software :
Diagram of a hypothetical facility
with
various ways to reach the
target, probability of detecting
intruders, probability of
intercepting intruders,
margin or the delay of the
intervention force, critical
detection point, most vulnerable
passage areas.
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PROTECTION OF NUCLEAR INSTALLATIONSAND MATERIALSAGAINST
MALEVOLENT ACTIONS

J. AURELLE
Indtitut de Protection et de Sureté Nucléaire, Fontenay-aux-Roses, France

The gpproach adopted, in France, for conddering maevolent actions affecting the desgn and
operation of nudear fadlities is amed a determining the extent to which the facilities are
protected.

When carying out these dtudies, operating organizations have to demondrate that they are
complying with the objectives set by the Competent Authority for reducing the risk of internd
or externa maevolent actions.

The operding organization dudies ae assessed by the technicad support body of the
Competent Authority. The technicd support body submits the assessments to an
interministerid  advisory group that sends its comments and any specific technicd indructions
which may be necessary to the Competent Authority.

The gpproach to be followed can be summed up asfollows:

1) The sengtivity of each zone is determined; this can be characterised by the leve of
the radiologicad consequences resulting from a mdevolent action. Sengtivity is
determined by taking into account :

- theradioactive product inventory,
- possihle accident Stuaions,
- an edimate of the consequences of these accidents.

Depending on the gravity of the conseguences of a madevolent action, three types of zone
have been defined :

- zZones or sysems a rik, when an action is not seious enough to lead to
radiologica consequences, to cause a Sgnificant accident, a least two zones or
systems at risk have to be affected,

- criticd zones or sysgems, when an action leads to radiologicd consequences
deemed acceptable from a safety point of view.

- vitd zones or sysems when an action leads to more serious radiologica
conseguences than those taken into account in the safety case.

2)  The wulnerablity of the various zones to each type of aggression is edimated, in
other words, an esimate is made of the extent to which it is difficult to cary out a
maevolent action in the zone in question.

The vulnerability assessment of the zones and systems identified previoudy can be broken
down into two parts

- an edimate of the resources required to destroy or sufficiently damage a system or
function (for example, the quantity of explosives necessary),

- qudification of the paths leading to zones or systems deemed sengtive.
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3)  If need be, counter-measures are taken to protect zones for which the consequences
would be unacceptable compared to the force of the aggression. Counter-measures
areintended both to minimise sengtivity and make it more difficult to carry out the
aggression envisaged.

Severd types of threats have been identified for the purposes of these Sudies:
- Internd thregts involving actions taken by insders acting done or not.

- Externd thregts involving actions by smdl group of atackers. Two assumptions are
made when testing the ability of protection systems to counter aggressons of this type.
The firg involves a smdl team of attackers with limited resources, and the second tekes
into account a larger team with more sophigticated resources.

Assumptions are dso made as to the types of action which could be taken by maevolent
workers in sendgtive zones and the aggraveting factors to be conddered. As an example the
loss of the offsite power supply could be taken into account.

Acceptable consequences are taken as being those leading to levels of radioactive reeases less
than, or equd to, those taken into account in the facility safety case. This implies that vitd
zone vulnerability be reduced to a minimum so that an excdlent levd of protection can be
provided for these arees. In the case of criticad zones, the level of protection is consdered on a
case-by-case bad's, depending on the consequences of maevolent actions.

Findly, the paper will describe the concrete case of a nudear ingdlaion. Emphasis will be

pad on the defence in depth agpproach organized aound prevention, management and
mitigation measures.
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THE FINANCIAL IMPLICATIONSOF CERTAIN TYPES OF CROSS-BORDER
POLLUTION: THE POLLUTER-PAYSPRINCIPLE

J.P. MONTMAYEUL
Commissariat Energie Atomic, Paris, France

Abstract

Favorable Pais Convertion regulations absolute liability, exdugve liadility, channding of
ligiility to the operator in case of nudear damage, financid security, limited maximum
lighility, snglelegd forum, tentyear time limit.

Difficulties of gpplication for certan types of crossborder pollution not covered by the Paris
Convention: so-caled orphan sources (stolen, logt, or abandoned seded sources or confiscated
contaminated metallurgical scrap).

Bendfits of the pollute-pays principle identificstion of the polluter, identification of the
holder of the polluted materids, responsble parties held accountable, financid reparaions.

Andyss of the polluter-pays principle aready recognized in numerous internationa texts on
environmental law.

1. INTRODUCTION

In the United States in 1957 and then in Europe in 1960, a specid régime for third-party
nuclear liability was developed for the firg time and integrated into law and convention (the
Price Anderson Act in the United States and the Paris Convention in Western Europe). As
underscored by the Pais Convention's guiding principles, this unique st of regulaions
governing nudear ligbility was needed because ordinay common law was not well suited to
deding with nuclear energy's paticular problems. Indeed, if ordinay lav were gpplied,
severd different people might be held liable for the damege caused by a nudear incident, and
the victims would likely have great difficulty establishing who was in fact, lidble.

To summaize briefly, the Paris Convention is characterized by the operator's absolute (fault
does not have to be esablished) and exclusive liability (this is channding) in case of nuclear
damage. As a result d these dear principles, the operator who interndizes his risks maintains
adequate insurance coverage or other financial security and benefits from limited aggregate
liability. Likewise, clams for damages are presented before a single legal forum (unity of
jurigdiction) within ten years (rather than the thirty years accorded under ordinary common
law) after the nuclear incident.

If the Paris Convention's specid régime ensures adequate compensation for victims of nuclear
incidents occurring in a nucdear inddlation (or during trangport of nucler maerids) and
causng damages to the environment of the country within which the incriminated ingalaion
is located, as wel as beyond its borders, the fate of victims of certain specific types of cross-
border pollution, whose consequences are not entirdy covered by the implementation of this
convention, remains unclear.

27



IAEA-CN-86-15

Thus, this presentation will address the legd and financid ramifications of socdled orphan
sources (for example, stolen, logt, or abandoned sedled sources or confiscated contaminated
metdlurgica scrap) for which the polluter-pays principle could prove to be avaduable toal.

The international conference organized by the IAEA in Dijon, in September 1998, dlowed us
to condder the financid consequences of the detection and seizure of illicit radioactive
materids’. The seminar organized by the United Nations Economic Commission in Prague, in
May 1999, provided an opportunity to andyze the practicd gpplication of current regulaions
to the movement of metalic substances contaminated by radicactivity” This internationa
Conference organized in Stockholm by the IAEA, affords us an opportunity to reflect more
deeply on the financid implications of certan types of cross-border palution and the polluter-
pays principle.

2. SIGNIFICANCE OF CROSSBORDER POLLUTION

Failure to respect the regulaions governing radioactive substances is gpt to affect the territory
of two or more nations. This is what the OECD cdls “cross-border polluion” or a
“trandrontier accident.” The evolution of this concept of long-distance pollution (more than
30 kilometers beyond a border) is a result of the ability to detect pollution & greater distances.
Consequently, the law's bass for intervention must be the phenomenon itsdf and not just the
geographica areain which it is produced.

According to a generdly recognized principle, States exercise sole jurisdiction over ther own
teritory.  When acts originating in one Sate cause damege or potentidly threaten the
sovereignty of another State, a conflict between those States arises.  Thus a State is strongly
tempted to argue its right to absolute sovereignty over its own teritory. But the State whose
territory sustains the financial consequences of polution hasno lessa right to demand
reparations.

Frg of dl, it is naurdly up to the vaious paties involved to prevent cross-border
pollution and, faling that, to meke provisons for reparations.

There ae numerous Stuaions in which no dam or legd proceeding is likdy to be pursued.
The financid damage sustained may not gopear, a firs glance, to be sufficiently serious. The
determination of liability may not be properly handled. As aresult, clams for damages
would lack a s0lid legd bess and thus have little chance of success. Findly, legd action
might be opposad in the interests of politicd order. States that can, by turn, appear to be
ether polluters or victims of pollution

dand united.  International  responghility is then difficult to invoke, even when pollution
results from alack of knowledge about conventiond obligetions.

If the pollution is serious enough to cause dgnificant damage, there are likdy to be many
injured parties in both the public and private sectors  That being the case, any number of
lisble- and injuredtparty combinations would be possble Depending on the nature of the
parties involved, the situation could fall under the jurisdiction of either national or
international law. In some cases, after exhauding internal avenues of recourse, a case could
be taken to an internationd court. In addition, severd commercid enterprises could be
implicated in varying degress without its being possble to determine their actud levd of
responghility.
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Finally, issues of the pollution'sorigin and of unidentified responsible parties obviously
raise the question of indemnification. Metallurgical scraps contaminated by previously
uncontrolled radioactive sour ces well illustrates the difficulties encountered. The same
problem is posed by agricultural products coming from a third country affected by the
provisions of the July 27, 1999, (EC) regulation no. 1661/1999.

3. ANALYSISOF THE POLLUTER-PAYSPRINCIPLE

Identification of the polluter mus firs of dl determine who caused the pollution, be thet the
producer or the paty actudly in possesson of the source of pollution. Once the respongble
party has been identified, the question of form of indemnification arises. Compensation may
be inkind repartions or the payment of a sum of money to the public authorities charged
with handling the matter.

The level of payment must be determined. The polluter may only be required to pay for the
measures that need to be taken in order to achieve an acceptable level of pallution (the
dandard Polluter-Pays Principle). The polluter might dso pay a sum needed to cover the
socid damages resulting from an acoeptable level of pollution (the extended Polluter-Pays
Principle).  Origindly, the pollute-pays princple only covered the cost of preventive
measures related to adminidrative demands (survelllance, ingpection, authorization régimes,
etc.) and the cost of curative measures. The current tendency is to expand the costs
charged to the polluter in order to internalize costs more completely.

Recognition of the poluter-pays principle fulfills four man functions  The economic
integration function ams, firg of dl, to ensure tha the rules of free compeition ae
respected. In order not to upset the market's rules, subsdies must not be accorded to
businesses that do not respect the norms of safety and security.

The redistributive function of the principle rests on the idea that the polluter must assume
the cogts of pallution prevention and control established by public authorities

Through its preventive function, the polluter-pays principle can contribute to the reduction of
pollution. From an economic point of view, polluters must be motivated to reduce pollution
by meking the cogt of polluting outweigh the benefits derived therefrom. Application of this
principle must motivate the

polluter, within the framework of a sdf-regulatory sysem, to assume respongbility for taking
the measures needed to reduce the pollution he crestes.

Findly, the curative function can guarantee full compensation for damages sustained and
hasten the payment of damege dams by ascertaining the responshility and liability of the
holders (receivers) of these polluted materias.

Applicaion of the pollute-pays principle can, however, encounter a certan number of
obstacles

The Rio Conferences declaration on environment and development recognizes the polluter-

pays principle in principle 16. However, this United Nations declaration expresdy dates that
the implementation of this principle must not distort international trade and investment.
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Despite what gppears to be its condraining nature, implementation of the polluter-pays
principle may be moderated by invoking an Act of God or the intervening act of a third
party (a force majeure) and, to a lesser extent, necessity. An Act of God is a Studion in
which an unforeseen event, beyond ones control, makes it impossble to meet onés
international obligations. No one can be expected to do the impossble  On the other hand,
necessty is a gtudion in which one is adle to meet ones obligation but a a cost requiring
heavy sacrifices that surpass common practice.  Recourse to necessty can amount to same
thing as invoking extenuating circumstances.

4. CONCLUSION

The neighboring States affected by crossborder pollution mugt firsg of dl be notified with
utmost urgency so that they, too, can andyze the financid consequences of the losses
sustained and teke the necessary protective messures.  Internationd  collaboraion is then
necessry in order to evauae the facts gathered and communicated. Internationd assistance
mus dso dlow us to identify the principd paties espeddly in cases involving severd
parties located in different States. The consultation principle must be recognized, with a view
towad dlowing the injured paties to follow the compensaion process. Finally,
inter national cooper ation should facilitate the recovery of damage claims.

The logic of indemnification often runs up agang with the difficulty of alocating pollution
cleatrup codts to the responsble paties. The polluterpays principle, however, is not
intended as a subgitute for the normd criteria of ligbility in the nudear sector. It has a
highly symbolic value. It also better takes into account the financial costs of pollution.
Its recognition in texts in the nuclear field could constitute a guiding principle that
would contribute to more appropriately assigning responsibility to the various parties
involved.

The opnions expresed herein are the author's done and require further collective
congderation.

! Proceedings Series Safety of Radiation Sources and Security of Radioactive Materials - IAEA Vienna 1999 p.
362 ; IAEA -TECDOC-1045/CN-70/11 - September 1998; |AEA Safety Standard Series Draft Safety
Guide Preventing, Detecting and Responding to Illicit Trafficking in Radioactive MaterialsN S61 -
1998-12-29

2 UN/Trade/Steel/SEM.2/AC/7 du 5/07/99, p. 4 and Trade/Steel/Sem.2/4

30



IAEA-CN-86-15

REFERENCES

[1] THE POLLUTER-PAY S PRINCIPLE RECOGNIZED IN IMPORTANT
INTERNATIONAL TEXTS

a) OECD

recommandation du Consal du 26 ma 1972, sur les principes directeurs relatifs aux aspects
économiques des politiques de I'environnement sur le plan internationd - C(72) 128 (final)
OCDE, 1972 ; recommandation sur la mise en oavre du principe du pollueur-payeur — C(74)
23 (final) OCDE, 1974; recommandaion du 5 juillet 1989 sur les pollutions dorigine
acidentdle liees aux substances dangereusess — C(89) 88 (final), OCDE 1989;
recommandation reative a I'utilisation des ingruments économiques dans la politique de
I environnement — C(90) 177 (final), OCDE, 1991.

b) EC

- livre blanc sur la responsabilité environnementde présenté par la Commisson COM(2000)
66 find du 9.2.2000;

- premier programme d'action en matiéere d environnement (1973-1976) - JOCE n° C 112 du
20/12/73, p. 6; recommandation 75/436/Euratom/CECA/CEE du 3 mars 1975 rdative a
I'imputation des colits e a I'intervention des pouvoirs publics en mdiére d environnement
(JOCE n° L 19 du 25/07/75); second programme d action (1977-1981) interdisant I’ octroi de
subvertions aux pollueurs (JOCE n° C 139 du 13/0/77) ; troiséme programme (1982-1986)
définissant un réle dindtaion pour réduire la pollution e promouvoir les techrologies
propres (JOCE n° C 46 du 17/02/83); quarieme programme (1987-1992) adoption
d instruments économiques (JOCE n°® C 328 du 7 décembre 1987).

- déchets: directive 75/439/CEE concernant les huiles usagées; directive 94/62/CE sur les
embdlages & les déchets dembdlages; atide 15 de la directive-cadre 75/442/CEE
reconnaissant  la  responsabilité du  détenteur ;  propostion de  directive  concernant  la
responsabilité civile pour les dommages causés par les déchets (JOCE n° C 251 du 4 octobre
1989, p. 3);

- traité de la communauté européenne (article 174 8 2 modifiant I’ancien article 130 R 82
suite a la ratification du traité d’ Amsterdam)

- résolution 592 du 24 avril 1975 de |’ Assemblée parlementaire du Conseil de |’ Europe

- déclaration sur la séeurité et la coopération en Europe a la suite de la conférence d' Helsinki
du 10juillet 1992

- commission économique pour I'Europe des Nations Unies (at. 25b du traté dHesnki du
17 mars 1992)

- convention de Londres du 29 décembre 1972 sur la prévention de la pollution des mers
résultant de I"'immersion des déchets (protocole modifié de 1996)

- protocole du 17 ma 1980 rdaif a la protection de la mer Méditeranée contre la pollution
d origine tellurique (préambule du protocole d’ Athénes modifié le 7 mars 1996 a Syracuse)

- accord du 9 juillet 1985 de I'ASEAN sur la conservation de la nature e des ressources
naturdlles (art. 10,d)

- convention de Londres du 30 novembre 1990 sur la préparation, la lutte et la coopération en
métiére de pollution par les hydrocarbures

- accord portant la créetion de I’ espace économique européen (art. 73)

- convention du 7 novembre 1991 relative ala protection des Alpes (art. 2 —1)

- convettion de Pais du 22 septembre 1992 pour la protection du milieu main de
I’ Atlantique

- convention dHdsnki du 17 mas 1992 sur la protection e I'utilisstion des cours deau
transfrontieres et des lacs internationaux

31



IAEA-CN-86-15

- convention dHdsnki du 9 avril 1992 pour la protection du milieu marin pour la zone de la
mer Bdtique

- convertion de Lugano du 21 juin 1993 sur la responsabilité civile réaultat de I'exercice
d activités dangereuses pour I’ environnement

- accords de Charleville-Méziéres du 26 awril 1994 sur la protection de I'Escaut & de la
Meuse

- convention de Rotterdam sur la protection du Rhin

- déclaration de la conférence de Rio du 3 juin 1992 - prindipe 16

[2] FRENCH REGULATIONS

- loi n° 95-101 du 2 février 1995 relative au renforcement de la protection de I’ environnement

- loi du 15 juillet 1975, concearnant I dimingtion des déchets - art. 2

- loi sur I'eau du 3 janvier 1992 sur le principe de gestion équilibrée des ressources hydriques
-art. 2

- code rurd reconnaissant le principe de protection de la nature au titre de I'intérét générd -
at L 200-1

- code de I urbanisme éoncant le principe d une gestion économe de I’ espace art. L 110

[3] RECOGNITION BY THE EUROPEAN COURT OF JUSTICE

- CICE, 10 mars 1983, inter-huiles, aff. C-172/82, Rec p. 555, point 18 & CICE, 29 avril
1999, Standley, aff. C-293/97

32



IAEA-CN-86-16

SECURITY STUDIES

R.VENOT
Ingtitut de Protection et de SOreté Nucléaire, Fontenay-aux-Roses, France

Security gtudies condtitute one of the mgor tools for evduating the provisons implemented at
fecilities to protect and control Nucdlear Materid againg unauthorized remova. Operators use
security studies to demondrate that they are complying with objectives sat by the Competent
Authority to counter internal or externa acts amed a unauthorized remova of NM. The
paper presents the context of security studies carried out in France.

The philosophy of these studies is based on a postulated unauthorized removd of NM and the
study of the behavior of the syssems implemented to control and protect NM in afecility

The potentid unauthorized removd of NM usudly may teke place in two stages. The first
dage involves the sequence leading to handling of the NM. It occurs indde the physicd
bariers of a fadlity and may incdude action involving the documents corresponding to
Materid Control and Accounting sysems. At this dage it is possble to limit the risk of
unauthorized remova of NM by means of detection capabilities of the MC&A sysems. The
second dage is more specific to theft and involves removing the NM out of the physicd
barriers of a facility in which they are being hdd, notably by affecting the Physica Protection
System.

Operators have to dudy, from a quantity and time lapse point of view, the &bility of the
indalled sysems to detect unauthorized remova, as wel as the posshility of tampering with
the sytems to mask unlawful operations. Operaiors have dso to andyze the sequences
during which NM are accessed, removed from their containment and further removed from
the facility in which they are stored. At each stage in the process, the probability of detection
and the time taken to carry out the above actions have to be estimated. Of course, these two
types of studies complement each other.

Security studies have begun, in France, for more than fifteen years. Up to now more than
fifty security studies are avalable in the fidd of PP and most of them have been revisad a
leest once. They have been produced by the French Operators, assessed by the IPSN and
gpproved by the French Competent Authority. They are mandatory as far as PP is concerned
for NM held in category | feciliies To go ahead preiminary security sudies in the fied of
MC&A have been peformed by operators of two different types of facilities, the results of
which are very encouraging.

In the fiedd of PP, security studies are based on an andyds congding in grouping together dl
the possible paths leading to NM in compliance with a set of threats. Diagrams could be used
to show which actions have to be taken to successfully carry out the theft of NM. This may
involve crosSng zones or outwitting detection devices and overcoming obgtecles. By
folowing the diagrams mentioned above, the probability of undetected persons or nuclear
materids as they progress in the facility is evduated. The rdevant criteria to assume thet the
theft has been detected is determined. Then the time eapsng between postive detection of
the action and the removd of the NM from the fadility is etimated. This estimate is based on
documented data and/or the results of tets carried out in the facility or esawhere.  Criticd
paths are taken as being those dong which nuclear materids can be removed from the facility
in the shortest time after detection. Specid care is taken when andyzing these paths.
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In the fidd of MC&A, when unauthorized removd or dysfunction occurs, a discrepancy
aopears between the physica redity of NM and the way in which it is represented in the
MC&A sysems. In the case of these studies, an assumption is made that such a discrepancy
exigs in compliance with a st of thrests. Then, the purpose of the security study is to andyse
the way in which the discrepancy is reveded in connection with a discovery threshold
amount, if any. It should be noted that possble detection of the discrepancy by the physica
protection sysem is not covered by such dudies dnce this type of detection gives no
information on ether the effectiveness or the rdiability of the MC&A systems.

A criticd scenario is defined as one which leads to discrepancies involving subgtantid
amounts of NM or for which the detection ddlay is long. Specid care is taken when andysing
these scenarios.  For criticdl scenarios, sendtivity andyss could be made to determine the
smdlest quantity of NM the dissppearance of which could be detected or the criteria leading
to the detection of the disgppearance in the control system or in the accounting system.

The threats taken into account are identified with reference to the design basis threet specified
by the competent authority. Both interna and externd threats are taken in account.  Internd
thregts are defined as attempts by inSders to sted quantities of nuclear materid, ether once or
on seved occadons accumulating these quantities leeds to a dgnificant quantity of NM.
Externd threats are defined as attempts by groups of aggressors to sted Significant amounts
of nuclear materid. Two hypotheses are taken into account to test the ability of the physica
protection system to counter thrests of this type. The firg is based on a smdl group of
agoressors with  limited resources and the second involves a larger team with more
sophisticated resources.

Of course security dudies have to be caried out in compliance with the corresponding
confidentidity rules.  In addition, such dudies have to be regulaly updated, notably if
sgnificant modifications are made in the MC& A or PP systems.

It is important that security Studies are available in the facilities for competent personnd, as it
gives the rationde behind control and protection of NM. In particular, it could be used, in a
performance-based gpproach, to support anayss reports or to illudrate that the required leve
of security has been reached.
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THE DECLARATION REGIME : ANEFFICIENT TOOL TOIMPROVE CONTROL
AND PROTECTION OF NUCLEAR MATERIALSIN FRANCE

L. PILLETTE-COUSIN
Ingtitut de Protection et de SOreté Nucléaire, Fontenay-Aux-RosesFrance.

The French government st up a nationd safeguards sysem under the authority of the
Minigry for Industry to control nucleer materids within nationd boundaries and to ensure

physcd protection for nucleer materids, even for the smadl quantities hdd by usars in
industrid, medica and research aress.

The man nudear maerids detained by smal ownes ae depleted uranium and thorium.
Thee maeids ae present in manufactured equipments (radiation shidding in indudtrid
gammeagraphy and radiotherapy, collimation devices and other accessories) which are used or
unused, which may be damaged or |eft as scraps.

The French protection and control system of nuclear materids is an origind system based on
detailled and comprehensive regulaions, taking into account in a specific way the smdl users
of nuclear materids.

The decree n°81-512 of 12 May 1981 edablishes three differet regimes: licensang,
dedaation and exemption, according to the nature and quantity of nucler materids involved.
Typicdly, the declaration regime gpplies to quantities of depleted uranium or thorium, grester
than 1 kg and lower than 500 kg.

The Order of 14 March 1984 sas the requirements relaed to the control and physicd
protection of nuclear materias in the frame of the declaration regime.

A declaration must be established every year by the operator and sent to the IPSN, acting as
technicad support body of the nationd authority. This declaration provides the stock of Al
nucler maerids held by the operaior and stock variations occurred during the previous yesr,
induding the identification of senders and receivers. Before fulfilling its annual dedaration,
the operator must carry out a physca inventory of dl nuclear materid, both used and unused.
The decladtion dso describes the man feaures concerning facility layout reated to
survelllance and physica protection of materids.

With respect to physcd protection requirements, nucdlear materids should be kept under lock
and key, and keys should be accessble to authorized personnd only. Alam and gardiennage
are not mandatory, but in some specia cases, an darm system has been required by the
authority.

It should be noted that these requirements are very often the same than those set by nationa
authorities dedling with seded radioactive sources. In the case of operaiors usng gamma
radiography devices, severd regulaions regarding licenang of seded radioactive sources
users, radigtion protection of public and workers, and environmenta protection, require
physicd protection measures in order to prevent theft of radioactive sources and to ensure
their protection againg fire or other damages. Usudly, the arrangements made by the operator
for the protection of devices containing both a radioactive source and nucdlear maerid comply
with the requirements related to physica protection of depleted uranium.
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This is not the case fa empty devices whose radioactive source has been removed and for the
accesories such as directiond and panoramic  collimators, transfer casks, trimmers, which
contain DU and are not submitted to other regulations. Declarants are rended sengtive to that
point in order they ensure the same levd of phydcd protection to dl devices containing DU,
both used, usdess or damaged.

As an example, gammagraphy operators should not store and leave without surveillance these
type of accessories indde vehicles, astherisk of theft is significant.

In the medicad fidd, trimmers may have been removed from the radiothergpy unit, and very
often, shaping block mede of DU, ddivered with the unit, are not used by the medica
personnd, because of ther radioactivity. These items, containing a few kilograms of DU,
have to be inventoried by the operators, labelled and kept under lock and key.

When possble, opeaors ae invited to return unused and damaged equipment to the
manufacturer.

In order to implement the declaration regime requirements, IPSN gathers al the declaration
fooms fulfilled by decaants. It dlows to identify lacks of condgency in the gocks
inventoried and declared by operators.

Implementation is dso ensured by on-gte ingpections, caried out by sworn and accredited
ingpectors under the authority of the Minigry for Industry. Checks are carried out notably on
the compliance of the physicd protection arangements meade by the operator and on the
exhaudiveness of phydcd inventories of nudear maerids. In this way, every year, tens of
items and tens of kilograms of nuclear materid (mainly depleted uranium) are put back into a
controlled environment.

Even if the nucler materids hed by declarants are of low sengtivity as far as proliferation is

concarned, a tota absence of regulations on the low quantities concerned might lead to an
increased attractiveness for unauthorized uses. The declaration regime is a baanced approach

between exemption and licensng. Moreover, good practices in teems of control and physca
protection of nuclear materias held by declarants reduces the occurrence of incidents related
to losses or thefts of equipment or products containing nuclear materias.
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THE GERMAN SYSTEM TO PREVENT, DETECT AND RESPOND TO ILLICIT
USES OF NUCLEAR MATERIALSAND RADIOACTIVE SOURCES

J.B. FECHNER
Federd Minigtry for the Environment, Nature Conservation and Nuclear Safety
Bonn, Germany

The German sysem to prevent, detect and respond to illicit uses of nucdlear materids and
radioactive sources condsts of avariety of different dements

- Interndtiond and nationd laws and regulations covering safeguards, physical  protection,
and import/export contral;

- Licenang and regulaiory supervison of dl activities rdaed to nucdear materias and
radioactive sources, including import and export;

- Responghility of the licensee to ensure compliance with licensing conditions; sanctions.
- Law enforcement by police, security and customs authorities, prosecution and pendties.

- Deection of illiatly trafficked radioactive materids through intdligence and technica
means, analysis cgpabilities.

- Response arrangements for normal and for severe cases of illicit use of nuclear materids;

- Paticipation in internationa programmes and POG-systerms.

The Federd Republic of Gemany is a federation of 16 Sates (cdled “Lénder”); for
conditutional ressons functions like licenang and regulaiory supervison of most of the
activities related to nucler materids and radioactive sources, lawv enforcement, detection and
andyss, and response (prosecution, hazard prevention) rest with State  authorities;
internetional  obligations, import/export  licenang and  control, and licensng of nudear
transports are taken care of by Federd authorities.

Safeguards measures have been implemented in Germany in accordance with the Non-
Proliferation Treaty and with safeguards agreements based on INFCIRC/153; they are going
to be enhanced to meet the requirements of INFCIRC/540 (The Additiona Protocol). As
Germany is a member of the European Union, the Euratom Tresty and the  Euratom-
Ordinance Nr. 3227/76 together with the Verification Agreement between the IAEA, the
European Commisson and the European Member States have led to safeguards measures
jointly implemented by the IAEA and by Euratom.

The reevant internationd law for the physical protection of nuclear maerid in force in
Germany is the Convention on the Physicd Protection of Nucler Materid; the categorization
scheme for nuclear materid contained in Amex 1l of the Convention became legdly binding
in Germany through the rdification process. The recommendations on physicd protection
objectives and fundamentds and on physcd protecion messures pecified in
INFCIRC/225/Rev. 4 have been taken into account in various nationd regulaions pertaining
to the nationd design bass threat, the physicd protection of LWR nuclear power plants, of
interim spent fue dorage fadilities, of facilities containing category Il materid, of nuclear
materiad and radioactive waste transports by road or railway vehicles, arcraft or sea vesss,
additiond guiddines cover requirements for security  guards, physicd  protection
commissoners and escort personnd, for reporting of security rdevant events, and for advance
notifications of shipment of nuclear materid.
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The rdlevant nationd legidaion for the licensing and supervision of dl nudear activities
and activities with radioactive sources are the German Atomic Energy Act and the Ordinance
on the Protection Agang Damage and Injuries caused by lonisng Radidion; a specific
ordinance covers the security clearance for trustworthiness. The following activities need a
license or authorization by the competent authorities import/export of nucdear materid,
transportation of al radioactive substances, storage and use of nuclear and other radioactive
substances, condruction and operation of dl nudear fadiliies Physcd protection, including
trustworthiness of dl personnd, and safeguards meesures are licenang conditions as far as
nuclear materiads are concerned, for radioactive sources security measures are required,
including trusworthiness of reevant personnd. The respective licensee is respongble to
endure the implementation of the licenang conditions a any time he is subject to permanent
regulatory supervison by the competent authorities, for cases of non-compliance sanctions
ae gedified in the nationd legidation, induding adminidretive pendties, amendment or
revocation of the license,

Additiond legidaion and regulations covering the export of nudear materids and
technology ae the German Foregn Trade Act and the Foreign Trade Ordinance,
upplemented by the Zanger Committee Trigger List and by the NSG Guiddines, Pats 1 and
2, & published in the IAEA document INFCIRC/254. The War Arms Control Act pertains to
the export of wegpons components and items usable for wegpons condruction. The export
licenang authority is the Federd Office for Foreign Trade it is supported by an
interdepartmenta advisory group. Compliance control of nudear import and export activities
with lega requirements is caried through a the nationd borders, & sea- and airports, and aso
ingde the country by the Customs Border Control, and by the Customs Investigation Sarvice.

Penalties for offences agang nuclear lawvs and regulaions, especidly for any kind of illict
use of nucdear materids and radioactive sources, are gipulated in the German Pend Code.
The pendties may range from fines to imprisonment for up to ten years even up to lifetime
imprisonment in very severe cases. Crimind investigations will be caried through by Sate
and — in specid cases by the Federd — Crimind Invedigation Offices in addition, the
Customs Crime Office has awide canpetence for crimind investigations of its own.

Detection of cases of illicit use of nucler materids or radioactive sources will be ether
through intdligence and crimina invedtigation ectivities, dso meking use of under-cover
agents and of information avalable through intdligence sarvices and other  security
authorities. For the detection of radioactive substances by technicad means, the police and the
cusoms authorities are equipped with handtheld detectors and car-mounted systems. They
will be supported by the radiaion protection authorities with sophidicated detection and
anadyss sysems. An in-depth chemicd and physcd andyss of confiscaied nudear meterid
will be made by the European Inditute for Transuranium Elements, of other radioactive
materids by universty indtitutes or nuclear research centres.

Regulations and recommendations for the joint response of Statle and Federd authorities
(nucdler supervisory and radiation  protection authorities, lav  enforcement and customs
authorities, explosves dissblement services, fire brigades, etc) in cases of illicit use of
nucleer materids or radioactive substances are in place. They cover the assgnment of
reponsbilities and tesks, coordinaion and leadership, communication links, reporting and
dertting procedures and systems, they pertan to search, detection, safe access, andyss,
edimaion of radiologicd consequences, mitigation of radiologicadl  consequences  of
disablement, storage of seized materid [1]. In severe cases, the interdepartmental
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coordination group on Stae leve may be asssed by a Joint Saff on Federd leve, which
could deploy a Federa Support Group formed out of experts from the Federd Office for
Radiation Protection, the Federa Office for Crimind Investigation and the Federd Border
Palice this group is epecidly equipped and trained.

REFERENCES

[1] KROMER, PW., FECHNER, JB., KILLUS, W., Experience with lllicit Trafficking in
Nucdear Materids in Germany, Studion report and cooperaion between law enforcement
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PHYSICAL PROTECTION NUCLEAR FACILITIESAGAINST SABOTAGE

A. HAGEMANN
Gesdlschaft fur Anlagen und Reaktorsicherheit, Cologne, Germany

INFCIRC 225 Rev. 4 has introduced the Design Basis Threat, DBT, as a key eement of the
dates physica protection sysem. The DBT is a definition which determines the leved of
physca protection of nuclear materid during use, dtorage, transport and of nuclear facilities.
It the bads for phydcad protection concepts and for the design of messures the operator or
licensee has to provide. By this means it is dso a definition of the responghility for the
physica protection which the operator accepts with the license.

The new chapter desgnated to the physcad protection agangt sabotage which has resulted
dso in the amendment of the title in INFCIRC 225 demondrates the grown internationd
concern about the potential consequences of sabotage.

More than the physcd protection agang unauthorized removd the physcd protection
agang sabotage has interfaces with the nuclear safety fidd. The basis of protection against
Sabotage therefore is much more based on the facility desgn-the safety design of the faclity.
Using the DBT the competent authority is in the podtion to determine the levd of protection
againg sabotage and the remaining risk which has to be accepted.

This risk of course depends on the red threat which is not known in advance. The acceptance
of the remaning risk depends on both the assessment of the threet, its credibility and the
potertid consequences. There has been no serious act of Sabotage in the past nor an Attempt
of. Despite of this the Hamun attack of the Japanese underground and some other recent
terrorigt activities could have given reasons to reconsider what threst might be credible.

The German phydcd protection Sysem has been developed since the increasing terrorist
activities in the 1970ies From the beginning the protection agangt Sabotage played an
important role in the German system of Physica Protection. The requirements for the physica
protection againg unauthorized remova and agangt sabotage were defined by “Security
Categories’. This method of categorization took into account the atractiveness of the nuclear
materid for unauthorized removad and the potentid radiologicd consequences of an act of
sabotage againg the materid directly or againg the facility where the maerid is used or
processed.

Caegory | nucler materid and nuclear power plants were assgned to the *“Security
Category” which required the highest level of physicd protection. This levd was defined by
required measures in a “Security Messure Calogue’. These requirements were based on a
certain modd of potentid adversaries, the DBT. Having the DBT trandated into a number of
requirements it was a o called compliance based gpproach.

This system was changed because this approach lacked of flexibility and did not fit with
categorization table in the CPPNM. The Cadogue sysem was replaced by guiddines
consdering the actud man nucear activities in Germany which are the operation of light
water NPP' s ard transport of fresh and spent fuel.
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In the guiddine for the physcal protection of NPP's with light water reactors based on a
sdfety andyss a specfic objective is defined which requires the protection of certain
functions concerning cooling, power supply and integrity. The way how to protect these
functions and on which leved is aresult of the gpplication of the DBT.

An dtempt of sabotage might be successful by a dedtruction of certain vitd equipment only.
In this hypothetical case only the consequences of a sabotage can be mitigated. That is one of
the important differences to the protection againg unauthorized removd of maerid. In order
to give the response forces a redidic chance to terminate an atempt of sdbotage in time
which might be performed by outsders the measures of prevention and dday - that means on
Stemeasures - become of more importance.

Concerning the protection againg maevolent acts by an Individud from indde a fadity the
number of interfaces to the safety design, the indudtrid safety, radidion protection increases
very much. Also here the DBT is a tool to organize or if necessary to modify the existing
measures which are origindly not designed againg an insder but can used agang an insder
and to identify areas where additional measures have to be provided.

The presentation will give some examples of the German agpproach to achieve the necessary

physca protection agangt sabotage and will give a view on efforts and problems of eder
facilities to prove sufficient physica protection againgt the actua DBT.
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DETECTION OF SMUGGLING OF NUCLEAR MATERIAL COVERED
BY A LEGAL TRANSPORT OF RADIOACTIVE MATERIAL

J. SAFAR
Hungarian Atomic Energy Authority, Budapest, Hungary

J. ZSIGRAI, N. C. TAM, L. LAKOSI
Indtitute for 1sotope and Surface Chemistry, Budapest, Hungary

One of the worst scenarios for detection of illicit trafficking of nuclear maerid is when a
legd trangport of radioactive materid is used to cover the radiaion of the smuggled uranium.
Feasibility sudy was performed in the Inditute of Isotopes and Surface Chemisry of the
Chemical Research Centre of the Hungarian Academy of Sciences (hereinafter: Inditute) in
order to sudy the possble on ste measurement techniques and approaches applicable in such
Cases.

As the type A and type B packages aways incorporate a fegture such as a sedl, in a redigic
scenario the confiscated nuclear materiad is expected to be placed outsde the package. The
pasive neutron emisson of the uranium is negligible for a ressonable isotopic abundance
therefore the feeshbility dudy was concentrating on non-destructive, passve gamma-
spectrometric methods. Possble gpplication of Nal  (440x40 mm3), large planar (15x15x3
mm®) and a hemispheric CdzZnTe (500 mm¥), and high purity Germanium detectors was
investigated. During the on dte messurements portable dectronics, mini - multichannd
andyzer, pamtop and/or notebook computer were used. The shidding materid of the
packages was lead or depleted uranium.

The smuggled materid was smulated by a packege of reactor fud pelets contaning low
emriched or naurd uranium (maerids confiscated in earlier cases) and Sandards containing
low enriched uranium.

During the supposed scenario the portal monitor provides an indication of an eevaed levd of
the environmentad radioactivity. Then the responsble (eg. cusoms) officer investigate the
vehicle by a hand-held survey meter in order to search for pesks in dose rates. If a pesk was
locdized, which is different from the pogtion of the legdly trangported package(s) the officer
requests for the expertise of the designated inditutes.

The following mode cases provided the basic conclusion:

1. The legd transport of the radioactive materid was smulated by a 4.8 TBq *Ir source in a
depleted uranium shidding and by a 17.25 GBgq ®Co source in the same type of container.
The confiscated materid was smulated by a package of 0.809 kg UO: (pelets) containing
naturd uranium, and by another packege of 1712 kg UO: (pdlets) containing low
eviched (2 %) uranium. The "smuggled’ nuclear materiad was placed besde the "legd
package'. Gamma spectra were measured by Nal and hemispheric CdZnTe detectors. The
typicd measurement time was in the order of 10 minutes Based on the results the
following first conclusions can be drawn:

a In the background of the container, containing the **Ir source (the surface dose
rate was 40-50 n1sy/h) the spectra taken by the Nal detector could not provide
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b

dgnificant indication for the presence of the "smuggled' packages containing
naturd or low enriched nuclear materid. The spectra taken by the CdZnTe detector
provided sSgnificant low energy (186 keV) pesk. This conduson remaned vaid
for one pdlet (15 g) aswell.

Based on the measuremerts peaformed in the background of the container,
containing the ®Co source (the surface dose was 220 nGy/h) similar condusion
can be drawn, but the detection limit proved to be Sgnificantly higher.

2. The legd transport of the radioactive materid was simulated by a 0.346 TBq **Ir source
in a leed shidding. The confiscated maerid was smulated by two sandards containing
low evriched uranium (in the foom of 200 g U3Og). Gamma spectra were measured by
high purity Germenium planar detector (1000 mnf X 15 mm). Based on these
measurements the following first conclusons can be drawn:

3

b

In the background of the container, containing the **Ir source the low energy lines
of the U in messured spectra (144, 163, 186, 205) proved to be a rdicble
indicator of the presence of the "smuggled' nucler materid. In this case the
determination of the isotopic aundance (based on intrindc cdibration method)
provided an additiond confirmaion - and a the same time caegorization - of the
meaterid. The detection limitisbedow 200 g.

In the background of the empty trangport container, containing depleted uranium
as dhidding materid, smilar concluson can be drawn, but one should be careful

concerning the categorization of the smuggled uranium, as the influence shidding
materid might distort the isotopic abundance.

Additiond measurements were pearformed on different samples (including fertilizer containing
potassum) and usng some other detectors (eg. planar CdZnTe detector with charge loss
corrector circuit).

The most important concluson of the feashility study is that gamma spectrometry can be
conddered as a promisng tool for confirmation of the suspicon of smuggling of nuclear
materid covered by a legd trangport of radioactive materid. In spite of the lower detection
efficiency, the higher resolution of the measured pectra provides significant advantages.
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THE SAFETY AND SECURITY OF RADIOACTIVE MATERIALS

A. WRIXON
Radiation Safety Section
Divison of Radiation and Waste Safety, IAEA, Vienna, Austria

P. ORTIZ-LOPEZ
Source Safety and Security and Patient Protection Unit
Divison of Radiation and Waste Safety, IAEA, Vienna, Austria

B.DODD
Source Safety and Security Working Group
Divison of Radiation and Waste Safety, IAEA, Vienna, Austria

The International Atomic Energy Agency has two complementary programmes relaing to the
security of radioactive maerids.  One finds its origins in the Generd Conference resolution in
1994, GC(XXXVII)RESDEC(1994), on measures agang illicit trafficking in nuclear
materids.  This resolution was undoubtedly an expresson of the concern on the matter that
arose following the breakup of the Soviet Union. The other is an integrd part of the broader
programme of radigtion safety, which, in essence, finds its origins in the dautory functions of
the Agency. Article Ill, pat A.6 of the Statute States that the Agency is authorized ‘to
establish or adopt, in conaultation and, where gppropriate, in collaboration with the competent
organs of the United Nations ad with the specidized agencies concerned, dandards of safety
for protection of hedth and minimization of danger to life and property ... and to provide for
the gpplication of these andards ...".

The objectives of the firg progranmme ae to improve Member Sa€s ability to protect
nucleer materids and other radioactive materid from sub-nationd, terrorig or unlawful
activities tha ocould impose a non-proliferation threet, or tha could endanger hedth and
safety, and to provide Member States with the knowledge and tools for detecting and
responding to such unlawful incidents  Spedficaly, with radioactive materids, the objective
is to as3s Member States in their efforts to prevent, detect and respond to illicit trafficking in
such materids.

The dautory function regarding the establishment of safety standards and providing for their
goplication has been taken sarioudy by the Agency dnce its inception, the firg part being
expressed particularly in the Badc Safety Standards.  The Board of Governors first gpproved
radiation protection and safety measures in March 1960 and the first basic safety standards in
June 1962. Since then, there has been a number of revisons the laest standards giving the
basc requirements that must be satisfied to ensure sofety for paticular activities or
goplication areas where published in 1996 as the Internationd Basc Safety Standards [1].
These dandards are supported by safety guides, which provide recommendations reding to
the fulfilment of the basc reguirements safety reports, which provide practicd examples and
detailed methods that can be used to gpply the sandards or guides, and other documents.

In spite of the exigence of such safety documents, radiologicd accidents have occurred in
vaious pats of the world. In recent years, there has been a growing awareness of the
potentid for accidents with radiation sources, paticulaly those contaning radioactive
materials as seded sources.  Some of these accidents have had serious, even fatd,

conseguences. A number has ther origins in the inadequacy of security measures and have
involved members of the public or workers who unknowingly have come into contact with the
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radioactive sources. As sources may be transported across borders, the problems associated
with them may not necessarily be confined to the State in which they were origindly used.
There are instances where discrete sources have become mixed with scrap metal.  Because of
the subgantid internationd trade in scrgp metd, this particular aspect of the problem has
become a matter of major concern.

The term ‘orphan source has now crept into common usage to indicate a source that was
never subject to regulatory control, but should have been, or that was subject to such control
but had been abandoned, logt, dolen, removed without proper authorization, or otherwise
misplaced.

It is important to recognize the difference between this problem and that of illicit trafficking
in radioactive maerias. Key differences lie in the intent of the persons involved, and the
means of detection. Illicit trafficking usudly associated with crimind intent to harm and is
more effectively detected via the use of intdligence. Radiation monitoring and detection has a
role in both fidds and necesstaies gopropriate co-ordination between two complementary
Agency programmes.

The concern over the ‘orphan source problem was expressed in Generd Conference
resolution GC(42)/RES12 in September 1998. During the following year, an Action Plan
was prepared and this was gpproved by the Board of Governors in September 1999 and,
shortly after, endorsed by the Generd Conference, in resolution GC(43)/RES/10. This Action
Plan covers ssven man aess regarding the safety and security of radioactive materids,
induding the problem of orphan sources:

regulatory infrastructures,
management of disused sources,
categorization of sources,
response to abnormd events,
information exchange;

education and training;
international undertakings

Each specific action under these main aress was placed in 3 sets. The first set of actions was
required to begin immediaidy following adoption of the Action Plan; the second sat within a
year; and the third set after the categorization of sources, which isnow complete [2].

The purpose of this paper is to report on the progress in the implementation of the Action
Plan, to identify specific areas to which further attention is required, and to discuss a number
of issuesthat have arisen.
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Nuclear radiation measurement insruments and devices for the detection and characterisation
of nucdear materid and radioactive isotopes at borders play a decisve role in the st of
technicd measures needed to ded with the problem of illicit trafficking. Therefor the
availability of arange of deviceswith adequate performance at affordable pricesis essentid.

The needed equipment can be classified into the following categories
Detection equipment (border monitors and radiation pagers)

Hand held devices for neutron/gamma source search and infield characterisation of
radiation sources by cusoms ingpectors

NDA (non-dedructive assay) indruments for in in-depth invedigation of a seized item by
expertsather in the field or under laboratory conditions.

Ingruments and techniques, which use dedtructive assay methods, are not consdered in this
paper.

The most recent overview on the performance of such instruments is given in the Find Report
of ITRAP (Illicit Trafficking Radiation Detection Assessment Program, [1]). According to the
findings of ITRAP, dthough in dl above mentioned categories equipment is commercidly
avalable, deficiencies and shortcomings were identified.

In this paper we describe our effort in addressng some of the most essentid  equipment
problems, identified in ITRAP — the sengtivity of border monitors with respect to the
detection of nucler materid and the performance and usability of hand hed and portable
devices needed for in-field characterisation of seized items by customs inspectors.

The sengtivity of a border monitor is determined as a trade-off between the fdse darm rate
and the ability to deted low amounts of nuclear materid in a short time. While in the gamma
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channd of the monitor the fdse dam rae is manly determined by changes in the naturd
(terrestrid) gamma background rediction, the fdse darm rate of the neutron channd is
impacted by neutrons induced by cosmic radiaion in the deector dructure and its
surroundings. The cosmic neutron events have a time didribution which is normdly much
shorter compared to the minimum time resolution of the multi scanning scder of the border
monitor. Therefore short neutron events caused by cosmic radiation can be suppressed or
diminated by exduding short neutron spikes, which fdl in sngle time channd. In the peper
this concept is investigated, with respect to the obtained sengtivity gain for the detection of a
wesk neutron emitter in ashort timeinterval.

Because of deficiencies in ther peformance, hand hdd isotope identifiers are presently
sdldom used by customs inspectors a borders. Therefor we have concentrated on the most
pressng issues - improvements of isotope identification and of the usability. As shown in
[23] the their peformance could condderably be improved, if in conjunction with the
sintillation detector, a CdZnTe detector is used. In this paper we compare different CdZnTe
detector options with respect to ther suitability to detect shidded sources and nuclear materid
masked by medical or industrid gamma emitters. Excdlent results can be reported. CdznTe
Jetectors exhibit a good long-teem  gability, which dows their operation without a
complicated pesk debilisr.  Ther good energy resolution dlows detecting shidded and
mixed gamma sources. As shown, eg., on Figure 1, a shielded Pu source can be detected with
aCdZnTe detector if used with optimised isotope identification software.

Since hand hed gamma spectrometers are operated by non-experts in gamma spectrometry
under field conditions, therr user interface is important to make them accepteble. The results
of a usdility review, peformed on two devices, have reveded desgn wesknesses and
feedback and design guidelines are provided to the manufacturers,

We conclude, tha more effort is needed to optimise ingrument performance and to test the
improved devices. The outline of a Coordinated Research Programme and that of a new

equipment evauation and test programmes as a follow-on of ITRAP, both being prepared a
the Agency, are described.
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Figure 1 Comparison of gamma spectra of a Pu source (93% Pu-239; 23mm ged shidding)
measured with Nal detector (upper trace) and with CZT/500 detector (lower trace). Only the
gpectrum taken with the CZT/500 detector shows enough gamma pesk information which
dlows to identify Pu.
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The need for guidance and recommendaions explicitly directed to the problem of illicit
trafficking in nuclear materids and other radioactive sources was raised by the IAEA Direcor
Generd a the IAEA Generd Conference in December, 1994, and measures were agreed by
the IAEA Boad of Governors in March, 1995, Measures that might be taken to prevent,
detect, and respond to illict trafficking will be common for dl radioactive materids,
incuding nudear materids. However, nuclear materids are, or should be, subject dso to
safeguards for nudear non-proliferation purposes and to physicd protection to prevent
diverson. The IAEA has edablished close cooperation with intergovernmentd and non-
governmenta  organizetions, in paticular the World Cugoms Organizaion (WCO) and
INTERPOL to conduct joint studies, meetings and training programs to support Member
States in their border control activities. Within this programme technical information has been
derived on requirements and methods to detect and respond to events involving inedvertent
movement of and illicit trafficking in radiocactive materids. The paper summarises the most
important results and the experience obtained in thisfield.

Concerning “detection” information on drategy of detection, sdection of an investigation
leve, techniques for radigtion monitoring & borders, verification of darms search techniques
and identification of radionudides has been developed. This includes recommended minimum
requirements for monitoring equipment, derived from the results of an extended internaiona
pilot sudy on border monitoring eguipment ITRAP [1] [2], conducted by IAEA in co-
operation with the Austrian government.

In order to discover illicit trafficking or inadvertent movement in radioactive maerids, the
folowing deps ae required: detection of any abnorma radiation levd, veification of such
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detection, locdistion of the origin of the radigion, radiaion safety measurement, and
identification of the radioactive maerid. Specidised equipment is required for performing
one or more of the seps indicated above, which can be divided into three categories. Pocket
type insruments, used to detect the presence of radioactive maerids and to inform the
invedigator about the radiation levd; hand-hed and mobile insruments, required to detect,
locate or identify radioactive materids, and fixed inddled, automdic insruments desgned to
be located stationary at road and rail border crossings, airports, segports, etc.

Detalled recommendations for technicad specifications and operation of this equipment have
been deived. A paticular problem is the definition of an “invettigation levd”, & which an
dam is triggered and conssquent invedtigaion of individuds vehides or goods should be
esablished. This levd has to be sufficiently high to avoid frequent fdse darms, however, dso
auffidently low to detect Sgnificant rediaion sources or nucdear meerids, even if they are
ingde shidded containers and possibly buried in metd scrap.

“Responsg’ covers dl necessyy actions required after radioactive materids have been

detected. Detaled recommendations have been derived for the procedures of operational
response by the firs responder, as wdl as for tectical response, when a serious radiologica
Stuation develops or detection of nuclear materias requires outsde expert assstance.

Operationd response, after activation of a detection dam, initiates with the assessment of
radiation hazard, verification messurements that the darm is genuine and subsequent
locdisgtion of the radicactive maerid. If the radiologicd hazard is not to be congdered very
ggnificant, i.e if the dose rate is bdow 0.1 mSv/h a a distance of one meter from the item
contaning the source, no indication of neutron radidion is present and no suspicion of
contamination exists, the firs responder may continue to identify the radioactive materid and
determing, if it is illict or “innocent”. Innocent materids are typicdly medicd radionuclides
administered to patient, legd shipments or naturaly occurring radioactive materids (NORM).

If the radiologicd hazard is dgnificant, neutron radigtion is obsarved. indicating the presence
of nucler materids or mechanicd damage of the item containing the source raises suspicion
of contamination, it will be necessary to adopt a tacticd response mechanism. A detaled
generic modd has been developed for a tecticd response plan induding incident commeand
dructures, cordon control aress, casudty handling at the scene, requirements for seizure and
temporary sorage of radioective materids, condderations on ligison with the media and
incident investigation techniques.

Further important information relates to mitigation of hedth hazards, casudty management,
needs for planning, equipment and training, transport arrangements for radioactive materids,
decontamination procedures and hints for working with the media
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I ntroduction

There has been a phenomend increase in the use of radiaion sources in diverse fidds such as
medicing, indudry, agriculture, research and teeching in India and dsewhere.  Though the
radiation safety record in these gpplications has been good, there have been a few incidents/
accidents during transport / use of radioactive materials. Current status and various aspects of
regulatory control to ensure safety and security of radioactive materid including incidents of
missing/orphan sources in India are discussed in this paper.

Regulatory Infrastructure

Government of India enacted the Atomic Energy Act in 1962 to provide a regulaory
infrastructure for control and use of radioactive materids and radiaion sources. Radiaion
Protection Rules, 1971, were promulgated under this Act and Charman, Atomic Energy
Regulatory Board (AERB) was appointed as the Competent Authority to enforce these rules.
Radiological Physics & Advisory Divison (RP&AD) of Bhabha Atomic Research Centre
provides technical and executive support to AERB in implementation of the regulations in the
non-nuclear gpplications of radiation. Under the Rules, the Competent Authority has notified
the survelllance procedures for various applicaions.

Vaious codes and guides on regulatory procedures rdaing to specific applications of

radioactive maerid have adso been issued by the Competent Authority. As per the regulatory
procedures, each practice and source requires specific authorisation. The pre-requistes for the
procurement of radioactive materid for various applictions ae: (@) Approved source and
equipment, (b) Approved inddlaion, (c) Provison of an exclusve safe and secure storage
fecility for radioactive materid when not in use or pending ingdlation, (d) Trained manpower
duly agoproved by the competent authority, (€) Radiaion monitoring devices(area and
personnd), (f) Emergency preparedness and (g) Commitment from the licensee for sdfe
disposdl of disused/decayed sources.

When the agpplicant complies with dl the prerequistes for source procurement, the
authorisation is issued with specific terms and conditions. Each source replacement , sde,
trander, trangport and disposal  requires a specific  authorisation. In India, sources for dl
goplications, ae dlowed to be imported only after obtaning prior pemisson from the
regulatory atthority. The user is required to submit safety status report with respect to the use
of dl radigion sources induding physca inventory of the sources a regular intervas to the
Competent Authority as well as to RP & AD, BARC. For the spent/disused saurces, the user
is required to make sure that the sources are sent back to the origind supplier and an
undertaking to this effect is to be submitted to the competent authority. Full inventory of dl
radiation sources possessed by various users is maintained by RP&AD and updated regularly.
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Incidents of missing/ or phan sour cesin various applications of radiation sour ces

In spite of regulatory procedures and inventory control in force, there have been a few cases
of accdentsincdents involving missng/los sources which might have ended up as orphan
sources. The probable causes of these incidents are (8) unsecured temporary storage pending
ingdlaion, (b) temporary suspenson of the use of sources, (C) unsecured dStorege after
decommissoning, (d) poor qudity of labdling ard making on packeges during ther
transport, (€) improper packeges used for ther transport, (f) temporay <orege prior to
digposal of sources, (@) illicit procurement of imported sources and (h) mobile /portable
indudrid  radiography devices |eft unatended. The incidents which occurred during 1986-
1999 in various gpplications of radioactive sources are presented in the following sections

A .Industrial Radiography

In India there are about 400 inditutions sporead among privaete and government undertakings
engaged in indugrid gamma radiography throughout the country. Remote operaed
equipment, imported as well as those indigenoudy fabricated, form the magor support base for
the use of ¥ Ir and ®Co sources. There are nearly 1100 radiography sources induding 75
%Co units These sources are used in about 500 radiography sites in India About 800
radiography devices are annualy trangported for replacement and movement from one fied
radiography gSte to another by different modes such as ar and road. There have been 43
radiation accidents in this fidd including loss of sources during use, sorage and transport.
Eighteen incidents rdae to de-coupling or source getting suck up in the guide of exposure
device. Although most of them were of minor nature, a few of them resulted in radiation
exposure to the exposed individuds. Andyss of these incidents reveds that there were 25
cases of missng radiography sources'equipment during 1986-99 out of which 28% (7 case)
relate to loss of sources due to improper trangport, 20% (5 cases) rdae to negligence of the
operator during use and 52% (13 cases) rdlae to theft from the Storage facility a the
radiography sites. However, 13 sources could not be traced. In dl the cases where the source
could not be traced extensve search and interrogations were conducted before abandoning
search operations S0 as to ensure that the source would not reach the hands of members of the
public. In these cases, the chances of tracing the source are low mainly due to the delay in
noticing/reporting the loss. From the above andyss, it is very dear that the improper storage
or trangport coupled with cardessness on the pat of radiography personnd are the man
reasons for the source loss Among the posshle incidents accidents, loss of radiography
source needs to be viewed serioudy because the source can readily get into the hands of
members of public who may be totdly ignorant of the hazards associated with radiation
sources. The lost source, if not traced quickly, can leed to serious conseguences.

B. Nucleonic Gauges/Well Logging Devices

There are 6500 nudeonic control systems used in about 1100 ingtitutions. ® Co and *'Cs
sources are widdly used in nudeonic gauges for level control purposs 1 Am is used for
thickness gauge and smoke detectors. Neutron sources such as ** Am-Be and gamma sources
such as ¥'Cs are widdly used for well logging. There are more than 500 Neutron & gamma
sourcesin useinwel logging a present.

A totd of sxteen incidents have taken place during the period involving the wdl logging
devices. Of these, in 50% of the cases the sources were successfully recovered and
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the remaining sources (five"®” Cs and three **’Am-Be) were abandoned since these could not
be fished out of the well. These wels, with abandoned sources, were plugged with appropriate
thickness of concrete.

Sixteen incdents involving nucdeonic gauge sources were reported including 12 lost sources,
out of which 3 sources were recovered. The recovered sources included three well logging
sources dolen from the storage room and these were findly recovered from a river into which
they were thrown. This was an act of sabotage. In three incidents, the sources were involved
infire

C. Medical Brachytherapy Sources

There are 102 brachytherapy units operating in India There have been 9 incidents of logt
sources out of which 5 sources could not be recovered. After 1990 no incident/ accident was
reported as mgority of the centres have switched over to remote/ manud afterloading
techniques where source security is effectively ensured. The causes of these incidents are
mainly improper handling and violaion of sfety norms.

Safety and Security of Radioactive M aterials

Instances of theft of radioactive sources and equipment and illicit trafficking of radioactive
materids have been brought to notice of concerned authorities in India and other countries.
This problem has been addressed internationdly in meetings and conferences which have
been oganised to highlight the seriousness of the problem and evolve the preventive
measures. In India, a two- day workshop was organised during April 14-15, 1999 a BARC
with participants from various organisations representing the centrd and State governments
such as Airport Authorities, Port Trugts, Intedligence Bureau, Excise and Customs, Border
Security Force, Coast Guard and Civil Defence College.

As a follow-up of this progranme, one day traning programme has been planned for
personnel drawn from the above mentioned organisdions, in order to familiarise them with
radigtion protection procedures, identification of radioactive package, detection of radiaion
usng appropricte radiation measuring indruments, detectors etc. Three such training
programmes have been organised in Mumba and New Dedhi specificdly for the customs
offidas. More such courses for above agencies are planned a their traning centres
throughout India

Conclusion

A well-established regulatory infragtructure coupled with regular surveillance procedures and
inventory of dl the sources in use and disuse will minimise the incidents of orphan sources
Such an inventory should be updated condantly. Procedures should be devissd for
mantaning drict control in respect to safe and secure dorage of radioactive materid,
oecidly when the sources are used in public doman eg. indudrid radiography. Regular
traning/awareness programmes for users, mantenance daff /adminigrators,  periodicd
aurvellance of practices and a regulatory procedure to obtain a periodic redigtion safety datus
from the user, say once in 6/12 months, will go a long way in ensuring safety and security of
the sources and minimising chances of their loss.

53



IAEA-CN-86-31

LEGAL FRAMEWORK AND PRACTICE TO PREVENT AND DETECT ILLICIT
TRAFFICKING OF NUCLEAR AND RADIOACTIVE MATERIALS

D. SEMBIRING
Group Leader of Physica Protection,
Safeguards Center, BAPETEN, Jakarta, Indonesia

Illicit trafficking in nucder and radioactive materids in the country and across country
borders has become sarious problem from both nudear proliferation and radiologicd hazard
point of view. Prevertion and deection of illict trafficking in nucdear and radioactive
materids is based on the regulaion and procedure set up to ensure the control of the nuclear
and radioactive materiads throughout their life. Practicaly, prevention and detection messures
in ensuring that nucdear materids do not become the subject of unauthorized use leading to
illicit trafficking conditute (1) accounting for and (2) control of nudear and radioactive
materids and (3) physica protection of such materids.

The Nuclear Energy Act No. 10 year 1997 is the legidaive bass for the safety, including
nucler materid accounting and control activities as wdl as security measures on the
utilization of the nudear and radioactive materid in Indonesa Government establishes
Nuclear Energy Control Board (BAPETEN) as Regulatory Body having the task to control
any activities usng nucdear energy. The activiies of control ae implemented through
regulation, licenang and ingpection.

The misson of the BAPETEN is to ensure adequate protection of the public hedth and safety,
the common security, and the environmenta in the pesceful uses of nudear energy in
Indonesa To support this misson, BAPETEN has three principa regulatory functions (1)
establish regulation; (2) issue licenses and (3) ingpect nudlear facilities.

Frg component of regulatory function is edablishing regulaions, which define the
capabilities that need to be satidfied by facility operators to protect againgt theft which in turn
could lead to illicit trafficking. BAPETEN established the Decree on Nationd System of
Accounting for and Control of Nuclear Materid (SSAC) based on the Agreement between RI
and IAEA on the Application of Safeguards in connection with NPT ratified in the Act No.8
year 1978. BAPETEN adso established the Decree on the Guidance for Physica Protection
of nuclear materid under Charman Decree of BAPETEN No. 02-P/1999 (adopted from
IAEA document INFCIRC/225 Rev.l), as the implementation of the Convention on Physicd
Protection of nuclear materid signed in 1986 and ratified by Presdentid Decree No. 49/86.

The second component of the regulatory function is licenang. An organization or individud
intending to utilized nuclear energy must obtain license from BAPETEN. Guidance for
goplicants is provided in the form of sandard format, which contain license conditions. Any
utilization of nucdear energy dhdl mantan physcd protection program or security plans.
When the gpplicants meet BAPETEN's criteria for physica protection of nuclear materia and
fecility, a license is granted. By this licenang, BAPETEN is &ble to know where, by whom,
and how the use of nuclear and radioactive materiasis conducted.

The third component of the regulatory function is ingpection. To ensure that legd user’s
activities comply with BAPETEN regulation and the conditions of ther licenses, BAPETEN
periodicaly ingpects BAPETEN-licensed facilities. Ingpections can be announced or
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unannounced, and varies in scope and frequency according to the authorized activities. The
finding of dl inspection are documented in ingpection reports. These reports are sent to the
licensees to inform them of the BAPETEN findings. When ingpections disclose violations of
BAPETEN requirement, BAPETEN has a range of enforcement sanctions available.
Recommendation stated in the ingpection report requires the licensee to correct the problem,
take steps to prevent a recurrence of the violation, and advise BAPETEN at the action it has
taken. The result of ingpection by Bapeten is published periodicdly and open for public.
Some illicit trafficking of nucder and radioactive materids can be detected during
ingpections. This detection must lead to prompt information of BAPETEN in order to take

actions needed to reestablish control of lost maerid and to inform the public of any potentia
dangers.

In the case of internationd transfer of nuclear and radioactive materid, BAPETEN dosdy co-
operate with Customs Directorate for solving the problem of illicit trafficking.

In internationd co-operation, Indonesa has taken dl necessyry messures to prevent illicit
trafficking in nuclear and radioactive materid. Indonesa has given full support to the IAEA
program on combeting illicit trafficking of nuclear materiad and other radioactive materids. In
1999, Indonesa notified IAEA that it accepted the Database on illicit trafficking on nuclear
materid and other radiocactive maerid, and gave the name of a peson who could be
contected directly by IAEA to obtan information concerning illicit trafficking incident.
Indonesia aso requested the IAEA IPPAS mission to support BAPETEN in reviewing for
implementing effectivdy the exiding physcd protection systems a the authority and
facilities level. IPPAS preparatory meeting has dready hdd in Jakata on 15 May 2000 and
proposed dete for the misson agreed on 5 - 16 February 2001.
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DEVELOPMENT OF MEASURESTO DEAL WITH ILLICIT TRAFFICKING OF
NUCLEAR MATERIALSIN GHANA.

C. SCHANDORF, JK. AMOAKO, S.D. ASIAMAH
Radiation Protection Board
Ghana Atomic Energy Commission, Legon-Accra, Ghana.

The world has now become a globd village as such no country can isolae itsdf from globd

trends. Reported cases of llicit trafficking in nudear maerids have focused internationd
atention on ways to comba an emerging phenomenon of the 1990's. Of the 324 confirmed

caes of illiat trafficking nearly 130 involved individuds trying to illegally sdl radioactive
materids used in medicine or industry whose unauthorized use or movement poses a danger
to public hedth. Some other cases have involved samples of wegpongrade materids
confiscated from individudgl]. These incidents have rased pudlic and governmenta
concerns. This has prompted dronger efforts to prevent illicit nuclear trafficking by date
authorities, induding collaboration and co-operaion with internationd  orgenizetiond such as
the IAEA[2].

IAEA has edablished the lllicit Trafficking Database Programme and is encouraging dl
Member States to paticipate and to report dl incidents of illicit trafficking in nudear
materiads and other radioactive materids and other radioactive sources that come to ther
notice[3].

From the data avalable from the Regulatory Authority Information Sysem (RAIS), Ghana
there are 344 highly enriched uranium fud dements (998.2g) in use in the 30kW Research
Reactor, (GHARR-1) and 80 radioactive materids in use in medicine, higory, research and
teaching. The reactor has been subjected to safeguards inspections by IAEA on regular basis.
Additiondly there are dbout on the average nine authorized imports of radioective into the

country for the past seven years.
Unlawful use of nucler maerids, through crimind or tearorigt activities may pose a

proliferation treat, while unlawful use of radiation risk to the public.

Ghana has therefore decided to edablished an effective counter measures againg illicit
trafficking in nudear and other materids which might pose both proliferation threat as wel as
radiologica risk to the public and the environment.

Ghana seeks to build upon the edtablished regulatory control programme for the control of
ionizing rediation and radigtion sourceg4,56] and to expand it to cover combaing of illicit
trafficking of nucdear maerids of socio-economic importance. The prevention of drategy will
involve devdoping a nationd system for the accountability, control and security of nuclear
meterias

Technicd measures to detect lllicit trafficking of nudear materids and other radioactive
maeriads and response to illicit trafficking will be developed. The programme will include
screening of vehicles and individuals & borders to;

() detect smuggling of these materials
(i)  locate, measure and characterize the source of radiation; and
(i) fully characterize any confiscated materias.
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An effective countermeasure will be established through a system of
() Prevention

Egtablishment of nationd system of accounting and control of nuclear materias
Legidaion and regulations

Physca Protection

Export/Import control

(i)  Regponsetoilliat trafficking through
Egablishing antitrafficking infresiructure, which indudes responsble  authorities
such a cugoms cvil aviation authority, pdice, nudear regulaory authority,
military intdligence and defense agencies, and didrict assemblies coordinating
and collaborating in combeting illicit trafficking:

(iii)  Provison of detecting equipment for nuclear materials and

(iv)  Training which will cater for,

Response personnd and
The Public

Training opportunities provided by IAEA will be fully utilized

International  collaboration with our near neighbors, Togo, Cote d'Ivoire and Burkina Faso
will be established to ensure cross border control.
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RADIOACTIVITY IN SCRAP RECYCLING: MONITORING, DETECTING AND
REGULATORY ISSUES

R. GALLINI, V. BERNA, A. BONORA
Agenzia Regionde per la Protezione ddl’ Ambiente (ARPA) della Lombardia, Dipartimento
di Brescig, Itdy

The province of Brescia is the mogt important metdlurgic hub in Itay: 5 million tons of med
scrap (sted, brass, copper, duminium, etc) are recycled every year in more than a hundred
foundries and in 13 sed mills. One third of the scrap used is imported. Unfortunatdy in the
recent past (dnce 1990) numerous cases of contamination occurred in Brescia and they
involved: two seetmills one duminium foundry and the associated fecility, some plants
producing copper dloys one authorized and one unauthorized landfill, the goods-daions in
Brescia and in a nearby town, and a scrgp collecting factory. None of the events caused
sgnificat esposure and/or  contamination of the workers, but neverthdess they caused
concarn among the population living dose to the plants and among the foundry workers. The
damage in terms of recovery cogts, shutdown and market loss has been serious.

The Itdian Lav on Radiaion Protection, passed in 1995, imposed the monitoring of metd
scrap on users and traders, sarting from 1996, but there was a lack of compliance because a
decree on specific gpplication was not issued. After the latest accident in a sed plant in
Bresxtia, in May 1997, due to the mdting of two different sources (Co60 and Csl37), the
Lombardy Region issued an urgent ordinance, ordering smdting plants and scrap  collecting
factories to check for the presece of the contaminated materias in metal screp prior to use.
The Lombardy Region aso defined protocols for the monitoring of meta scrgp from ariva at
the factory to the end of the meting process the protocol requires radiation measurements
outsde each truck, wagon or container with fixed detection systems positioned a the entrance
gate or with porteble detectors, radiaion measurements and visud ingpection of the metd
scrap after unloading, gamma spectrometry of test castings, dag and furnace ash dust. The
protocol aso specifies the characteridics of the intruments to be used a each dage of the
control process. The control of scrgp, before it enters the production cycle, does not guarantee
complete protection againg accidentd mdting, but in our experience it decreases the
probability of such an event and dlows the correct disposa of radioactive maerids. In many
caxess the monitoring systems were 0 sengtive as to enable the discovery of contaminated
materidswith low activity and shielded radioactive sources.

Monitoring dso prevents the contamination of dag and dugt (manly due to Csl37, Ra226 and
Am241), by-products often utilized in other indudries or digposed of in wede fadlities.
Although the control of test castings and by- products cannot prevent contaminaion of the
plant and machinery, it dlows immediate detection of the incident and action to control the
soread of contamination. Any discovery of radioactive materids must be reported to the locd
Hedth Authority (Table 1) and to the Police invedigation of the origin of the radioactive
materids reveded that 50% is Itdian or, a lesd, the last trader is Itdian, while only 11% is
from nonEU countries. In Table | the words “contaminated materials’ indicate any types of
contaminated object not specificdly identified as a source.
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S . Radioactive  Range of EStimated Totad Edimated
Redioactive Objects |sotopes Acivity MBg)  Adiivity (MBa)
L 226Ra from 0.33t0 40
lightningrrods (n29) 241p m from 15 to 40 30
220Ra from 0.3t0 1.4
smoke detectors (n.26) 2415 m from 0.06 10 2.1 35
luminescent dids (n.147) 226Ra from 0.005 to 0.63 20
"Radium Trikkur" * (n9) 226Ra from0.04t0 5 15
137cs from 0.07 to 516
226Ra from 0.07 to 740
60
radioactive sources (n.25) Co from 20 55 2238
85K r from 50 to 370
gy from 0.03 to 166
241Am 240
22 from0.3to 5
contaminated materias Ra
(n337) 60Co from 0.05t0 19.3 >162
137cs from 0.01to0 10
Totd n573 >2.86 GBq

Table 1: Radioactive objectsfound in metal scrap loads from 28/5/97 to 30/04/2000

Lightning-rods come mainly from France (15 out of 29) and “Redium Trikkur” from
Gemany (6 out of 9). According to the type of production, 60% of the contaminated objects
were found in iron scrap, 20% in brass scrap and 20% in duminium scrap. In sted-mills the
contaminated materids are normdly detected a the entrance gate before being unloaded,
while in other smdting plants contaminaied items are often found by monitoring sysems on
the conveyor-belts where the scraps are more spread out.

For the reasons given above, the accurate control of metal scrap before recycling has become
essentid. This practice prevents the contaminaion of factories and the environment and
ensures the safety of workers and the generd public.

REFERENCES
[1] Proceedings of the Internationd Conference "The Radioactivity in the Metd Scraps
Recydling Industry: Consequences and Solutions’, June 23th 1998, Bresaa, Itdy.

[2] SRisca and P. Di Ciacco (eds) "Problemi di radioprotezione conness con
l'importazione di rottami metalic”. Rapporti ISTISAN 96/24,1996.

! for Radiumwater treatment
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PROTECTING FACILITIESAGAINST TERRORISM AND SABOTAGE
ISJAMAICA PREPARED TODEAL WITH THISPOTENTIAL THREAT?

E.D. POWELL
Jamaica Congtabulary Force Marine Department
Kingston, Jamaica

Jamaica, a developing Caribbean country, is presently experiencing an economic recession.
This has lead to the government having condgderable difficulty in acquiring much needed
financing, even financing that is necessry to protect the county’s resources and facilities
from terrorist and sabotage.

Essentiad  ndtiond  facilities incdudes our Internationd  Airports, Embasses and High
Commisson, Hospitds Utility Plants- Electricity, Waer and Tedecommunications, Oil-
Refineries, Government minigtries, Parliamentary Houses and Educationd Facilities. These
fecilities are vulnerable to terrorist atacks and sabotages. Terrorist acts and acts of sabotage
can come from interna as well as externd sources, they can be commandeered form the air,
land or sea. They can be politicaly, socio-economicaly or otherwise motivated.

As a third world developing nation, Jamaica does not have the capability or the resources
necessary to secure dl its assats, the government must prioritize on such resource dlocation.
With it's high levd of debt sarvicing, deding with recurrent and capitd expenditure and
addressng other Socid Issues, some important issues will be placed on the back burner,
dedling with terrorism and sabotage will fal in the category.

One contributing factor, is the fact that, to date the incidents of terrorism and sabotage have
been few to non-exigent. This has encouraged the government to become somewhat
complacent, subscribing to the bdief that acts of terrorism and sabotage will never happen.
This practice can be detrimental to the country, as one cannot under estimate the threst of
terrorism and sabotage.

With the steady increase in drug relaed incidents, and, with the deportation agreement the
government has with some first world countries such as the USA. and England, this threat is
very redigtic. Drug “Lords’\"Dons’ are known to promote terrorism and sabotage as revenge
mechaniam againg government for unfavorable decison handed down by the courts of the
land.

Our Airports, Oil refinery and some utility facilities are located in dose proximity to the sea
This is very accessble to atack from the sea Our other essentid facilities are not as easly
accesed as they are located inland and may be more difficult to access. All these facilities
have security protection, but none is equip to ded with any levd of terrorism. No security
equipment currently been used has the capability to combat, detedt and or prevent any terrorist
attacks or acts of sabotage.

The naion needs to expand resources to set up units to focus on this potentid threet. This unit
should focus on andlysis of threats from:
Terrorism

The proliferation of wegpons of mass destruction
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Vulnerabilities atended on increesng economic and societd  dependence  on
information technologies.

There is a wide variety of nove atack avalable to the terrorist today, it would advised that
the unit, through condant training and workshops be aware of as many these attack methods
as possble. There should b collaboration between severd entities to andyze and plan for the
potentia thrests. The army and Police forces will have to be complemented by scientists who
have expert knowledge on this subject area. Experts could be drawn from:

i.  Information and Communications centers
ii.  Banking and Finance entities
iii.  Utility entities
iv.  Environment Protection agencies
v.  Land, Air and Sea trangportation agencies
vi. Fresarvices
vii.  Law enforcement agencies
viii.  Defense (Army & Police)
iX.  Hedlth services
x.  QOil and gasrefineries
xi.  Disaster preparedness program

This group would examine issues such as:
How to reduce the vulnerabilities of ther inditutions to terrorist attacks (Threst
Avulnerability management)
How to respond to terrorist acts? Guiddine or rules to follow when faced with
the problem of terrorism. (Criss management)

How to ded with the aftermath of terrorist atacks, including providing essentid
ads, services and emergency rdlief for the victims of these terrorigt acts.

(Emergency Management)

Given the levd of sophisticated wegponry avalable to terorist today, Jamaca needs to
serioudy condder the threat of terrorism and sabotage. Our countrymen need to see these
threats as red and develop a red sense of urgency where deding with terrorism and sabotege
is concerned.

Therefore in conduding | must say tha as far as protecting our nationd facilities and essentid

savices from the threat of terrorism and sabotage, my country is totdly ill-prepared as we
have no plansin place to ded with the very red threat of terrorism and sabotage.
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ESTABLISHING DESIGNBASISTHREATSFOR THE PHYSICAL PROTECTION
OF NUCLEAR MATERIALSAND FACILITIES

S. CHETVERGOV
Kazakhstan Atomic Energy Committee, Almaty, Kazakhstan

In the area of nucler energy utilization Republic of Kazakhgan follows the standards of
internationd legidation and is the participant of Nuclear Wegpon Non-proliferation Treaty as
a country, that do not have nuclear wegpon. In a framework of this treaty Kazakhgtan provides
for the measures to ensure the regime of nonproliferation. The Republic signed the Agreement
with IAEA on the guarantees, that was rétified by the Presdential Decree in 1995. Now in the
Government of the RK the Convention on physical protection of nuclear materids is under
congderation.

Kazakhgstan legidation in the area of nuclear energy utilization is represented by a st of laws,
the main of them is the Law of the Republic of Kazekhgan "On the utilization of atomic
energy”, dated on April 14, 1997. According to the law, the issues of physicd protection are
regulated by interdepartmenta guiddine documents.

Nuclear science and industry of RK includes:

- Enterprises on uranium mining and processing;

- Ulba medlurgicd plant, manufacturing fuel pellets of uranium dioxide for heat rdesse
assemblies of RBMK and WWR reactor types, with the enrichment on U235 1.6-
4.4%;

- Power plant in Aktau for heat and power supply and water desdination, based on fast
breeder reactor BN-350;

- Research reactors of Nationa Nuclear Center:

- WWR-K - water-water reactor, with 10 MW power, uses highly enriched uranium
(up to 36% of U-235);

- IVG.IM - water-water heterogeneous reector of vessd type on thermd neutrons,
maximum power is 35 MW;

- IGR - impulss homayeneous graphite reactor on thermd neutrons, with graphite
reflector;

- RA - high temperature gas cooled reactor on therma neutrons, 0.5 MW power.

Egablishing of desgn bass threats for nuclear objects of the Republic of Kazekhgan is
urgent problem because of developing military-palitica Situgtion in the region.

It is necessxry to specify important eements, affecting on the specific features of the design
basisthrest:

Military operations of government troops of neighboring countries on the west and
east of the Republic of Kazekhstan againgt extremist and terrorist groups, that have
a god to come to power in separate regions and to establish terrorist regimes. This
factor is an essntid issue because of high levd of traning and equipment of
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terrorist groups, that repeatedly accomplish terorigt actions within the territory of
Russa and Uzbekigtan, with grave consequences for the population.

High mercantile interest to the uranium pdlets, induding the production of Ulba
metdlurgicd plant, of the groups that want to have high profit due to deding of
these materids and their resde to third paties This tendency is confirmed by the
recent satistic data, because only during the period from July 1999 to March 2000
three crimina groups were captured in the RK, that had nuclear fud pelets with
enrichment on U-235 up to 4.4% for resde to third parties.

As it was regigered by internationad agencies, through the territory of the RK,
because of its geographic locetion, the ways of illegd drugs trandfer are passing. It
isaso possblein respect to illegd trangt of nuclear and radioactive materias,

Stagesfor Establishing of Design Basis Threat

Training
In 1998, jointly with Nudear Regulaiory Commisson of the US traning seminar on

assessment of physical protection system of research nuclear reactor WWR-K of NNC
was carried out;

In 1999, jointly with the nationd security agencies, practicd training on assessment of
physca protection system of commercid nuclear plant BN-350 in Aktau was carried
out;

In May 2000, jointly with the German Sociely of nudear reactors and fadlities
Security, training seminar on edablishing of desgn threat for hypothetical research
reector and cregtion of physicd protection conception;

Seminr on edablishing of desgn bass threst according to IAEA methods, with
atraction of internationa expetise (USA, Germany, Grest Britan, France) is
preparing.

Practical measures:

The activity on edablishing of desgn bass threst in the RK is going on within the following
drategy:
Required methodology documentation for andyticd work on the dements of design
basis threat has been prepared;

Man responsble agency for gaheing and andyss of sendtive information and
peforming of organizationd messures with law-enforcement ministries and interested
agenciesis determined;

Required activity on gathering and andyss of information is carrying out. Specid
atention is paid to examination of Stuation in the surroundings of nuclear objects.

Now dl the nuclear objects of Kazekhstan are guided by the information on locd threst mode
and perform the assessment and revison of physicd protection messures of nuclear materias
in accordance with received data on the threst.

Upon the completion of the activity for establishing of the threat in the RK, the document on

edablishing design threst on dae levd and on the levd of paticular nudear facility will be
issued These documents will have legidétive power.
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Because of specid danger of illegd circula@ion of nuclear materids Kazakhgtan is interested
in expandon of regiond cooperation with the countries of Centrd Asa and Caucasus to
develop joint messures to control illegd circulation of nuclear and radioactive materids. Two
international seminars are carried out in the RK on this problem, two more seminars in 2001
are preparing.
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PROGRESS IN THE ACTIVITIES ON PREVENTION AND COMBATING OF
ILLICIT TRAFFICKING OF NUCLEAR MATERIAL IN LITHUANIA

S.KURSELIS, A. STADALNIKAS
State Nuclear Power Safety Inspectorate (VATES!), Vilnius, Lithuania

The paper gives a generd overview of the progress, which has been done in the activities on
prevention and combeting of illicit trafficking of nucdlear materid in Lithuania It describes
the measures, which were taken to drengthen nuclear materid accounting and control and
physcd protection. The current daus of the nationd legidaion and the functions of
inditutions involved in control of nudear materid and combating of illict trafficking are
discussed.

Lithuania smilar to many countries did not avoid a new type of a crime — smuggling of
nucleer materids, which has been observed in 1990s Mogst serious case in Lithuania
happened in 1993 when fresh fud assembly was dolen from Igndina NPP. This assembly
contains approximaidy 124 kg of UO, (enrichment 2%). 100 kg of the pedlets from this
assembly was found later in several pieces a different places. This case served as a srong
dimulusto strengthen prevention measures of 1llicit trafficking.

The legd bass was created and governmentd inditutions were obliged with specid duties
rdaed with nucdear materid. The laws and regulations st the order for the shipment and
handling of nudear maerid. The pendties for vidaion of these lavs and regulaions
specified in Pend Code and Adminigtrative Code were made dricter.

The State system of accounting for and control of nuclear materid (SSAC) is very important
dement in prevention of the illicit trafficking. The Regulations of Accounting for and Control
of Nucler Materid a Nuclear Facilities and LOFs [1] was issued by State Nuclear Power
Safety Ingpectorate (VATES)) on 10 December 1997 following the provisons of the Law on
Nucler Energy. Lithuania extended its internationd obligations by ratifying Protocol
Additiond to the Safeguards Agreement (entered into force on 5 July 2000). The fully
computerized nuclear materid accountancy system was created a Ignaina NPP. The system
gives posshility to find the concrete locaion of esch fud assembly in minute. The
responsible person coordinates al operations of the movement of the nudear fud.

The physca protection of nucler materid and nuclear fadilities is another important dement
in prevertion of illict trafficking. The nationd reguirements of physca protection ae
formulated in Regulaions for Physicd Protection of Nuclear Fadilities [2] passed by VATESI
on 12 February 1997. The State sysem of the physica protection in Lithuania was improved
dggnificantly following the INFCIRC 225/Rev.4 [3]. The most dgnificant improvements were
made at Ignaina NPP. A new darm and CCTV systems were inddled at the perimeter, the
important organizational and technicad messures have been teken to Srengthen the defence in
depth. To evduae the State System of Physica Protection the Lithuania requested and the
IAEA organized the IPPAS misson to Lithuania in 1999. The implementation of the
recommendetions of the misson isgoing now.

The extensve co-operdion of the State authorities and coordination of their activities is very
important in prevention and combating of illicit trafficking. The main document, which
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regulates handling of illegd materid and activity of various governmenta inditutions, is the
Order of Handling of lllegd Radioactive Materids and Contaminated Objects Summarizing
provisons of this document and other laws and regulations, one can define the main functions
of inditutions involved in control of nudear maeid and combatiing of illicit trafficking:
VATESI, Minigry of Environment, Redigion Protection Center, Police Depatment,
Clandestine Proliferation Intelligence Center — branch of Police Department, Border Police
Department, Fire Protection and Rescue Department, Civil Protection Department, Indtitute of
Physics, Prosecutor’ s office, State Security Department and Ministry of Economy.

The technicd and ingrumenta capabilities for the radiation control on the borders and for the
andyss of saized materid were increased. The four dationary control systems (Ludlum 3523
type) for the vehides were inddled on the man border crossngs and, in addition, border
police hes 130 hand-hed devices (Ludum 12SA). Minidry of Environment and Redigion
Protection Center have gamma dosmeters, mobile gamma spectrometers, neutron detectors
and dationary dpha and beta spectrometers. Clandestine Proliferation Intelligence Center is
equipped with dosimeters, mobile gamma spectrometer. In each Police Commissaria, there is
a leest one person responsble for activity related to illegd trangportation of redioactive and
nucdlear maerids The Inditute of Phydcs, the only scentific inditution in Lithuania where
expaimenta nuclear physics is a subject of scientific research and of practicd agpplication,
purchased the gamma and dpha spectrometers of leading Canberra and EG&G Ortec
companies and extended capabilities of the nuclear spectroscopy.

The aforementioned progress was achieved owing to very important assstance from Finland,
Norway, Sweden, UK, USA, and other countries, which was coordinated by IAEA or
provided on bilaterd cooperaion bass.
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ASSESSMENT OF THE THREAT FROM DIVERTED RADIOACTIVE MATERIAL
AND “ORPHAN SOURCES, - AN INTERNATIONAL COMPARISON

F. STEINHAUSLER

Indtitute of Physics and Biophysics
University of Sazburg
Hellbrunnerstr, Sdzburg, Audtria

Multiple internationd activities have been undertaken to contain the trafficking of wespons-
usble materid in order to reduce the risk from the proliferation of such materid. In addition,
over the past decade the issue of unintended handling and trangport of radioactive materid has
become increasingly important. Concurrent with the growing number of radioactive sources
in indugtry, medicine, agriculture and research, the probebility for losng control over such
sources increeses as wel (,orphan sources'). The potentid impact on society and the
environment from these two categories of threat has been documented extensvely in the
literature (1, 2, 3).

In this study representatives from 11 countries in the Americas, Europe and Aga-Pacific
formed a network to exchange information concerning nudear and other radioactive maerid
on the following topic aress:

Legidation and regulatory practices for the production, processng, handling , use
holding, storage, trangport, import, and export

Higory of gte-specific non-compliance and enforcement actions, as well as punitive
actions

Nationd approach for handling the issue of orphan sources

Therole of nationd security forces

Managerid and technicd procedures to ensure maerid inventory control  and
accountancy

Aspectsof physica protection on-site and during transport

Technicd/scientific expertise and equipment available a the naiond leve to detect,
identify and quantify such materid in the fidd

Level of practicd implementation of technicad equipment to detect such materid at
border crossings, arports, ridway saions, and mail digtribution centres

Cases of seizure of nuclear and contaminated materids, illegd sales and fraud
Training progranmes available for preventing, detecting and responding to the loss of
control

The results of the andyss show tha, despite severa internationd consensus documents and
supporting legidation, in severd cases mgor additiond efforts are needed for drengthening

the nationd da€s capabiliies and juridiction for combating the illidt flow of such
materias.
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RUSSIAN SPENT MARINE FUEL ASA GLOBAL SECURITY RISK

K. GUSSGARD
E-plan Knut Gusgard, Odo, Norway

O. REISTAD
Norwegian Radiation Protection Authority (NRPA), Odo, Norway

Russan marine fud is a trans-nationa security concern. This paper focuses on specific
technicd properties of Russan marine nuclear fud especidly reevant for evaduating different
agpects on nudear proliferaion, in addition to risks asociated with regiond environmenta
degradation and illegd diverson of radiological substances Russan fresh fud for marine
reactors has been involved in severd dgnificat cases of illict trafficking of specid nudear
materids. The amount and qudity of nuclear materids in Russan spent marine fud give dso
reason for concern. Not less than 200 marine reactor cores are ready for having thar spent
fud unloaded and preliminary stored on shore in the Far East and North West of Russia, and
large amounts of spent nava fued have been stored a Russan military bases for decades. [1]

In order to assess the security risks associated with Russan spent maine fud, this paper
discusses the materid attractiveness of spent fuel from dl types of Russan maine reectors.
The cdculations are based on a modd of a light water moderated Russian icebresker reactor.
The computer tool HELIOS, used for moddling the reactor and the reactor operations, has
been extensavdy qudified by compaisons with expeimentd daa and internationd
benchmark problems for reactor physics codes as well as through feedback from applications.
Some of these benchmarks and studies include fudl enrichments up to 90% in Russan marine
reactors. [

Severd fud data cases are discussed in the paper, focusng especidly on 1) early fud designs
with low initid enrichment, 2) more moden fud desgns used in third and fourth generation
of Russan submarines probably with intermediate enriched fud, and 3) marine fud with
initid enrichment levels close to wesgpongrade materid. In each case the fued has been
burned until kg has reached below 1. Case 1) has been evduaed in [3], he caculations made
as basis for this paper have concentrated on fuel with higher initid enrichment of U as put
forward in case 2) and 3), and to compare and discuss the data taking into account the
assumed presence of each of the groups of materid in the Russan marine fue cycdle.

The cdculations show that in fud with initid enrichment close to wegpon grade, i.e. 90 %,
the enrichment of a burned core may be as high as 75 % and the amount of U some 63 kg
as seen in FIG 1. The amount of “Pu reaches in this case 04 kg before the consumption rate
passes the production rate in the reactor. Further evauations of the wegpons qudity of the
specid nudear maerids ae induded in the paper. Incduded in the paper ae dso more
extengve grgphicd description of the amounts of isotopes of U, Pu and other actinides in the
different types of marine fud, induding initid enrichments levels from 20-97%, initid loads
of 2 from 100 to 200 kg, dso induding different kinds of id and absorber materia. The
results incdlude a ranking of the proliferation risk for different kinds of Russan spent marine
fud. The mogt serious proliferation concerns in this context are related to spent fud with
particular low and particular high initia enrichment. Other, more generd security concerns

exis when consdering spent fud removed from the vessds with little or no indication of
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operation history and isotopic concentrations. The results show aso that, after more than 30
years storage after decommissioning, the fud assemblies can hardly be regarded as being sdf-
protected. This fact has not been taken into account when international protective measures a
the Russan bases have been implemented, a mgor flaw in the efforts to increase physcd
protection at the Russian nava bases.

FIG 1. Seleted isotopesin a Russian marinereactor with fuel enriched to 90%,
initial load 150 kg. U-235
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The Norwegian Ministry of Foreign Affars has supported this work as part of The Norwegian
Plan of Action for Nuclear Safety.
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MEASURESAGAINST ILLICIT TRAFFICKING OF NUCLEAR MATERIALSAND
OTHER RADIOACTIVE SOURCESIN NIGERIA

A.J. COKER and C.A. ADESANMI
Sheda Science and Technology Complex (SHESTCO), Abuja, Nigeria

Introduction : Background Information

The concern worldwide over the dangers associated with illicit trafficking of nuclear materias
and other radioactive sources is shared by the Federd Government and people of Nigeria In
order to protect its territories, the government in the second quarter of 1998 gave a directive
that Nigeria should be regisered as a paticipating nation in the lllicit Trafficking Database
Programme being organised by the International Atomic Energy Agency (IAEA), Vienna,
Audria. Immediately, a Nationd Committee (NC) was edtablished comprisng of dl rdevant
minigtries and government agencies, paticulaly the ones involved in the control and use of
radioactive materials such as the Federa Radiation Protection Service (FRPS), Nuclear
Research Centres, Federd Environmental Protection Agency (FEPA), Energy Commission of
Nigeria, the Nigerian Police Force, the Customs and the Ports Authority. By August 1998, the
committee got Nigeria duly registered with the IAEA as a participating nation and presented a
proposd to the Federd Government on how to monitor our ports of entry, borders and the
entire country in order to participate effectively in the programme.

In other to check illicit trafficking of nudear materids effectivdy and efficently within and
across the Nigerian borders, the Nationd Committee gave priority to proper organisationd
structure, manpower training and development, and the provison of adequate and necessary
fadilities and infrestructure for nationwide radiation monitoring programme.

Organisational Structure

In Nigeria, there is a Nuclear Safety and Radiation Protection Decree No. 19 of 1995 which
established Nucler Regulatory Authority (NRA) and an Inditute of Radiaion Protection
(IRP). The decree empowers the NRA to regulate the production, possession, transfer,
import, export, trade, use trangportation, dorage and disposd of radioactive maerids and
radigion  equipment in order to ensure radiaion safety of the generd public, rediaion
workers, properties and the environment. Pending the time the NRA and IRP are brought to
operationd exisence, the FRPS has been mandated to peform the role of the Regulaory
Body while the existing three Energy Research Centres and FRPS are jointly saddled with

the respongibilities of the IRP. All these government agencies and the research centres play
magor roles in the Nationd Committee on lIllicit Trafficking and form the core of the
Technica Committee of the National Committee.

Sx inditutions which are drategicaly located round the country have been sdected as lllicit
Trafficking Data Collection Centres teking into condderation competence in terms of
personnd and monitoring equipment. The inditutions are locaied in Zaria lle-Ife, Ibadan,
Abuia Wari and Enugu. In dl the inditutions, there are Radiation Physciss that can
competently teke care of the nationwide radigtion monitoring and participate effectivey in
the programme. One of them, the Sheda Science and Technology Complex, Abuja is the
coordinating centre and Point of Contact pending the time the NRA is properly condtituted
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and becomes fully functiond. Reports on illicit trafficking in Nigeria from the Daa
Collection Centres as well as reports from the lllicit Trafficking Database at the IAEA are to
be sent to the Point of Contact in Abuja.

Manpower Training and Development

The Technicd Committee (TC) is to provide adequate supervison for the programme, guide
the personnd involved in the monitoring of our teritories a the segports, arports, border
poss and hinterland, and devedlop a sound training programme for dl the paticipants In
addition, members of the TC are to pay regular vidts to the monitoring centres particularly a
the ports. During each vidt, Seminarg/Lectures are to be organised for the personnd of FEPA,
Police, Customs, Immigration and the Ports Authority. This is to increase awareness at the
ports of entry and for capacity building of manpower for radistion monitoring a the ports.
The respongbility of the TC aso incudes presentation of progress report and the IAEA
reports to the National Committee at the quarterly meetings.

Provision of Adequate and Necessary Facilitiesand Infrastructure

In order to edablish the necessary infragsiructure, 6 segports, 4 internationd arports and 5 land
border posts were sdected as monitoring Sations to be equipped with radiaion monitoring
equipment. The Sx data collection centres are to be upgraded with al necessary modern
radiation monitoring facilities. Presently, three of the centres have facilities to detect and
determine the type of radionuclides, type and quantity of radiation and provide further testing
of any radioactive materias intercepted from unauthorised persons.

Conclusion : Problemsand Areas of Need

There is a good organisationd dructure in place despite the adosence of a naionad nuclear
regulatory authority. In fact, the Nucler Regulatory Authority, when properly condituted and

becomes fully functiond, has to work with the rdevant minigries and government agencies
that conditute the present Nationd Committeee We do have wel traned and qudified
persone that can properly manage the programme. In addition, there are some exiging
infradructure that are presently being used. There ae laboratories, office spaces and
monitoring equipment & some centresin the country.

Our problems are :

()  Lack of radiation monitoring equipment a our segports, internationd arports and the
border postsfor quick check for radioactive materias carried into and out of our terri-
tories. Consequently, it has been very difficult to successfully track thellicit
traffickers.

(i)  TheNationad Committee does not have enough fund to carry out the committee's
programme. This has inhibited the committee from expanding its scope of work.
Assgance is required from the IAEA to enhance efficiency and effectiveness by :

(i)  providing radiation monitoring equipment for use at the ports of
entry; and

(i) personnd training, particularly, the Police, Cusoms and State Security Service in the
tracking of illicit traffickers of nuclear materias and other radioactive sources.
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STEPSTO IMPLEMENT THE LEGAL AND REGULATORY INFRASTRUCTURE
FOR PHYSICAL PROTECTION OF NUCLEAR MATERIAL IN PERU

R. RAMIREZ QUIJADA
Ingtituto Peruano de Energia Nuclear, Lima, Pert

The dgnature of Peru to become part of the Convention of Physicd Protection of Nuclear
Materid in 1995 has implied an obligation to formdize the legd and regulaory infrastructure
for this purpose. As fird step, physca protection measures were formaized on the two
nuclear facilities one criticd assembly of cero power (RPO) and another research reactor of
10 Mw therma power (RP10). Both of them inddlations uses low enriched uranium nuclear
fud (Materid and Testing Materid — MTR type).

In the other dde, even thorium was put in perspective to control, currently it is being used for
non-nuclear purposes and has not been induded insde the physicd protection meesures. Its
physica and chemica form and itslittle quantity do not warrant for applying the Convention.

The physcd protection measures implemented in the research reactor were well depicted in
ref. [1] where was concluded that the physica protection syssem met the recommendations of
INFCIRC/225/Rev.3. The criticd facility (RPO), as having nucler materid categorized Il,
has implemented aless redtrictive systemn but enough to meet the requirements.

In 1999 an evauaion of dl phydcad protection sysem was performed over these two nuclear
ingdlations. This evauation took into account the recommendations of INFCIRC/225/Rev.4
[2]. The genera concluson was that the performance of physica protection sysem was
auitable to the Categories of nuclear materid — Il and Il — and that the ingtdlations where
nucler materid is used were suitably protected againgt non-authorized or illegd removd of
nucleer materid and sabotage. However, some of components of the system were not
aopropriately working and could make wesk dl of the system.

Ancther of the identified problems was the lack of a rule on physicd protection and dso the
lack of the Desgn Bass Threat, dthough this fact was well known due the socid conditions
in the country.

The second undertaking has been to prepare the rule on physica protection where competency
and requisitesin physica protection of nuclear materid are established.

The proposed rule was fird written teking into account the recommendations of
INFCIRC/225/Rev.4 and then & so the recommendations by an IPPAS mission in 1999.

In order to cope with dl of this subjects the projected rule — currently under review — has
included both legd and technica aspects The main parts incdude the objective and purpose,
the responghiliies for the organizations engaged in the physca protection, categorization of
nucler materid as established in the Convention on Physical Praection [3], requistes for
trangportation and dorage an use of nudear materids, requistes for nudear inddlations,
coordination levels between State authorities, and enforcing and sanctions.

As the Indituto Peruano de Energia Nuclear (IPEN) is the naiond competent organizaion in

nuclear energy the proposed rule has dso edablished that nationd competent authority on
physical protection as being |PEN.
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The proposed rule foresee the participation of Ministry of Defense and Ministry of Internd
Security . In order to achieve a good leve of participation and engagement of these authorities
the document is going to be reviewed by these two state organizations.

Additiondly, pursuant the Convertion, in the rule has been daed specificdly tha non-
authorized remova or sdbotege of nudear materid and ingddlations will be punished by Civil
and Penal Code.

If some offenses rdated the physica protection would happen, the current Pend Code and
another Laws make possble to punish them but it coud be not easy a dl. In order to close
the legd drde for a good reguldion of phydcd protection some indudons specificdly
related to this matter will be proposed to the Pend Code.

It is expected that the proposed rule will be gpproved by the early next year, but the additions
to the Pena Code perhaps will need more time.

One additiond task for IPEN in the year 2000 was to perform ingpections, by the firg time, on
the physcd protection of nudear materids and ingdlaions as an advance of the future
formalized control of the Nationd Authority.
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PHYSICAL PROTECTION UPGRADE IN AN EXISTING RESEARCH REACTOR

A.R. OSTROWSKI
Nationd Atomic Energy Agency, Poland
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Directorate Civil Nuclear Security, UK
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Indtitute of Atomic Energy, Poland
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An IPPAS Mission, with participating experts from France, Germany, USA and the United
Kingdom aranged by the IAEA for Poland in 1997, formulated a number of
recommendations on how to upgrade the Physica Protection sysem a the Inditute of Atomic
Energy in Swierk, Poland. The nuclear materids of interest were categorised as in use or in
dorage. Some of the recommendations were impossble to implement in short term without
outside support because of financid difficulties.

The IAEA and two Member States (United States and tie United Kingdom) arranged for a
folow-up vidt. They made funds avalable and delegated their representatives to co-ordinate
works on the PPS upgrades. Chris Robertson (Sandia N.L.) and Steve Atkinson (DCNSy)
proposed a concept of improving the Physcd Protection System following 1PPAS
recommendations and optimisng improvements in order to get the most effective upgrades
usng limited funding. Ther Draft Desgn Document for Upgrades to the Inditute of Atomic
Energy dated January 1999 initiated works towardsimprovements.

The concept condsted of enhancing exising layers of defence and providing additiond layers
againg would be adversaries in the area of the targets. Adding layers of defence is congstent
with the multi-zone gpproach recommended by the laest revison of the basc
recommendation INFCIRC/225 rev. 4. These enhancements included:

1. Building a Guard Station cose to the target and equipping the Station with hardened
walls, doors, and windows.

2. Providing darm detection and video assessment equipment.

Providing a modern computerised access control sysem to dlow entry of only authorised
persons to designated aress.

4. Hardening of the vault.

The vault containing fresh fud was equipped with hardened wadls and doors as wdl as
sensors to detect unauthorised entry and CCTV for assessment. Two man principle for door
contral involving authorisation from the access control system creste a red obgacle for any
unauthorised entry. Additiondlly, a set of tie-downs immobilisng esch fud contaners was
desgned and built to add dday for any theft action. The locking tie-downs provide a
mechanical layer of defence, which is a formideble barier for the adversary. In addition, it
provides for two man mechanica control when specid procedures are written and enforced.
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The tie downs are located close to the target, are of reatively low cost, and ae easy to
maintain. The tie-downs were locdly desgned and manufactured a the Inditute. Both the
design and congtruction were highly rated by specidists from Sandia Nationd Laboratories.

The response force condsts of specidly trained guards who operate the new adarm dation
located within the reactor building. Access to the reactor darm dation is controlled by
eectronic eguipment configured to dlow entry usng required cards and codes. Alarm
detection, assessment, and response ae co-ordinated from this location. This dation is
manned 24 hours a day seven days a week where the operators work in shifts. The armed
response force team members are postioned in severd locations throughout the Inditute. The
dam dation operators and guards were dso provided with portable radios and base dations
to enable them to communicate between themselves and with the locd and nationd police.

All of the physicd security upgrades were procured inddled and built during 1999. The radio
communication eguipment and spare pats for the security sysem were provided during
February 2000. Where possible, loca contractors were used. They were sdected on the bads
of experience on smilar inddlations in places like the banking sector. The sysem was
designed with sugtainability in mind. Future cost and resources to mantain the sysem were
congdered throughout the desgn and implementation dages Additiondly, the system was
engineered to enable the Inditute to expand thelr current security configuration in accordance
with potentid changes in threat and target definitions defined by the Polish security
organisations.
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DOMESTIC COOPERATIONIN COMBATING ILLEGAL NUCLEAR TRAFFIC —
EXPERIENCE OF THE EMERGENCY SERVICE CENTER.

G. SMAGALA, R. TANCZYK
Centrd Laboratory for Radiologica Protection (CLOR), Warsaw, Poland

Poland's experience in combating illicit trafficking in nudear and radioective materids daes
from the end of 1990 when the government decided to expand detection capabilities at the

border checkpoints and initisted a gradud deployment of the portd radiaion devices to
detect dl atempts of imported commodities with raised radiation leve. Although the country
had dready had wedl-developed regulaions in place as wel as accountability and control
sysems over nuclear materid, radiation sources and devices, the need to enforce the control
activities and to drengthen cooperation among the nuclear safety and radiologica protection
bodies and the law enforcement authorities gppeared. Then, besdes the importation of the
post Chernobyl contamination transports Poland experienced from:

the log and vagabonding nucler materids or radioactive sources from the former
Soviet/Russan military bases deployed in Poland

the tourism trafficking in radioactive materias

Thetask of combeting illegd radioactive traffic has been entrusted to:
the Border Guard and Customs services - a the borders
the Police and State Security services - mainly within the date

Some contribution to that action have had adso the recyciing metdlurgicd scrgp plants, which
decided to ingdl fixed radiation control devices to protect ther products from the presence of
radioactive isotopes.

The duty of the coordinator as well as providing an immediate assistance in case of a saizure
or a suspicion aout the sazure of unknown radioactive materid, fulfils the Emergency
Service Centre (ODSA) a the Centra Laboratory for Radiologicd Protection (CLOR).
ODSA has been edtablished in the mid-60s and its fundamenta responsbility is to collect
notifications on radiologicd emergency events and to organize hedp to liquidate consequences
of a radiaion incident with involved souces. All users of rediation sources and the law
enforcement officers are obliged to inform ODSA about incidents with involved radiation
sources. The Emergency team is on duty around the clock and serves as a source of advice or
firsd ad to the users of radiation sources and the law enforcement officers in case of any
radiation hazard with involved radioactive sources. When circumstances require of an
immediate response, the officer on duty arives a place, where an illicit event happened and
he takes action in accordance with the reguirements of nudear safety and radiologica
protection.

ODSA / CLOR activities in that respect are supervised by the Nationa Atomic Energy
Agency (NAEA), the regulatory and control body for peeceful use of nucler energy in
Poland.

Snce the fird inter-agencies initigtive for combating illicit trafficking in  radioactive
materids, the NAEA has concluded agreements on mutua cooperation with dl law
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enforcement bodies. the Border Guards, the Customs Board, the Police and the State Security
Office. The scope of those agreements is dependent on the range of interest and kind of
involvement in those activities of the contracting parties The main intention was to recognize
the need for cooperation in maiters related to the erforcement of the domedtic law and to
esablish the mutud assgance between the contrecting parties as wel as ther subordinate
savices From technicd point of view the authorized unit to peform asssance under the
concluded agreements is mainly ODSA / CLOR. All assstance and services under the
cooperation agreements are performed free cost by ODSA / CLOR.

The chigf agency looking for an advice, consultations, expertise, support in detecting and
reponse ectivities and many other services in tha respect is the Border Guard, which
operates the portd radiation devices deployed at the border checkpoints.

An undenidble ad in some seizure actions of ‘orphan’ sources was an avalable information
from the database on dl licensed radiation sources and their users established and maintained
by ODSA / CLOR. The law imposes the obligation of keeping records of ionizing radiation

sources at fadlity level and a dae leve upon data provided by the users of sources and by
the licenang and contralling body, which isthe NAEA.

As of 2000, the whole action teken for combeting illegd nuclear treffic resulted in the
following sazures (roughly):

- 21 kg of depleted uranium

- 8kgof naurd uranium

- 1kgd low-enriched uranium

- 40 sedled sources (Cs137, S-90 and Co-60), the biggest was Cs137 with activity of
1Ci. There was regidered one incident with stolen and regained Ir-192 source of
activity about 4 Ci.

Additiondly, ODSA regisered a dozen or s0 of cases with contaminated scrgp and other

objects. Worth of mentioning are seizures of US dallars, gold and works of art, contaminated
likely purposdy with 3131 or Zr-%5.

All those seizures were carried out by the law enforcement services with ODSA assstance in

detection and response actions. The identification of the seized radioactive sources has been
performed by CLOR.
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ORGANIZATION OF CUSTOMS CONTROL OF FISSIONABLE AND OTHER
RADIOACTIVE MATERIALS

L. UKHLINOV

Directorate of Specid Technique and A utomation of Customs T echnologies
State Customs Committee of the Russian Federation

Moscow, Russian Federation

V. BOJKO
Sheremetyevskaya Customs House, Moscow, Russian Federation

Among the routine ingpection tasks of the Sheremetyevo customs office are tasks stemming
from internationa commitments of Russa to prevent proliferation of nuclear wegpons and
materid that can be used for making these wegpons. These tasks are:

- radigion monitoring of al vehides passengers, their luggage and goods crossng the
date border;

- ingoection of fissondble and redicective materids (FRM) legdly transported by
paticipants in the foreign trade activities with a view to checking that the declared data
fully correspond to the actud radioactive cargo.

(a) Organizational measures

The Sheremetyevo customs office has a depatment whose personnd is specidly trained in
radiation monitoring and can operae radiometric and spectrometric  ingruments.  These
soecidigs are induded in shifts on duty responsble for customs cdearing and ingpection and
cary out continuous radiation monitoring of passengers and ther luggege, vehides and goods
crossing the border. They work on the 24-hour bess which dlows quickly and skillfully

locdizing the detected radiation source and avoiding direct contact of customs officers,
arport personnd, and passengers with the radioactive item.

(b) Technical measures
They indude provison and everyday use of radiaion monitoring insrumentetion, dassfied
as

- ddionary equipment of primary radiation monitoring (SEPRM);

- hand-hdd ingrumentsfor additiond radiation monitoring (RM);

- gpectrometric equipment for control of legal FRM trangport.

The cusoms procedure for monitoring of fissonable and radioactive materids is divided into
three stages.

Stage |, primary RM. It is caried out by dationary FRM detection systems Yantar for
cusoms gpplications inddled on the customs ingpection line next to the X-ray ingpection
equipment (XIE). These sysems operate on a continuous automatic bass in co-ordingion

with the other elements of the genera customs ingpection system. A scheme like this provides
comprehensve RM of everything that crosses the customs border and alows radiation
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sources to be quickly detected in the total traffic of passengers and goods. If the Yantar
system produces an darm signd, the customs clearance of the passenger stops and our officer
turns to the second stage of radiation monitoring.

It should be mentioned that a Stage | the darm-causing item is recorded by video cameras
fixed on the Yantar racks and automaticaly switched on in the case of darm. The recorded
picture is then printed out (with the number of the monitor, date and time of the event) and
can be used for ensuing legd procedure.

Stage 11, _additiond RM. It is caried out by our officer who uses had-hdd indruments. His
tasksare:

- tofind out the cause of darm produced by the SEPRM,;
- toseek and locdlize the radiation source in the passenger’ s luggage;

- to messure the maximum exposure dose rate (EDR) on the luggege surface and to
assess the Situation in terms of radiation hazard for the surrounding people;

- to check the passenger’ s luggage for surface contamination;
- to perform primary identification of the detected radioactive source.

Stage 111, profound radiaion examination. It is caried out by licensed expert organizations to
draw fina conclusions about the detected radiation source.

This scheme is used to fulfil the firgt of the above nonproliferation tasks. As to the other task,
i.e. control of legd FRM traffic, the scheme is as follows. stage 1, check of documentation
followed by sandard customs clearance and ingpection procedures, and Stage 2, direct
ingpection of the FRM.

Check of documentation conssts primarily of checking the permisson documents (licenses,
permits of State Atomic Ingpection), certificates permitting transport of FRM, certificates for
container design, quota papers, and other documents required for customs ingpection.

In the course of customs ingpection with spectrometric ingruments without opening the
containers the correpondence of the declared radionudides, their amount, uranium
enrichment levd to the trangport documents is verified and compliance with the FRM
transport safety regulations is checked. In addition, packages with FRM are weighed and X-
rayed with the X-ray inspection equipment. If any discrepancy is found in the parameters of
the goods, customs dearing is suspended and a satement of customs regulations bregking is
made up. The regulations-bresking item is handed in to one of the appropriae licensed
laboratories for expat's examination and based on the expet’'s concluson a decison is teken
to Sart lega proceeding againgt the regulations bregker.

Thisisthe scheme of customs radiation monitoring at the internationa airport Sheremetyevo.

The efficiency of the scheme is illudrated by the following figures. In 1997, when appropriate
technicad means and trained personnd were lacking, there were only 2 events of detecting
items with a rather high radioactivity levd in the luggage In 1999, after the entire radiaion
monitoring system was fully deployed (i.e. the flight checkpoint was equipped with technical
means of RM, personnd was trained, specid technologies and dgorithms were deve oped),
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there were 61 events of radiation detection, and in 2000 there have been 90 events, including

breeches of legd FRM traffic regulaions through disagreement of declared and actud
parameters.

We bdieve tha the above-conddered organizatiion of radiation monitoring dlows effective
and quite rdiable control of and adequate response to possble illict trangport of FRM
through the airport Sheremetyevo to other countries, including CIS.

In the near future we plan to increese the efficiency of the radigtion monitoring by integrating
the currently operationd customsused dationay FRM detection sysems into a dngle
information network cgpable of providing sSmultaneous videoaded continuous nuclear
monitoring a three terminds (Sheremetyevo-1, Sheremetyevo-2, Sheremetyevo-Cargo) with
digolay of information at the workstation of the duty customs inspector.
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MEASURES AGAINST ILLICIT TRAFFICKING OF NUCLEAR AND OTHER
RADIOACTIVE MATERIALSIN THE SLOVAK REPUBLIC

S.BEZAK )
Nuclear Regulatory Authority of the Slovak Republic (UJD SR)
Trnava, Sovak Repuhlic

This presentation contains description of measures used in the Sovak Republic to combat
illicit trafficking of nuclear and other radioactive materids. The man goa of these messures
is to dlow sife and effective utilization of nuclear and other radioactive materias under
aurvellance of respondble date authorities as well as recover materids that were removed
form legd utilization despite the preventive measures.

Prevention is the mogt effective and the chespest way how to overcome problems. An
important precondition for prevention is exigence of a natond (or dae) sysem for
controlled utilization of nudear and other radioactive materids completed by an effective
physica protection of these maeids and fadlities involved and suppated by sufficient low
enforcement.

A date sysem of accounting for and control of nuclear maerias in Sovekia is based on the
IAEA INFCIRC/153 requirements. A fact that the IAEA inspectors never have recognized
any unaccounted nuclear materid could ke the best proof of its qudlity.

Phydgcd protection system in both Sovak NPPs is based on principles goplied in
deveopment of advanced physica protection systems used in western NPPs. Technologica
sysems and nucler materids ae categorized into three categories — firs one is mogt
sendtive. Barriers of each category zone are equipped with sufficient detection systems and
are monitored by TV sysem. The system is operated by NPPs operators. Entrances are
guarded by private security guards. Response forces are created by the Police.

A legd support provides the Act No. 130/1998 on Peaceful use of nudear energy and
regulaiions on Accounting and control of nucler materids, on Physicad protection of nudear
facilities and nuclear materias and on Trangports of nuclear materias and radioactive wastes.

The Crimind Code of the Sovak Republic has been amended and an illegd possesson of
nuclear and radioactive materidsistrested asacrime.

Response follows when preventive messures have been broken (ether insde of date or in
neighbor countries). Its purpose is to detect illegdly owned materid and return it back to a
legal owner or its safe disposdl.

After firg few trafficking incidents on the territory of the Sovak Republic a group of experts
from involved ministries e aborated system of measures how to cope with this phenomena.

This system covers
detection of illegdly transferred redioactive materid a the border or insde of the
territory of the Slovak Republic

handling and processing of confiscated materia
radiation protection of involved persons
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improvement of andytical indrumentetion in laboraories of the Minisry of Interior
and Minigry of Hedth

The measures were gpplied in two steps. Within the first step some detectors were inddled at
the border with Ukraine, some police and custom officers were equipped with handhedd and
persond dosmeters. As the second step detectors has been indtdled a dl border crossngs
with Ukraine and two border crossngs with Poland. Police and customs officers were
equipped with handheld and persond dosmeters a dl border crossings.

After detection by customs or police officers a specid group of the Civil Defense is addressed
which caries out the basc identification of the materid and together with the officers gpplies

necessary radiation protection measures.

Confiscated materid is transported by a specidized group of the Slovak Power Plants (SE) to
its facility specidized on decommissoning, radwaste trestment and spent fud hardling (SE
VY Z) where the materid is stored and prepared for disposd.

According to red experience the effective combating could be done only in co-operation of
dl involved gate authorities

the Customs authorities and the Police co-operate on investigation of the event,

the Civil Defense co-operates with the UJD SR (nuclear materias) and the Ministry of
Hedlth (other radioactive materials) on identification of confiscated materid.

On the base of an agreement between the Minigtry of Interior (Police, Civil Defense) and the
company SE the facility SE VYZ will cary out trangport, Sorage and preparation of
confiscated materid into aform suitable for disposd.

Specid form of co-operation is cooperation between the Police of the Sovak Republic and
police authorities of surrounding states and INTERPOL. This is the mogt effective way how
to detect trafficked materid ingde the Sate territory (in the case of dpha emitters maybe the
only one).

Certain form of internationd co-operation is participation of the Sovek Republic in the IAEA

programs in this fidd, manly contribution to the IAEA daabase on illicit trafficking of
nuclear and other radioactive materias.
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EVALUATIONOFEFFECTIVENESSOF PHYSICAL PROTECTION SYSTEMSAT
NUCLEAR FACILITIESIN THE SLOVAK REPUBLIC

A. STEFULOVA )
Nuclear Regulatory Authority of the Slovak Republic (UJD SR)
Trnava, Sovak Republic

Abstract

This paper contains short presentation of the date supervison in approach to the evauation of
physcad protection sysems a the nuclear facilities as one kind of measures used to prevent
combat illicit trafficking of nuclear and other radioactive meteriasin the Sovak Republic.

I ntroduction

The dae supervison of the nudear safety in the Sovak Republic is peformed by Nuclear
Regulatory Authority of the Sovek Republic (UJD SR). Its main objective is to ensure that
the nudear power is utilized in accordance with vdid legidation and rdevant internationd
agreements in the Sovak Republic.

The utlization of the nudear power in Sovakia is based upon the Act No. 130/1998.
According to this act, physcd protection of the nuclear fadlities and nuclear materids is an
integral part of measures necessay to ensure the nuclear safety. It is the nuclear facility
operator who is respongble for the condruction, operation, and physicd protection of the
nuclear facilities.

Physical protection system and evaluation of its effectiveness

Every organization which intends to begin condruction or operdtion of the nuclear fadlity can
do s0 only on the bass of the permisson issued by the UD SR. Socdled “physcd
protection plan” is part of the reviewed documentation necessary for issue of the license. The
plan mug teke into account dl requirements imposed upon the physicd protection sysem as
dipulated in the UID SR's Regulation No. 186/1999 which detals the physicd protection of
the nuclear facilities, nuclear materids, and radioactive wadtes.

The physicd protection of the nudear facilities and nucler materids is defined as a sysem of
the technicd and organizationd measures which ae amed to prevent unauthorized
manipulations with the nudear fadlities and nudear materids mainly to prevent ther abuse
or damage. At the same time, it represents a set of measures for vetting of the capability and
trusworthiness of the persons being assigned to the working activities indde the nudear
fadilities, manipulating with the nucdear maerids, or having access to the information on the
physca protection of the nucear fadliies and nucdear materids For this purpose, the
physca protection sysems are used, forming of which have been being subject of nationd
and internationd interests for long period.

The government of former Czechodovekia decided that there was a need to create a new
physcd protection system which would increese the levd of the nudear facilities physicad
protection, back in nineteen eighties. It was decided that the physica protection would be

preferably provided usng an Automated Complex of Security Protection of NPPs—
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AKOBOJE. After the split-up of Czechodovekia the Sovak Republic decided to continue in
further enhancement of the physicad protection, and in cooperation with western companies, it
improved the exigting AKOBOJE system to the levd comparable with the one of the
indudtridly developed countries.

The ingpectors of UD SR peaform the inspections amed a an evdudion of the physica
protection sysems leves in accordance with the vaid legiddive regulations. The man
objective of these ingpections is to assess conditions of the physicd protection system and its
changes since the previous ingpection, assess the traning and qudification programs of the
physca protection team members, evduate the plans and procedures to be applied during
events a nuclear facilities. At the same time, fulfillment of remedid measures imposed upon
the nuclear facility operator is checked. In these cases, they are s0 cdled routine ingpections
performed in accordance with an UJD SR's Inspection Plan. In case of exceptiond events, the
ingpectors perform unplanned socalled specid ingpections which are UID SR's response to
the applicable event in the responsible organization.

When ingpecting the levd of the physcd protedion sysem, compliance of the system
equipment conditions is compared with the ones described in the relevant physica protection
plan for the gpplicable nuclear facility. With regard to the fact that the AKOBOJE system
represents technicd solution of the whole physca protection sysem, and it is desgned o
that any uncontrolled access of persons into individud categorized aress (i.e. into guarded,
protected, and inner areas) and into the buildings, where categorized equipment is located, is
prevented, the attention during its ingpections is focused on the following:

check of the persons and vehicles entriesinto individua aress of the nuclear facility
check of the guarded, protected, and inner aress barriers

check of the detection dementsin theindividud categorized aress

check of the AKOBOJE control center

check of the peformance of the examinaions, mantenance, and compensaion
messures induding proper inddlation, examindions and mantenance on the

equipment

Pat of the security system is dso physcd protection teams which comprise of the own
employess of the regponsble organizaion, private security service employess and police
response forces of the Sovak Republic.

In cae of the ingections amed a evdudion of the reguired level of traning and
gudification of the security service employees, the ingpectors focus on verification whether
the employees are sufficiently qudified and whether they have sufficient knowledge and Kill
for peformance of the assgned duties and responghilities including procedures a the
response action and use of specid tactics during these action.

During the assessment of the totd effectiveness of the physica protection sysem, the
ingoection is amed a the detaled examinaion of the physcd protection systems, and
determines if these sysems are functiond and operationd in accordance with the regulations
and obligations gated in the rlevant physicd protection plans.
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Asessment of the totd system efficiency is caried out by smulation of an incident and
ingpection of the individud physicd protection dements procedures and capability to act in
the shortet posshble time when ddaying the intruder's progress towards the predefined
intrusion target. The atention is paid during such an ingpection to the following:

functionality check of the AKOBOJE systemsin service

vigilance check of the AKOBOJE control room staff and preparedness of the physicd
protection dements to cope with the incident — bariers defest and intruson into
categorized areas

check of connection and effective communication between individud physca
protection e ements during response

check of response management sysem and activities coordination of dl involved
eements.

The ingpections of this type take place under drict precautions, and must be in compliance
with exiging plans for incidents managemen.

In case of the changes influencing the totd effectiveness of the nuclear facility physica
protection system, it is necessary that the operator asked UJD SR for issue of the permisson
of these changes before their implementation. UJD SR then verifies the effectiveness of the
proposed changes and ther totd impact upon the physicd protection sysem by its inspection
activities. The man focus is that the concavable changes should not impar the physca
protection system level.

Conclusion
Based on the ingpections performed up to date it can be satifactorily dtated that the
automated security sysem AKOBOJE inddled in the nuclear facilities in Sovakia is fully

functiond and rdiable and it complies with even highest requirements imposed upon the
syslems of this type in the develop countries
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TECHNIQUESAND ROUTINESTO DETECT AND RESPOND TO ILLICIT
TRAFFICKING IN SWEDEN — A SURVEY

A. RINGBOM
Swedish Defence Research Agency (FOI),Stockholm, Sweden

L.SPJUTH
Swedish Defence Research Agency (FOI), Stockholm, Sweden

The nationd capabilities to detect and respond to illicit trafficking of nuclear maerid in
Sweden has been invedigated. The study has been peformed on behdf of the Swedish
Nuclear Power Inspectorate (SKI). The tak will indude a description of the main results of
the study, together with suggested recommendations for improvements.

Mesasures taken in Sweden in order to prevent illegd transfer of nuclear wegpons materid
(highly enriched uranium and plutonium), as wdl as radiaion sources and contaminated
materid, have been dudied. The focus of the sudy is put on technica issues such as radiation
detectors and other andyss capabilities, but dso includes a survey of the present routines that
are goplied in a case of illicit trafficking. The survey has been performed through interviews
with representatives from the Swedish customs, radiation protection Inditute (SS), SKI, and
other rdevant organizations. Furthermore, vists have been performed to border crossngs and
meta scrap companies.

Sweden has a 2200 km land border to Norway and Finland, and the 2800 km sea border
indudes saverd large habours, both in the Bdtic sea and in the Nordic sea Until the
beginning of the 90's the border control have had no resources to detect materid emitting
ionizing radidion (in this case only gamma - and/or neutron radition is relevant). As a result
of the increased number of cases involving radicactive and even nudear materid, the border
guards were equipped with handtheld gamma dosmeters a few years ago. In totd 63
indruments has been didributed dong the Swedish border line. This is the only detector
equipment avalable today. If a radiation dose of more than twice the background or 0.7 nBv/h
is detected, the border guards are advised to contact the Swedish Radiation Protection
Indtitute (SS), which is the authority responsible for the firg handling of the goods. If the
materid is found to be nuclear materid, SKI is contacted. The border control has no fixed
indaled sysems for cars, trucks, boats or trans. The experience of such sysems in Sweden
can however be found a severd private sted scrgp companies, which have inddled fixed
indalation eguipment on their own initigtive. There are today no officid regulations forcing
to control imported meta scrap with repect to contamination from radioactive substances.

The Swedish border control has no resources for detection of neutron rediation. The detection
of neutron redigion is especidly importat in the case of plutonium (wegpons grade
plutonium emits aout 50000 neutrons/second/lkg, while wegpons grade  uranium  emits
approximately 1 neutror/second/kg). Regarding the specific topic of forensc andyss of a
sample of nudear maerid, the sudy finds a need for introducing routines involving naiond
and interndtiond indtitutions with advanced andyds cgpabilities It might be difficult to find
motivation for a rdativdy smdl country like Sweden to keep the andyds cgpability for al
kind of nucdear forendc invedigations. A formdized contact with internationd laboretories
would therefore be of grest vdue It is however, important that certain andyss techniques,
such asidentification of isotopic and eemental compostion, is performed netiondly.
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In summary, the sudy finds that Sweden has certain capability to detect and respond to an
event involving illiat trafficking of nudear maerid. There is however, room for
improvements, in paticular in the area of fixed indaled detector systems, neutron detection,
and the edablisment of formd routines and enhanced nationa capabilities for forendc
andyss The posshility to equip the border controls with hand-hed (or pocket) neutron
dosmeters should be invedigaed. Furthemore, a pilot dudy involving fixed ingaled
sysems a one or saverd sdected border crossngs would give useful nationa experience in
this area

88



IAEA-CN-86-50

PHYSICAL PROTECTION AT NUCLEAR POWER PLANTSIN SWEDEN

T.MOLANDER
RinghdsAB, Vértbacka, Sweden

Extended synopsis

The peper will discuss the issue of physicd protection from the view of the power plant
security maneger. The full paper will eaborate on the issues indicated under each heading
below.

The Swedish Nuclear Power Inspectorate, SK| asthe normative regulatory authority

I directions are based on a unique Swedish Stuation teking into account our tradition of
civil persons being unarmed.

SKI ambitions forms the basis for our security leve.
Physicd protection issues are discussed with SKI both in an informa and formad didog.

XK1 and the plants have established a mutua confidence based on co-operation and a clear
underdanding of roles.

Physical protection and reactor safety

The physicd protection is part of the reactor safety, but we were given requirements from two
different officesat SKI.

We make use of reactor safety systems to guarantee cooling of the core long enough for the
response force to arrive at the plant and to take appropriate measures.

Responsibility for an effective physical protection at the plants
Theroles of:

the management as being responsible for the physica security a the plant

the staff as policymakers and controllers

the operating personnel who are obliged to follow given ingtructions

all the employees in contributing to the security by recognisng unknown persons and
reporting risks

Security barriersand balanced protection in depth

The Swedish nucler power plants are provided with security barriers, Limited, Supervised,
Protected and Vita areas with checkpoints a the boundaries between the different aress.

Mechanicd safety will stop intruders and security equipment will give us information and
initiate the response by guards and the response force.

Unarmed guards and response for ce by the police

Unarmed guards are part of the fundamenta philosophy at our plants.

We use guards for early warning and follow up a incidents.

89



IAEA-CN-86-50

Threat handling by the prepared and trained police offica's from the Swedish police force in
co-operation with the plant management.

Experience from 25 yearswith physical protection at Swedish nuclear power plants

The chdlenge to maintan security awareness and to explan the necessty of security
preparations for a potentia threet, that by many is deemed to be unlikely. The importance of
getting genera acceptance for the threet.

All coopeations need preparaion and cooperdion between the plant and reevant
authorities such as Kl is a vitd pat of the physcd protection of Swedish nuclear power
plants.

During the last years we have had trouble with demondrations a Swedish nuclear power
plants. Thiskind of eventsis not defined in the SKI directions.
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REVISING NATIONAL PHYSICAL PROTECTION REGULATIONS
FOR NUCLEAR FACILITIES

S. ISAKSSON
Swedish Nuclear Power Inspectorate, Stockholm, Sweden

Extended synopsis

The Swedish Nuclear Power Ingpectorate, SKI is the competent nuclear regulatory body in
Sweden and therefore respongble for the supervison of nuclear activities. In the directives to

X, the Government specifies performance goas. One of these gods is that nuclear facilities
and nudear materid under Swedish jurigdiction must be given adequate protection againgt
terrorigt attacks, sabotage and theft.

Furthermore SKI should establish regulations that are clear and transparent. The requirements

in the regulations should be sufficiently generd so that the licensees responghbility for safety
and security is not negatively affected or assumed by SKI. Moreover SKI should through
activity-oriented supervison control how the licensees meet the requirements.

In addition to this the internationd phydcad protection recommendations, published in
INFCIRC/225/Rev. 4, were recently revised to better reflect modern requirements.

During the build up of the nuclear power program in the late seventies SKI early recognised
the need for physicd protection measures a nuclear facilities. It took SKI a couple of years to
arive a a suitable concept for protection which then led to the publication of regulations
requiring operators to take proper measures. The regulations have remained unchanged and
served its purpose well but due to changes in the supervisory policy of SKI and requirements
to modernise regulations there is now a need to rewrite dso the physcd protection
regulations.

The present regulations are by nature very detaled but in the light of the new supervisory
policy of SKI, to dealy put the full responghility on the licensee to take appropriate
measures, the objective is to have transparent regulations laying out generd functiond
requirements which the licensee has to meet. The licensee should then have the obligation to
show SKI how the regulatory requirements are met.

In order to achieve this a process to revise the physicd protection regulations for nuclear
fecilitieswasinitiated in 1999.

The process that has been egtablished by SKI to develop regulations can be divided into the
following formd seps

Devdopment or review of the exiding desgn bass threst, to be coordinated with
other nationd authorities.

Proposed regulations, first draft

Review of the interna regulatory group at SKI
Comments from relevant offices within SKI
Proposed regulations, second draft
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Informationto the Director General and the Board of SK

Request for informa comments from operators, police authorities and other revant
bodies

Mesting with interested operators and other relevant bodies to review comments

Proposed regulaions, find draft

Forma request for comments from operators, police authorities and other reevant
bodies

Proposad regulations presented by the Director Genera to the Board for gpprova
Regulationsin force

As shown above the process is quite lengthy but it gives the opportunity to indude externd
comments into the find regulaions. Furthermore there is a greater posshility that the find
regulations will meet a better acceptance by the licensees given tha they have had the
opportunity to influence them. SKI has had very good experiences usng this process in
deve oping regulations during the last years.

The full paper will in more detal discuss the process to review the desgn besis thredt, the
chdlenge to draft generd requirements without loosing focus on important issues.
Furthermore the interaction with safety specidists a SKI and the didog with the licensees

and relevant authorities will be discussed. Findly the paper will eaboraie on the cornersiones
of the revised regulations.
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NATIONAL INFRASTRUCTURE FOR DETECTING, CONTROLLING AND
MONITORING RADIOACTIVE MATERIALS

. OTHMAN
Atomic Energy Commission of SyrialAECS), Dameascus, Syrian Arabic Republic

The Atomic Energy Commisson of Syria (AECS) has the direct respongbility to assure
proper safety for handling, accounting for and controlling of nuclear maerids and radioactive
sources which based on a solid regulatory infrastructure , its dements contains the following
items: preventing, responding, training, exchanging of information.

Based on the Naiond Law for AECS's Establishment no. 12/1976, a Ministerid Decree for
Rediation Sefety no. 6514 dated 8121997, issued by the Prime Miniger. This Decree
authorizes the Syrian Atomic Energy Commission to regulate al kinds of radiation sources. It
fulfills the basic requirements of radiation protection and enforce the rules and regulaions.

The Radiation and Nucler Regulatory Office (RNRO) is responsble for preparing al the
draft regulations. In 1999 the Generd Regulaions for Rediation Protection was issued by the
Director Generd of the AECS, under Decison no0.112/99 dated 3.2.1999. It is basad on
IAEA, s publicaion, Safety Series no. 115 (1996), and adopted to meeat the nationd
requirements.

Syria has nine Boarding Centers seek to prevent unauthorized movement of nuclear materid
and radioactive sources in and out Sde the country. They are rdaed to the Atomic Energy
Commisson (AECS), and are located a the man entrances of the country. Each provided
with the precticd tools . Each provided with the practicd tools and equipments in order to
as5s Radiation Protection Officers (RPO) in fulfilling ther commitments by promoting
greater trangparency in legad tranders of radioactive materids and devices. They aply a
complete procedures for he safe import, export and trandt of radioactive sources. The RPOs,
provide authorizations by isuing an entry gpprovd document, after making sure that each
concerned shipments has an authorized license from the Syrian Regulatory Body (RNRO)
before permiting shipments to leave , to arive or trangt across ther territory and enables law
enforcement to track the legd movement of shipmentsto prevent theft, diverson or misuse.

A high technique for radiation monitoring were established in four boarders centers. Each of
these centers has a Radiologicd Control for Vehicle loads (multi channd system) RCVL.
This sysem dlows radiologicd control for vehicle loads a each access of the Syrian
boarders. SyrianLebanon, SyrianTurkey Syrian-Jordan and Syrian-Iraq borders.

At the time being, our new updaing regulaions enforce medicad prectices, ther qudity and
operationd charecteridics and the patient protection provisons — to have and implement a
proper Medical Exposure Control for radiologica patients.

Syria has a nationad Secondary Standards Dosmetry Laboratory (SSDL) a AECS which is
managed by awdl qudified and trained team.

REFERENCES

[1] Nationd law and Regulations
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EFFORTS OF TURKEY IN COMBATING WITH ILLICIT TRAFFICIKING OF
NUCLEAR MATERIALSAND OTHER RADIOACTIVE SOURCES

F.A.YUCEL, N. AKATS, A. YILMAZER
Turkish Atomic Energy Authority, Turkey

[llicit trafficking of nucdear materids and other radioactive sources creates both Non-
Proliferetion problem and dso a radiaion hazard risk for the law enforcement officers, public
and the environment. Since the illict trafficking and trading of nuclear materids and other
radioactive sources have been increesing over the past years it is very important to teke
immediate measures for preventing these actives.

Turkey, as a country having a unique postion & the crossng points of the two maor routes.
One connecting the Black Sea to the Mediterranean and the other connecting Europe to Asa
and the Middle Ead, is Stuated on the routes of illicit trafficking. Thus , Turkey ataches grest
importance in combating with illicit trafficking and strongly supportsdl effortsin thisfidd.

After the IAEA resolution GC(XXXVIIIRES15 requesting Member States to “teke all
necessty measures to prevent illicit trafficking in nudear materids’ had been adopted.
Turkey gave full support to the IAEA Programme on Combeting Illicit of Nucler and the
other Radioactive Materias and aso took some measures for combating such trading.

Regulatory activities regarding nudear and radiologicd safety, induding safeguards and
physcd protection in Turkey, are under the regpondhility of the Turkish Atomic Energy
Authority (TAEA). The TAEA ensures that the licensed activities do not cause any
unreasonalde rik to the public and to environmenta sfety and they do not impair the
common defense and security interest of Turkey

TAEA was established by the Act No.2690 of §' July 1982 and replaced the Turkish Atomic
Energy Commisson created by the Act No.6&1 in 1956. The Act N0.2690 Authorizes the
TAEA to cary out the activities connected with the fulfillment of Turkey’'s obligations arisng
from internationa agreements of in the field of safeguards and physica protection.

This paper covers the efforts and coordination role of the TAEA's planned activities and the
measures planed to be taken to prevent uncontrolled movement of such materids ae
presented. The co-ordinaive work of TAEA with other reevant organizations such as
customs officers, police and minidries, is dso introduced.
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ABOUT ROLE OF HUMAN FACTORS IN THE BUILDING OF PHYSICAL
PROTECTION SYSTEM

P.IVANOV
Heed, Physical Protection Divison, State Department of Nuclear Energy
Minigtry of Fuel and Energy of Ukraine, Kiev, Ukraine

The mogst serious forms of the illicit turnover represent crimes againg the mankind. We can

defeat this evil only by paying our common efforts and establishing a protection againg this
dissster based on the internationd, nationd and fadlities leves, with preventing any attempt
of such acrimeor participation in it a the earlier stages.

In our opinion, our contribution into the fight againg the illicit turnover has to be focused on
ensuring the safe keeping and integrity of nudear materid and radiation sources and on
creating powerful and highly efficient physicd protection systems.

A gpecid role in edeblishing the physcd protection sysem (at dl levds) petans to the
human factor.

It is necessary to specify aplace of this matter within the overall security system.

The nuclear energy sector security (as well as of other nationd industry sectors) is based on
the people devdopes pesonnd, differet level management responsble for decison -
maeking process, the representative of regulatory, controlling and legd dructures, and
therefore, in generd, the role of the human factor can be considered to be sgnificant.

After having andyzed, even in agenerd way, the status of affair we can see:
the stage of designing and development of fadilities is actudly completed.

The exising concept of protection does not meet current requirements of the physica
protection.

the next period - is the operation when it is necessary to adapt with usng capabilities
avalable to the today requirements ad to establish conditions under which the human
factor could compensate technical backwardness.

the find stage - the ChNPP decommissioning, the Object Shelter problem. It is obvious
that the ChNPP decommissioning process will increese acuteness of the problem
related to the physical protection of this fadility.

The operative stuation while being formed during the physca protection ensuring, first of
al, is afected by the following factors.

politicd factors changes in the geopolitical Stuation caused by fundamenta changes,
formation of anationd ate based on a principle of democracy and law, and etc.

socid and economic fectors  difficulties originated during the period of trangtion
towards the market economy, decrease in the standard of living; increase in the crime
rate and crimindization of socid relations and others.

oiritud wedth and culturd factors date ideology crids, deformation of norms of
behavior and spiritud vaues, and etc.
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In addition, a new problem suddenly gppeared related to the safety and security of the energy
complex, that is uncontrolled processes such as nonHpayments, debts on sday for severd
month period; dl these factors affect negatively the level of safety and security.

It is dlear, that in such a difficult Stuation the role of an individud is increesing. Actudly,
when there is no money for repair, fud purchase, the biggest thereat is resulted from the
gtuations when it is necessary to meke a right decison, i.e, to trip the equipment if any
deviations occurs in its functioning or to continue operation regardless the hazard.

Ignorance of the above factors or their non-objective (incomplete, partid ignorance)
accounting (condderation) findly can lead to the negative and irremediable consegquences.

Thus, the content and the extent of the security of a society, in generd, and every person, in
paticular, directly depend on the functioning of dl society’s dructure, and firg of dl, on the
economic, socid, politica and legd structures.

As areault, the physicd protection system acquires acomplex or comprehensve structure.

The given data are very important while explaning the meaning of the notion - physcd
protection. This term, as you know, dlows for functions to ensure the safe operation from the
point of view of its resstance to sadbotage acts, incduding a very important function as the
guarding, that is : prevention of unauthorized access to the protected territory, to the nuclear
inddlaion premises prevention and minimizetion of potentid negetive impact that can
directly or indirectly cause a hazard for the environment, life and hedth of a human being
resulted from radiation influence.

The datus of security of nudear inddlations fully depends on the activities performed by an
individud having crimina intentions aswdll as by ancther one who is standing on hisway.

There is a aufficdent number of arguments to &firm tha the ensuring of the physicd
protection from the point of view of a human factor, lays the bads for e successful solution
of security problem, in generd.

The fundamentd documents regulaing the nudear materid non-proliferation aspects, i.e,
Convention on physca protection of nucear materids, the revison of which is beng
conducted now under he IAEA’s aggis, and the findized IAEA’s Recommendation INFCIRC
[225/Rev 4, are used as the standard againg which the physica protection level is assessed.
The above documents dso cover dl the nuclear inddlation and maerids.

The Convention suggest to condgder as crimind offence the certain actions on illicit use or
threat of illicit use of nuclear materiad for the purpose of damaging the population.

This document dso foresees the development of a nationd system of physica protection and
evduation by the State of thereat reated to the unauthorized nucler maeriad remova. The
State should continuoudy andyze the trest and assess consequences of any changes in this
thereat for the physicd protection level and methods.

With regard to the nuclear inddlaion that can be subject to sabotage the appropriate physcd
protection measures should be implemented regardless the category of contaning nuclear
materid. The act of nudear sabotage can lead to the radiologica hazard for the population
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The convention and |IAEA’ Recommendations pay paticular etention to the human factor
conddering it as a basc executor of functions rdated to the unauthorized actions or activities
on ther prevention.

Taking into account the nuclear terrorism has not ddidics, while reviewing ether options of
therest we proceed from the tentative scenario of the terrorigts actions. Probable nuclear leg-
pull that can not cause a red damage to the equipment, if it is wel-presented can leaed to the
panic and disturb anorma operation of an enterprise or cause other negative impact.

The mogt of terrorig acts including the nucdear compulsion represent the influence upon the
public opinion. Even in a caxe of premeditated sabotage this can result in an unscheduled but

norma shut-down of a reactor without any dangers to equipment and environment, that
prevents the radioactivity relesse.

The cases such as protection peimeter violation, cdls with nuclear threats shooting a
guards or equipment, will obvioudy dfect the operation. However, the main purpose will be
the propaganda (for indance to demondrate that neither plant management nor the
government is aile to ensure gppropriate safety and security leve, and thus to dedroy the
hopes of recaving more favorable, better opinion of populaion concerning the NPPs), and
not the dedtruction, takeover or harm to anybody. Such a demondraive assault can not be
prevented in full, however, they are dso significant and threaten the security.

At the same time the exiging experience shows that terrorists as well as other blackmailers try
do not to do a threat. The internad activity and determination meke the terrorists groups
improve ther tactics, and increase the violence.

The scenarios of hogstage taking by terrorists can present potentid harms, as this repeatedly
occurs during the aircraft-related blackmails.

None of organizations can work without confidence in people a dl levds The hiring,
guarding, monitoring and regidration of people that are performed due to the security ressons,

could become s0 burdensome that will hamper the norma operation of equipment. The full or
absolute security can not be achieved.

In order to make a comprehensve evauation of the terrorism significance we have to take
into account politica, mord and practicd condderations.  However, due to the lack of
opportunities to assess the treat, the following gpproach is applied: we do not know if this
represents a threet, but it is better to consdered it as a threat. Therefore, during Sructuring of
the physica protection sysem in many countries (France, Canada and others) the guards are
not even armed.

Recently, during solution of the physicd protection problems the scde indines to the need to
se firga of dl, a secfic person, to look for messures and ways preventing potentia
manifestation and preventing conditions for negaive actions and not to count on the force
that should be used as an ultimate or extreme messure.
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PHYSICAL PROTECTION AS THE MOST IMPORTANT PART OF THE
NATIONAL SYSTEM OF COMBATING ILLICIT TRAFFICKING.

P.IVANOV
State Department of Nuclear Energy of Ukraine, Kiev, Ukraine

V.D. KOKHAN
NAEC Energoatom, Kiev, Ukraine

Firg of dl | want to express my graitude to the organizers of the seminar for having invited
here experts on accountancy and control, on phydcad and rediation protection, on export
control, hedth care as wel as representatives of Customs and Border and law enforcement
inditutions. During this meeting everyone will be given an opportunity to express his or her
opinion on the subject métter , to explain the role and capacity of their activities as an integra
pat in the sysem for combating illicit trafficking. The medting will engble dl the participants
to share ther experience in solving problems in accordance with “The Problem on Combeting
of lllicit Trafficking” adopted a the G7 meding hdd in Moscow in 1996 and with the
Resolution of the Generd Assembly of the IAEA “Measures of Illicit Trafficking...” as well
as facilitae the development of joint approach towards precticd implementation of dSrategies
and methods of non-proliferation of nuclear wegpons and assess possble ways to diminate
nuclear threet.

Hereby | would like to present the view of the Department of Nucdlear Energy a the Ministry
of Energy and Fue of Ukraine a theissue in question.

It is now obvious today that illicit trafficking, induding its most dangerous manifedations
proliferetion of nucdear wegpons, smuggling of nudear materids and equipment — present a
serious threat to the internationd community. To defeat this evil is possble only by joint
efforts, by undertaken protective measures on nationd and internationd level.

Joint efforts should be directed a fulfilling three main tasks as follows:

1 sfe and rdiable handling of nudear materid, effective messures of its physicd
protection, accountancy and control in order to prevent proliferation;

2. Joint etivities of intdligence cusoms and law-enforcement authorities directed at
prevention of internationd trafficking and marketing of stolen goods;

3. Joint activities directed at identification and prevention of illegd supply and demand
of fissonable materials counteracting thereby various crimina structures,

We bdieve that in order to solve these problems an internationd regime should be
edablished. Such internationd regime will make the dates implement the exiging
internationd  agreements  that  will drengthen thelr podtings regarding non-proliferation  of
nuclear wegpons, ensure combat of illicit trafficking as wel as facilitate Cupertino between
ndiond and internationd data basss on non-proliferaion of nudear wegpons, bilaerd
agreements  between date  authoriies and  internationd  organizations  regarding  joint
investigation procedures of the cases involving illicit trafficking. Such regime will define a
number of criteria and demands to be met by the daes to ensure effective combat illicit
trafficking.

98



IAEA-CN-86-55

We bdieve that these gods of internationd regime againg illicit trafficking can be achieved
by one organization only- IAEA, an authority respected by the internationd community and
presently responsble for nudear safeguards. Recommendations and guiddines on physicd
protection including the Convection on Physical protection have been devedoped under its
auspices. IAEA enjoys great respect and has extensive contacts including those with Interpol;
it renders sarvices rdaed to physca protection and illicit trafficking to member daes as well
asis setting up the database and data-processng systems onillicit trafficking.

The internationd regime should be based on Nationd sysems of combeting illicit trafficking
which indude measures for prevention, detection and response regarding illicit trafficking in
each specific Sate or acrossits borders.

When undertaking these messures one should take into account specific characteristics of the
dae, its unique features and its geography, politicd and economic dtuation, as wel as
different types of potential threat of proliferation of nudear wegpons, availability of materids
subjected to illict trafficking in this dae, generd dStuation of crimind trafficking in this dtate,
gened gStudion of crimind trafficking with radioactive materids, potentid consumers and
suppliers, market fegtures , possible incentives for crime etc.

Vita components of Nationa systems for combeting illicit trafficking are:
legidation;
date control systems;
operator responghilities;
physicd protection of nuclear and radioactive materia's and equipment;
export/import control of nuclear and radioactive materids and equipment;
dear definition of goas and responghilities of nationd |egidative authorities;
co-ordination of activities between ndiond authorities as wdl as with internationd
organizations,

Within the framework of the Nationa sysem an inte-depatmentd authority should be
esablished with the task of combating illicit trafficking. This authority should provide co-
ordination between authorities and inditutions be empowered to undertake effective and quick
measures for prevention of serious crimes and for detection of offenders and ther
accomplices when the crimes have been committed. This authority should provide efficient
and flexible co-operation between dl interested partiesin order to achieve specific results.

The gravest types of illicit trafficking are regarded as a crime againg of humanity. This is the
reason why every atempt of committing or facilitating such crime should be suppressed a the

initid sage.

Messures for prevention of illicit trafficking especidly the safeguards on physica protection
and export control of nuclear maerids are corner sones of the sysem of non —proliferation of
nucleer wegpons. In view hereof adl messures of combaing illicit trafficking should be
focused on nudear inddlaions and other gStes of utilizetion, Sorage or trangportation of
nuclear meterias.
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Eighty percent of al nuclear and radioactive materids in Ukraine is concentrated & the
companies and inditutions supervised by the Ministry of Energy and Fud. In view hereof we
see edablishment of poweful and efficdent systems of physcd protection, accountancy and
control directed agang theft and unauthorized transportation of nucdear and radioactive
materids as wdl as agang acts of sabotage & nucear inddlation peformed by individuds
or groups, as our contribution to combeting illicit trafficking.

These activities are based on Convention on Physcd Protection (|AEA Guide lines and
Recommendeations on Physical Protection of Nucler Materids and Nuclear Ingdlations as
wel as “Badc Safety Standards for lonisng Radiation’, practicd application of which
facilitates the deveopment of Nationd Sysem for combating illicit trafficking of radicactive
materids and sources of radiation. These documents will assgt in creating basc nationd
legidation. For example for drafting Ukrainian Law. “On Physicd Protection...”. Much work
has been done a nuclear inddlations of our Department in order to improve ther safety and
physcd protection, namely;

to minimize chances of unauthorized trangportation of nudear maerids and acts of
sabotage;

to underteke comprehensve messures amed a detection and retrievd of Solen
materid;
to minimize consequences of acts of sabotage

My colleagues from “Energoastom”, Chernobyl NPP, are going to dwel upon these issues in
thelr presentations in grester detail.

| want to point briefly possible ways of itsimprovement

The System of Physicd Protection is working within the generd safety system. Its specific
feature is integration with the system of accountancy and control of nuclear materids which
implies not only informative contects between the Systems of Physical Protection and the
Sysem of Accountancy and control, but aso ther deep interconnection. Development of
computerized sysems of Accountancy and Control will delete the line between the line SPP.
And SAC, as both are actudly fulfilling the same task — providing safety. Difference is in
methods and speed of informaion processes. Introduction of objective methods of
accountancy and control will unable to srengthen the Systems of Physical Protection and will
supply the latter with rdevant informaion. In view hereof an integrated approach should be
provided for the improvement of the System of Physical Protection.

These are main provisons of the Concept of Integration of the System of Physicd Protection
with the System of Accountancy and Control of Nuclear Materids.
Gods

ealier detection of theft;

to improve accuracy of accounts, to strengthen objectives and integrity of control;

to ensure personnd’s sfety;

to reduce dependence on human factor;

to speed-up detection and retrieva of Solen or lost materid
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The system is basad on;

nationd norms and regulaions for accountancy, control and physicd protection of -
nuclear materids and ingdlations;

exiging control and management dructure for nucler materids and nuclear
ingalations,
senior  officids and companies resporsble for organization and qudity assurance
regarding work on accountancy, control and physica protection;
new principles of accountancy and control;
methods for supervison of working procedures, response to any abnormd evert;
modd of lifecircdle of ruclear materids,
zone classfication of nuclear materids etc;
Egablishment of dngle integrated system for accountancy, control and physicd protection

will undoubtedly lead to hendling illicit trafficking of nucdear meterids more efficently and
to diminating unauthorized ditribution of nuclear materias.
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UKRAINE-JAPANESE-SWEDISH PROJECT:
UPGRADING OF PERIMETER PROTECTION SYSTEM AT KHARKOV INSTITUE
OF PHYSICS & TECHNOLOGY (KIPT)

V. MIKAHAYLOV, V. LAPSHIN
Nationa Science Center; Kharkov Inditute of Physics & Technology (KIPT)
Kharkov, Ukraine

P. EK
Swedish Nuclear Power Inspectorate (SK1), Stockholm Sweden

L. FLYGHED, A. NILSSON
Advisory Group of Security (ANS), Consultant to SK1, Stockholm, Sweden

N. OOKA
Technical Secretariat of the Japan-U kraine Committee for Co-operation on Reducing Nuclear

Weagpons (TC), Tokyo, Japan

K. SHIMIZU, K. TANUMA
Japan Atomic Energy Research Indtitute (JAERI), Tokai-mura, Japan

Snce the Ukrane voluntarily accepted the daus of a non-nucleer-wespon State and
concluded a Safeguards Agreement with the IAEA, the Kharkov Ingitute of Physics &
Technology (KIPT) as a nuclear facility usng the nucler materid of category 1, has become
a Ukrainian priority object for the internationd community’s efforts to ensure nudear non-
proliferation measures and to bring the exiding protection systems to the generdly accepted
security standards

In Mach 1996, & the meeting hdd under the auspices of the IAEA in Kiev, the
representatives from Japan, Sweden and the USA agreed to provide technica assstance
concerning improvement of the nucdear maeria accountancy and control, and physcd
protection system (MPC&A) available at KIPT.

The Technicd Secretariat of the Jgpan-Ukraine Committee for Co-operation on Reducing
Nucleer Wegpons and Swedish Nuclear Power Inspectorate undertook to solve the most
expendve and labour-consuming task, namely the upgrading of the perimeter protection
sysem a KIPT. This included that the current perimeter system, comprisng severd
kilometers, should be completdly replaced.

Besides the above-mentioned problem, the upgrading should be carried out with the inditute
in operation. Thus, it was not dlowed to replace the exising protection system by a new one
unless KIPT was condantly protected. This did require the cregtion of a new protected zone
that to a large extent was occupied by the communication equipment, buildings, trees and
other objects interfering with the work. All these difficulties required very comprehensve
development of the project design aswell asagreat ded of flexibility during the

implementation of the project. These problems were al successfully resolved thanks to a well
working project organization, composed of experts from KIPT, JAERI and ANS, involving
the highly quaified Swedish technica experts who played aleading role.
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In the framework of implementation of the project a lot of equipment manufactured in
Sweden, Jgpan, and patly in the USA was procured by funding of Jgpan and deivered to
KIPT. Completion of the work was schedule to take about one year. However, despite the
sdfless work of the KIPT personne and other exports, the upgrading of the perimeter initiated
in October 1998 was completed, due to difficult weether conditions and custom problems dc.,
by the end of 2000.

The project included ingdlation of more than 6 kilometers of the standard externd fencing
dong the perimeter of protected area of the nuclear facility, microwave and other for intrusion
detection, system for cable TV darm assessment and control (CCTV), diesd-generdion to
sarve as an emergency power supply source for the entire physical protection system.

The center darm dation (CAS) integrated the control  equipment for the perimeter protection
system provided by the Sweden and Jgpan as well as for the storage delivered by the USA.
The CAS was teted and came into operation as an integrd pat of the entire physca
protection system a KIPT in December 2000

The successful completion of the project has lead to a dgnificat improvement of the
protection leve a KIPT. Thereby it has dgnificantly reduced the possbility for unauthorised
withdrawa of the specid fissonable materia that is avalable a KIPT in quantities and forms
attractive for nuclear terrorists and satoteurs.

The commissioning of a new modern physica protection sysem specidly designed for KIPT
point & some future problems, in particulaly, as regards traning of operaion and enginesring
personnd, providing service and maintenance, and providing necessary spare parts. The Japan
Technical Secretariat and the Swedish Nuclear Power Inspectorate has undertaken to provide
necessty support for service and mantenance, including spare parts, until the end of
2002.However, for a longer period of times the KIPT Management needs to focus on this
issue.

103



IAEA-CN-86-57

AN INTELLIGENCE LED APPROACH TO INTERCEPTING THE ILLICIT
TRAFFICKING OF NUCLEAR AND OTHER RADIOACTIVE MATERIAL.

O. KULINICH
Heead of Security Service Department of Ukraine, Kiev, Ukraine

Some aspects of nuclear material illicit trafficking detection and itsinter ception

Recognizing the actudity and importance of nudear materid illicit trafficking problem, the
Security Service of Ukraine pays great dtention to the security and theft prevention of nuclear
materidsin Ukraine.

For this purpose the State system which include organizationd and legidaive messures has
been established and is functioning.

Within the frame of this sysem the detection and perception of illicit trafficking of nuclear
materials and radioactive substances take the important place in the work of law enforcement
authoritiesin Ukraine including Security Service.

The Laws of Ukrane Nuclear power utilization and radioactive safety, Senitary and
epidemiologicd population contrd, the respective aticles of the Crimind Code of Ukraine
(at. 228-2, 2283, 2284, 2285), the datement of the Cabinet of Minigers of Ukraine #207
on 04.03.1997 which determines the Interaction procedure between executive authorities in
cae of illicit trafficking of radiation source detection areits legidative bess.

The andyss of the Stuation shows that this problem became the most pressng after USSR
collgpse in 1991 due to some objective and subjective causes. Some criminds and common
staff of the enterprisess and organizations which were responsble for aove mentioned
materids and the former military men were involved into illegd activity associaed with illicit
trafficking of nuclear materias and radioactive substances.

Although after USSR collgpse the Ukraine had the nuclear arsend which was the third in the
world, it did not become the source of wegpon nucler maerid proliferation. It shows the
effectiveness of the messures undertaken by the government within the sysem of nuclear
materid physica protection provison. It is evident tha nucear wesgpon removd from the
territory of Ukraine was peformed without any case of its loss or theft. Therefore, currently
in Ukrane there is only necessacy amount of nucler materid with sufficently less
enrichment level that used in NPP reactors or for scientific purpose. These materids are under
IAEA safeguards within 5 years.

In dl cases of nudear maerid illict trafficking detection they had nonUkrainian origin; that
is these materids were imported to our dae from outsde and the find god of the criminds
was the attempt of ther illegd trangportation through the boundary of Ukraine in various
directions and the marketing to illegd buyers

Thereby it should be concluded that the criminds used or suppose to use the Ukraine as the

trandt area and the illict trafficking of nudear maerids is principdly performed in the
direction from the esst to the west.
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According to the avalable data on the frequency of atempts or facts of nucdear materid illicit
trafficking the mogt intendve process was regisered in 19931995, but currently due to
specific measures undertaken by Security Service of Ukraine and other law enforcement
authorities this process was stabilized.

In the last few years 5 cases per year of loss, theft or detection in illega handling of radiation
sources based on nonfissonable radioactive isotopes,  which are widdy used in different
indugtrid, scientific and medica  branches were registered.. There were the cases when the
god was not only the radiation source theft but the theft of leed containers in which they were

dored or trangported (the containers should be ddivered to the recaving center for non-
ferrous metd).

On expat opinion, the most dangerous dStuation is when transnationd crimind groups are
involved into nuclear maerid illicit trafficking process. These groups have condderable
funds and established channels for illegd transportation of different goods, which can be used
for illegd trangportation of nucdear materids and radioactive substances. Such Stuation is the

subject for further bilaterd discusson between the experts of law enforcement authorities
from the dates involved into ectivity on prevention of nuclear materid llicit trafficking. It
should be mentioned, that currently such data are not available in Ukraine.

Some points of practicd activity on perception of nucdear materid illicit trafficking should be
congdered.

When the law-enforcement authorities receive the initid informetion on the possble illict
trafficking of such materids, determination whether it is red radioactive materid is the most
ggnificant action for the father legd classficaion of the crimind action.  During the
prliminay inquiry this information is verified by means of spedd eguipment and
requirements made by the law-enforcement authorities to this equipment somewhat differ
from the conventiond ones (dimensions, sengtivity, availability of sound or light signding).

Correct determination of the materid physcad characterigtics will affect the farther actions on
itswithdrawa from illicit trafficking and degree of legd lighility of infringers.

There was the case in the Ukrainian Security Service preiminary inquiry practice to suppress
the illicit trafficking of nuclear materid. The increesed level of radiation from the particular
subjects showing its physicd nature was not only determined by the portable spectrometer,
but was identified as the exact fissile nuclear materia (mixture of U and U isotopes).

What about the subjective pat of the crimind activities thet is the motive for illicit
trafficking of the nuclear maerid and radioactive substances, that in many cases, according to
the avaldble information, it is the hunger for “mythic’ commercid profit but not actions of
terrorigt, Mafia or other Radica groups.

In concluson we condder it necessxry to notice the role of mass media that, in our opinion,
have to creste public perception for imposshility to get rich when marketing the dolen
nuclear materias or radioactive substances. It has congtantly create the public concept of the
potentia danger gppearing during the unauthorized handling of the radioactive substances.
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THE UK NATIONAL RESPONSE PLAN: AN “ALL-RISK” APPROACH

C.ENGLEFIELD
UK Interpal Environmental Crime (Radioactive Substances) Sub Group, Warrington, UK

The UK has been usng and regulating radioactive materias for many years. The law, and the
regulatory sysemsto implement it have develop over time, to meet the perceived need.

More recently, the threat of inadvertent movements of, and illicit trafficking in radioactive
materids has become gpparent.  This relatively new chalenge cannot be met by a single UK.

law enforcement body.

There will be Police and security services interest in any cases that arise of ddiberate
trafficking in fissle materids, and there will be datutory concerns for Customs and Excise.
At the opeationd levd, they do not have radionandyticd savices and radiation protection

support immediaidy avalable, as the frequency of occurrence of such incidents is extremdy
low

However, the typica case is an inadvertent movement. These usudly involve orphaned
sources, where none of the above lawv enforcement bodies have a satutory locus. In such
cases, it is the UK environment agencies that take the lead. (as regulators of radioactive
subgtances) , together with Hedth and Safety Executive as regulators of radiation safety.
However they do not have a the datutory powers needed to intervene. This is in contrast to
the pogition in some other countries.

The UK paper a the Internationd Conference of Regulators in Buenos Aires in December
2000 described the UK’s coordination work to creste synergies between law enforcement
bodies and potentidly affected industry groups. This wes described as an “All Risk
Approach”. This is seen as the best way to manage an effective response to the chalenge,
given that the legidation cannot a present provide dl the necessary powers.

This new paper will describe the UK Response Plan and how it is designed to cover dl risk:
radidogicd and sodo-economic. It will adso describe how the Plan is being teted and
vdidated as a project.

The plan draws on UK Emergency Panning policy, as well as IAEA guidance on the
Prevention, Detection and Response to inadvertent movements of, and illicit trafficking in
radioactive materias.

Findly the paper will review other areas of operations and policy that are being explored to
combat inadvertent movements of, and illicit trafficking in radioactive materids.
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THE CONCEPT OF RISK IN THE DESIGN BASISTHREAT

JM.REYNOLDS
Officefor Civil Nuclear Security (OCNYS)
Dept. of Trade and Industry, Harwell, UK

Mathematicaly defined, risk is a product of one or more probability factors and one or more
consequences.  Actuarid andlysis of risk requires the cregtion of a numeric adgorithm that
reflects the interaction of different probability factors, where probability data usudly draws
on direct measurements of incidence. For physcad protection purposes, the dgorithms take
the generd form:

Risk = Probahility of successful attack x Consequence

where the overdl probability of a successful atack will be determined by the product of,
amongs other things the probability of there being sufficient intent, the probability of there
being avalable hodile resources, the probability of deterence, and the probability that a
hostile act will be detected and prevented.

Deliberate, madevolent acts againg nuclear facilities are rare.  In 0 far as it is possble to
meke an actuarid type of judgement, the probability of mdevolent activity agang a nudear
facility is dmogt zero.  This creates a problem for a numerical assessment of risk for nuclear
fecilities where the vaue (consequence) term could be dmost infinite.  As can be seen from
the generd eguaion above, a numericd dgorithm of risk of mdevolent activity affecting
nuclear facilities could only yield azero or infinite result.

In such circumstances, intelligence-based threast assessments are sometimes thought of as a
subdtitute for higoric data in the determination of probability. However, if the paucity of
higoric data reflects the actud threat - which by and large it should - no amount of
intdligence is likdy to yidd a subdatidly different concduson. This mathemeticad gpproach
to andysng risk appears to lead us ether to no risk and no protection or to an infinite risk
demanding every conceivable protective measure.

The Design Badsis Threat (DBT) gpproach offers a way out of the dilemma.  Firdly, it dlows
us to diminate from further condderaion dl zero or near zero probabilities.  Secondly, it
dlows us to categorise consequences.  Where the conssquences would be less serious, a
higher probability can be dlowed before protection becomes necessary. For those
consequences that would be severe, strong protective measures are judtified because we have
diminaed the zero probabiliies.  Furthermore, the protective measures can be specificaly
focussed to reduce those probatiilities to atolerable, near zero, leve.

The presentation discusses the relationship between risk assessment, threst assessment, and
the Desgn Bass Threat. The paper argues that criteria-based judgement a the leve of
Regulator is just as responsve to circumgtances as criteria-based judgement a the facilities
levd, and, in addition, offers a more coherent method for determining priorities and for
congdering intangible assets at risk.
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REGULATORY CONTROL AND SAFETY OF RADIATION AND RADIOACTIVE
SOURCESIN BANGLADESH

A.S.MOLLAH
Nuclear Safety and Radiation Control Divison
Bangladesh Atomic Energy Commission, Ramna, Dhaka, Bangladesh

SYNOPSIS

The gpplication of ionizing radiation and radioactive sources in different fidds such as
medicing, indudry, agriculture, reseerch and teeching is condantly increesng in Bangladesh.
Any sysem enacted to control exposure to ionizing radiation has an primary objective the
protection of hedth of people agang the deeerious effects of radiaion. Edtablishing the
aopropriate level of radiologicad protection and safety of radiation sources used in practice or
intervention  attains this objective  The regulatory program govening the safe use of

radioactive and radiation sources in Bangladesh is based on the legidaion enacted as Nuclear
Safety and Radiation Control (NSRC) Act-93 and NSRC Rules97 and its implementetion by
the competent authority.

The radigtion control infragtructures and procedure are described as wdl as their functioning
for the implementation of rdevant activities such as licenang, regular ingpection, persond
dose monitoring, emergency preparedness, ec. The issue of security of radiation source is
dedlt in cbse rddion with the preparation and use of the inventory of dl radiaion sources in
the country.

The NSRC Act93 and NSRC Rules-97 promulgated under the Act forms the basis of
radiation safety in Bangladesh and chairman of BAEC is the competent authority to enforce
the regulatory provisons of the NSRC Act and Rules, for safe use of radiation sources in the

country. As the competent authority responsble for the radiation safety of the public and
environment, Nucler Safety and Rediaion Control Divison of the Bangladesh Atomic
Energy Commission is responsble for licenang the use of radioactive and radiaion sources in
Bangladesh. Applicants are obliged to provide dl necessary informaion and to teke dl
needed Seps to maximize protection. Guiddines for gpplicants are based on the BSS 115
(1996) recommendetions for public and environment.

The man regulaiory dements required for control of radioactive and radiation sources in
Bangladesh are:

Authorization to posses radioactive and radiation sources
Authorization to trangport of radioactive sources

Import and export of radioactive sources

Disposd of radioactive sources

Physicd security of radioactive sources

Accountability of sources and records

L ocation of sources

Ingpection

Periodic checks of inventories and natification of loss of control
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The Rules have dready been notified and put to force on September 18, 1997. It, however,
took congderable time to shake off the inertia and motivete people towards licensng and for
compliance of the sdfety and regulatory requirements The licensang activities have been
geared up from the middle of 1999 and are gradudly gaining momentum, as may be seen in
Hg. 1
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Fig. 1. Satusof license goplications recaived and number of licenses
issued for the period of Sept. '97 to March 2000.

This paper outlines the methodology of regulatory control exercised by BAEC for safe use
and control of the radioactive and radiation sources in the country.
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METHODOLOGY FOR EVALUATING PORT VULNERABILITY TO NUCLEAR
SMUGGLING

D. EK, JR. GRONAGER, JA. BLANKENSHIP
Sandia Nationd Laboratories, Albugquerque, NM, USA

D. MARTIN
Department of Energy, Washington, D.C., USA

Background: Fuded by an increase in intercepted nuclear smuggling events, the threat of
nuclear smuggling has received increased dtention in recent years. This attention has resulted
in a focusad effort to improve the ability to deter or detect smuggling atempts through border
crossings, incduding segports, arports, and ral & road crossngs These efforts have primarily
been focused on ingdling SNM detectors across vehicle and pedestrian gates entering these
ports. However, the effectiveness of this gpplication in deterring or detecting events has not
been carefully evauated.

A recent effort was undetaken to evduae in detal the susceptibility of an internationd

segport and arport to nuclear smuggling. The evduation conddered a range of adversary
profiles to match these againgt existing and proposed port security measures and equipment.

The evduation was pursued usng path anadyss methodologies, which were adgpted to the
port environment. As a result of limited data concerning the effectiveness of patrol, search,
and access control procedures at the port, an assessment methodology was developed to
estimate these in a sandardized fashion.

The methodology considers a detailed list of tasks each type of adversary must successfully
accomplish for any paticular smuggling scenario and path through the port.  Within these
tasks, locetions or times of potentid detection ae identified. From a look-up teble a
detection levd (Low, Medium, or High) is asigned to each detection potentia based upon the
type of detection possble and consdering the possble access or authority of each adversary.
The ovedl detection potentid in determined as a sum of these individuad detection potentias
according to the equation:

Pi={1-& (1-Py).

Where: P;isthetotd detection potentid for an adversary path, and
Pn isthe individud detection at a particular location or time,

The evdudion reveded that the current process of inddling portas a perimeter gates ignores
svead plausble adversay scenarios, and that these scenarios can be addressed through a
combinetion of procedures, minor physica security upgrades and relocation of portas.

The presentation will discuss the adversary profiles used for the andyss, will detal the
andyss methodology and discuss the results of the analyss.

110



IAEA-CN-86-62

"JOINT U.S.-RUSSIA COOPERATION TO ENHANCE PROTECTION OF
WEAPONSUSABLE NUCLEAR MATERIAL IN RUSSI A"

P. CAHALANE
Office of International Materid Protection and Emergency Cooperation
US Department of Energy, Washington, D.C., USA

Synopsis

The current datus of joint nuclear materid security efforts initisted in mid 1990s a dgtes
having large inventories of wegpons usable nuclear materid will be described.  Improving the
protection of desrable Russan nucler materid is the mutud god of the United States and
the Russan Federation risk reduction activities Assurances are required to provide evidence
to the Presdent, Congress, Depatment of Energy (DOE), and the public that improvements
are codt-effective and are meeting United States nationa security goas. To dae, there has
been a range of successes reldive to negotiations between the DOE and the Minigtry of the
Russan Federation for Atomic Energy. The Materid Protection, Control and Accounting
Program (MPC&A) is activdly seeking to initisle MPC&A work a sendtive facilities
throughout Russiain joint cooperation with MinAtom Ste managers.
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A ‘TUBELESS PORTABLE RADIATION SEARCH TOOL (PRST) FOR SPECIAL
NUCLEAR MATERIALS

R. SEYMOUR, C.D. HULL, T. CRAWFORD
Nuclear Safeguards and Security Systems LLC (NucSafe), Oak Ridge, Tennessee, USA

M. BLISS, R.A. CRAIG
Battelle, Pacific Northwest Nationd Laboratory, Richland, Washington, USA

Nuclear Safeguards and Security Systems LLC (NucSafe) has produced a briefcase packaged
Portable Radiation Search Tool (PRST) for the IAEA Safeguards Group (Figure 1). The PRST
detects Specid Nuclear Materids (SNM) by measuring neutrons and gamma rays.  Neutron
sensors ae comprised of scintillating glass fibers, which provide severd advantages over
conventiond *He and °BF; tubes. These °Li glass fiber sensors offer higher neutron sensitivity,
increesed dynamic counting range, diminate trangport and operationd hezards, and have
ggnificantly less microphonic susceptibility than ges tubes.  Bismuth Germanate (BGO) is used
as the gamma detector due to its higher intringc efficiency reative to Sodium lodide (NaTl)
detectors.  Since gamma spectrometry senso stricto is not a system requirement, gross gamma
counting in Six regions of interest was designed for the PRST search functions.

The sysem mugt be as light as
possble and is now ~8 kg with an
ovedl sze of 46 x 36 x 15 cm.
The unit uses gmat lithium ion

batteries that may be exchanged it G
with a fresh pack or recharged /:: g % r4pi'ﬂn¥'71§§ee,°§°§n it 5 am

during operation. Operaing time E M cylindrical BGO Detector)
with fully charged bateries is 8 to " Glass Fiber il
10 hours. The PRST does not Neutron =0 T
require an externd computer for iﬁ
operation.  Onboard  dectronics s " 4
dlows the sysgem to integrate data
ove multiple counting times and
provides over-sampling and pesk
detection and hold for short darm
events. Users can independently

adjut a number of parameters ” ,
induding st points for neutron Figure 1. Modified 3D CAD drawing of the NucSafe PRST.

The system has been designed to be as modular as possible.
and gamma ch_ennel al_arms, but Neutron and gamma ray sensors are removable and easy to
sysiem operdtion is very smple. replace with aternate sensor / detection sub-systems.

PRST neutron sensors contain 5

layers of glass fiber ribbons vice the 3layer glass fiber panels used in NucSafe SNM monitors
for vehides portds and freignt. FHve layers provide the additiond senstivity needed since
detector areas are limited by portability requirements for the PRST. Monte Carlo (MCNP)
modding has demondrated that moderation is more important than detector active area in
ataining the highest intringc efficiency for a given mass of neutron glass fibers. These and
other Monte Carlo and firg principal cdculaions used to determine SNM  detection limits shall
be presented; e.g., assuming a 0014 n-cm?sec! nomind neutron background, the intrinsic
neuttron efficiency is 20% for this 506 cn? glass fiber sensor.
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PRST +- 3.29 Sigma Range of Source Distribution
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Figure 2. A plot of net counts divided by background standard deviation (Sigma)
veraus time shows that 5 kg of WGPuU can be detected at 10 meters within seconds.

Figure 2 shows that the glass fiber PRST detects neutrons from 5 kg of Wegpons Grade Pu
(WGPu) at a distance of 10 neters within seconds.  Accounting for Poisson varigbility of data
and an dam s point of 44 dgma over background, required for setting a reasonably low
fdse darm rate, WGPuU is unquestionably detected a 10 meters within 18 seconds. These
models have been validated with empirical data collected using WGPu and *Cf sources.

Neutron measurements of 4 WGPu sources acquired with the NucSafe PRST and dso with a
3He tube system are plotted in Figure 3. The glass fiber and tube systems were packaged in
nearly identica briefcases, but the fibers can be better moderated. The glass fiber sensor is
about twice as sensitive to neutrons as the *He tube system for equivalent detector masses.

Comparison of Neutron Glass Fibers vs *He Tubes

Neutron Detection - IAEA Briefcase PRST Application
900 -

800 NucSafe Glass Fiber PRST 827
SB 3He Tube Briefcase

5 700
g 598
S 600
A
500
g
@ 400 338
5 300 -
(@]
8 225

200 145

100 70 20 87 70 71

15 16 24 23 19 19 24 29

Bkdg 61 70 84 93 61 70 84 93
 Unmoderated WGPu Sources—  —— Moderated WGPu Sources—

Figure 3. Comparisons of data collected with a glass fiber neutron sensor with those
from 5 *He tubes at 3 atmospheres measuring 25 cm in length by 2.5 cm in diameter.

In summary, the NucSafe PRST offers improved performance, rdiability, safety, and may be
trangported on commercid cariers. This new solid-state sensor system provides the ided tool
for IAEA and UNSCOM inspectors, aswell as other law enforcement and customs agencies.
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THE NUCLEAR SMUGGLING INTERNATIONAL TECHNICAL WORKING
GROUP: MAKING A DIFFERENCE IN COMBATING ILLICIT TRAFFICKING

S.NIEMEYER
Lawrence Livermore National Laboratory, Livermore, CA, USA

L.KOCH
European Commission, Joint Research Centre, Karlsruhe, Germany

The ITWG was firg formed in 1995 for the purpose of fostering international cooperetion for
combeting illicit trafficking of nucler maerids. The initid focus for the ITWG was on the
development of nucler forendcs to help answer attribution questions regarding nuclear
materids of unknown origin. More recently, the ITWG has dso expanded its focus to include
detection of nucleer materids during trangt.  This paper presents some of the key
deve opments by this group and their potentia impact for combating nuclear smuggling.

The initid focus of the ITWG was to write a datus report on international cooperation on
nudear smuggling forendc andyss. This 26-page report summarized previous work on
nudear forendcs and gave an initid andyds on prioritizing techniques and methods for
forensc andyss regarding source and route atribution.  This report was submitted to the G8
countries, and shortly theresfter, nucleer forenscs was endorsed a the Moscow Summit in
April, 1996, as pat of an illiat trafficking program. The work of the ITWG has dso been
noted a subseguent summit declarations, eg. Cologne.

The ITWGs primay god is to deveop a prefered goproach to nucler forensc
investigations that is widdy understood and accepted as credible  The technicd eements
indude 1) devdopment of protocols for @ collection and presarvation of evidence and b) for
laboratory investigation, 2) prioritizing of techniques for forendc andyss, 3) devdopment of
forendc daabanks to asss in interpretation, 4) executing inter-laboratory exercises, and 5)
fecilitating technica ass stance to countries upon request.

The devdopment of protocols has been conducted jointly by law enforcement officids and
laboratory scientitss. A mgor focus during much of the past five years has been the
development of a modd action plan for nuclear forendcs of saized nudear materids . This
action plan lays out the dements that are needed in the ingance that illicit nudear materid is
uncovered, eg. incident response, cime scene andyds collection of evidence (both
radioactive and “treditiond” forendcs transportation to a nudear fadility, subsequent
laboratory andyss, and then devedopment of the case.  The action plan recommends
caegorizing the SNM materid (i.e. wegpons-grade, wegpons usegble, or reector-grade) in the
fidd by naiond services and charecterisng the SNM by internationa cooperation upon
request.

The ITWG meetings dso include reports on scientific sudies that help to advance nuclear
forendcs. For example, a the most recent meeting (ITWG-6 hed in Vienng) the following
topics were presented: age-dating and source atribution for Pu production, verification of
assumptions in age-dating of nuclear materids, a follow-up sudy on the Pu sample that was
ued in a roundrobin experiment, the initid results of an invedtigaion of the materid
characteridics of nuclear maerids that might be used to identify the location of fabrication
plants, and the ITRAP study conducted by the IAEA on detection & border crossings.
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Many potentid forendc clues cannot currently be interpreted due to the lack of gppropriate
databases. Severd years ago, this need led to a joint effort by Russan and the European
Commission (at ITU) to devdop a forenscs databank. They have deveoped a sructure for
the database that naurdly complements the questions that are raised during an investigation.
Some of the data in the databank are jointly shared, while other data entries are accessble by
only the one paty with the agppropriaie authorizetion to answer queries for each other. In
addition to such a formd databank, the ITWG recognizes a future need to develop a network
of experts with each having appropriate access to its own databases in order to jointly assst
othersin interpreting the results from a nuclear forensics investigation.

Internationa exercises have been indrumentd in heping the ITWG to assess the vdue of
vaious experimentd techniques for answering aitribution quesions. A companion paper a
this meeting will discuss in detal the results of the firs such exercise that involved a Pu
sample.  These exercises give a concrete focus to discussons of the pros and cons of various
forendcs measurements and their interpretation. The god is to learn bgether how to better do
nuclear forensics, rather than qualify and hence serve as a competition between laboratories.

Numerous examples can be cited for how work by the ITWG has provided assstance to
countries that ae developing programs for combating illicit trafficking. Agan usng the
ITWG-6 meeting as an example, reports were given a that meeting by Lavia, Hungary, and
Ukraine on recent progress that specificdly drew upon earlier work by the ITWG. In the
latter two countries, exercises were held that included a test and demongration of the ITWG's
modd action plan for nucdlear forenscs. In another tak, Bulgaria reported on a case of
intercepted HEU that was subsequently andyzed by another country with the necessary
specidized |aboratory fadlities

The ITWG recently began to address the issue of detection of SNM during trangt.  This topic
frequently arises due to the technica linkege between nucler forendcs and radiation
detection, plus many of the ITWG paticipants are directly involved in detecting trangt of
nucler materidds.  One product was an evauation of a survey of border detection systems.
This evduation heped to summaize the information provided, plus recommendations were
meade for possible future improvements.

Because the ITWG is a highly informa group, the regular meetings (at leest annudly) are the
principle means of communication. Increesingly, however, it is usng task groups to continue
work between medtings. Examples of the subjects of recently formed task groups are: Pu

isotopics of reectors, HEU detection research needs, identification of daabases and
knowledge experts for nuclear forensics, and IAEA/ITWG cooperation.
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RISK MANAGEMENT AND THE VULNERABILITY ASSESSMENT PROCESS OF
THE UNITED STATESDEPARTMENT OF ENERGY

JD. RIVERS
Science Applications International Corporation, Germantown, MD, USA

O.B. JOHNSON, S.N. CALLAHAN
US Department of Energy, Germantown, MD, USA

Risk management is an essentid eement in influencing how the United States Department d
Energy’s safeguards and security misson is executed. Risk management exists as a function
of a target's dtractiveness, dong with the potentid consequences associated with the
unauthorized use of that target. The goa of risk management encompasses the fidding and
operating of appropriate, cod-effective protection systems generating sufficient deterrence to
protect sengitive programs and facilities.

Risk mitigation and risk prevention are accomplished through the vulnerability assessment
process. The implementation and continued vdidation of messures to prevent or mitigate risk
to acceptable levds conditute the fundamentad approach of the Depatment's risk
management program.

Due to the incomplete knowledge inherent in any threst definition, it is impossble to
precisgly talor a protective sysem to defend agang dl threais. The chdlenge presented to
safeguards and security program managers lies in developing systems aufficiently  effective to
defend agangt an aray of thrests dightly greater than can be hypotheticaly podtulated (the
design bass threst amended for locd conditions). Thee systems are then baanced against
technologicd, resource, and fiscd congraints.

A key dement in the risk assessment process is andyzing the security systems againg the
Design Bass Threaet (DBT). The DBT is used to define the level and capability of the threat

agang the DOE fadilities and their asssts.  In particular it defines motivation, numbers of
adversaries, capabilities, and their objectives.

Site Safeguards and Security Plans (SSSPs) provide the basis and judtification for safeguards
and security program development, budget, and gaffing requirements. The SSSP process
examines, describes, and documents safeguards and  security  programs, dtewide and by
feclity; edablishes safeguards and security program improvement priorities, describes Ste
and facility protection philosophy and drategy; and provides an estimate of resources required
to accomplish improvements.

Two mgor parts comprise a SSSP. Part |, the Safeguards and Security Management Report,
contains informetion describing  protection  drategies, Steffacility safeguards and  security
programs, gpproved deviaions from policy, as wdl as plans and procedures desgned to
manage and maintain safeguards and security programs.  Part 11, the Vulnerability Assessment
Report, reflects the results of Vulnerability Assessments, the vdidaion of Vulnerability
Asessment results by performance tests, currently existing protection programs, and any
required corrective actions.
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The SSSP process can be a complex and resource intendve process. The respongbility for
the steps in the current SSSP process can be directly attributable to the various Departmenta
organizetions with an interex in safeguards and security risk management  within  the
Department.

Vulnerability Assessments form the bads for the Safeguards and Security Planning Process.
The Vulnerability Assessments are performed by a process summarized in following Sx
deps 1) Threat and Target Identification, 2) Facility Characterization, 3) Protective Force and
Sysdems Characterization, 4) Risk Determinaion, 5) Risk Vdidaion and Veification, and 6)
VA Approva and Concurrence.

Threat and target identification are accomplished through the agpplication of the DOE Design
Bass Threst against targets prioritized based on Materid Category, Attractiveness and
Degrability.

The facility charecterization is a process tha modds a fadlity to determine materid, system

and protedive force disgpogtions. The modd rdies heavily an the operdions personnd,
maintenance personne and the protective force personnd for accurate information.

The protective force and sysems characterization determine, modd and quantify the
operdions, cgpabilities and peformance as goplied agangt potentid adversaies  The
characterizetion is evaduated through the use of peformance tests, Force-on-Force exercises
and observation.

Risk determination is the process of quantifying and evauating the aggregate protection
afforded the targets based on the protective force and systems characterization. The risk is
assesed and reviewed to ensure that dl targets are protected in a cost-effective manner while
maintaining an gopropriate leve of security.

Risk vdidaion and veificaion involves peformance teds, opediond reviews and
protection sysems evauations. Vdidaion is the handon assessment of the capabilities and

performance characteritics of the protection sysems.  Vaeification is a review of the
Vdidation to ensure thet al interests are covered.

The gpprova and concurrence is the acceptance of the Safeguards and Security Management
Report and the supporting vulnerability assessment as an accurate depiction of a facility's

protection posture, philosophy and operations.

The DOE federd operdtions office responsble for the specific fadility in question has the lead
role in ensuring each of these activities occur. It is asssted by the contractor who actudly
manages the facility as well as the DOE headquarters which funds the activities and the Office
of Safeguards and Security which develops the Design Basis Threat.
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THE PREVENTION OF ILLICIT TRAFFICKING OF NUCLEAR
AND RADIOACTIVE MATERIAL IN VIETNAM

N.T.NGUYGEN
Vietnam Atomic Energy Commisson (VAEC), Hanoi, Viet Nam

| Introduction

Vietnam has dgned Safeguard Agreement under NPT in 1989 and is preparing to joint the
Convention on Physicd Protection of Nuclear Materid.

To enhance the fulfillment of commitment in the beginning of 1993 a joint group of experts
from VAEC, Ministry of Defense and Minisiry of Security.
was st up to:

Search the current Sitution of illicit trafficking of nuclear and radioactive materid and
Prevent theillicit trafficking

Activities were carried out during four years with modest resources and results achieved are
remarkable, no case of illicit trafficking is detected from 1997 until now.

Il Searching theillicit trafficking situation

The objectives of searching are following:
What is materid in theillicit trafficking.
Whet isthe moativation of illicit trafficking.
What istheillicit trafficking ploy .

1. Maeid intheillicit trafficking

End of seventies and during eighties, there were rumors on black trade of precious and
myserious metd with unbdievable high prices higher many time than gold price Rumors
sad the name of metd as uranium, black copper or osmium . We have collected dl materid
confiscated during that time and during our activities and the study shows

51656 kg of confiscated materid is depleted uranium with U-235 mass content
ranging from 0.2% to 0.32%, uranium mass content( U-235+U-238) ranging from
80% to 99%.

Modlly pieces have a mark Made in USA. The masses of pieces are ranging from 0.3
kg to 150 kg. By geometry and sructure they are some mechanica parts of il
unidentified machines.
All pieces can be conddered as radioactive materid, the radioactive dose rate at ther
aurface is ranging from 10n8v/h to 100mSv/h.( Background: 0.2n8v/h).
268.65 kg corfiscated materid is false uranium meade of lead.
Its mark is written in very bad English trying to imitate the mark of red pieces. One fdse
osmium body is mede of slver.

2. Mdtivation of illict trafficking and trafficking ploy
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Our searching results srow that there is no-proliferdion motivation, it was only a swindle
trick manly among least intdlectud circe. The trafficking has no organization sysem and
only few case foreigners were involved.

[11 Prevention of illicit trafficking

Through andyss of maerid and motivation of illict trefficking, our effort is concentrated in
following measures

1. Publicinformation
By media, we inform the public:
Theresults of our sudy
The meaningless of the trafficking, due to vaueess of metd
The swindler trick
The radioactive hazard
The legd violation

2. Training on simplest method of detecting uranium

Due to the lack of resources, dmog dl remote policy posts and customs points have not
adequate equipment for detecting uranium, as the frequent item of illicit trafficking. The
following Smplest method is given to responsible personnd a these points:

Hardness test: Take a smdl iron dick (like a nal) and drike the surface of suspect

piece then observe a trace. Item made of lead or iron will have ancticegble trace. Due
to hardness of uranium metd, the trace is not clear.

Oxidization test: Strike again sronger and faster surface of suspect piece and observe
aspark. Spark from uranium piece is richer.

Densty test : Make a fird weigh: a dry weigh (weigh as usud) and write down the
weight: G1. Then make a second weigh: a wet weigh: put piece into water (the carrier
mug have a negligible volume like nylon net) and write down the result: G2 The
dengty of the materid of pieceis:

D = GL/( G1-G2) * D(H20)

For rough gpproximation, D(H20) is taken as 1g/cm3. If the suspect piece has a dendty larger
than 13g/cm3 it may be an uranium mix materid.

In the case of dosmeter avalable one can cary out a measurement of dose rate on

surface, if the rate about or more than InBv/h, it may be considered as a certain uranium
piece.

After such training, we adways got right information on trafficking and the confiscated
materid send to usfor further andyss and storageis only the real uranium pieces.

IV  Conclusion

The paper is a kind of the sory rather than a scientific paper, but after the measures are being
taken, no case of illicit trafficking was reported.
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THE WORLD CUSTOMS ORGANIZATION (WCO)'SPARTNERSHIP CONCEPT

E. SAKA
World Customs Organization, Brussds, Belgium

lllict trafficking in nucdear and other radioective materids is recognized as a new
enforcement phenomenon, and internationd and nationd reactions to this problem are being
questioned despite the number of seizures made by law enforcement agencies.

In generd terms, law enforcement actions to prevent and detect illicit trafficking of these
materids adways dtart with information or intelligence received and become an integrd part of
the naiond or internationd efforts to bring these illicitly trafficked materids under the
requisite control.

However, these efforts clearly require a comprehensive and coordinated nationd plan and the

induson of Cugoms savices as a ndiond, governmenta border control agency to dop
illegd activity before or as goods leave the country.

These efforts dso require each relevant nationd inditution to develop its ownraction plan in
compliance with the nationd action plan and to review it on a permanent basis.

The followings are conddered key dements of such a plan, legd bass and power, co-
ordination, technicad and traning support, deployment of detection equipment, informetion
and intelligence collection and sharing, risk assessment and profiling sudies.

For the Cugoms community, the chdlenge is not limited to the prevention and detection of
these materids. It has been noted tha the internationad movements of contaminated scrap and
other materids dso have to be stopped a nationd borders. In addition, the need for safety

measures for Cugoms ingpectors and the lack of internationaly accepted investigation
dandards, even between neighbouring countries, isincreasng the scale of the problem.

The Customs community is tasked with facilitating legitimate trade and protecting ®ciety and
the environment. This requires adminigrations to achieve a baance between these two globd
duties, while not interfering with the internationa flow of passengers, vehicles and cargo.

Within the law enforcement community, we bear witnesses to close cooperation between
Cugoms, police and regulaory bodies and common understanding which is greetly supported
by the rlevant internationd organizations, namely the: IAEA, WCO, ICPO-INTERPOL.

The World Customs Organization (WCO) is an independent intergovernmentd body with
world-wide membership (153 Members, as of 1 December 2000) whose misson is to enhance
the effectiveness and efficiency of Customs services in the areas of compliance with trade
regulaions, protection of socety and environment and revenue collection, thereby
contributing to the economic and socid well-being of nations.

In line with its misson, the WCO secretariad has dready developed an  enforcement
programme to respond to this important enforcement topic and has developed a partnership
concept a internationd levd for not only to harmonize but dso maximize limited resources
by sgning aMemorandum of Understanding (MOU) with the IAEA and ICPO-Interpal.
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This patnership concept implies solidarity and danding shoulder to shoulder with the
rdevant inditutions and assging the Customs community to cope with this problem through
the inclusion of these partners technica inpuit.

The WCO has therefore agreed to co-gponsor the IAEA’s International Conferences (Dijon,
France Stockholm 2000) and five regiond and sub-regiond training courses where Customs,
police and regulatory representatives have had a chance to come together to discuss various
aspects of the programme and share their practica experience.

The 1AEA’s current efforts to findize its technicad documents on “prevention”, “detection”,
“responsg’, “training” and “radicactive maerids’ concerning the problem of illicit trafficking
have been voluntarily supported by the WCO Secretariat and its Members through the
Technica Committee Meetings since 1997.

This co-gponsorship adso extended to the ITRAP (The lllicit Trafficking Radiation
Assessment Programme) project which lasted from May 1998 September 2000 to support the

IAEA progranmme on combeating illicit trafficking in these maerids and was a pilot Sudy on
border monitoring systems.

One of the new enforcement initiatives taken by the WCO Secretariat is the creation and
implementation of a new enforcement communication and co-operdion ingrument known as
the Customs Enforcement Network (CEN).

The new Internet based enforcement network now dlows the Customs community to
exchange information and an inteligence in encrypted and inexpensve way through a
properly authorized computer a without time limit. One database operated through this system
isthat for nuclear and other radioactive materias saizures.

The Customs community is, without any doubt, avare of its potentid role in preventing and
detecting this non-financid crime and has dways been ready to teke pat in nationd
preventive action plans with its nationd and internationd partners. The WCO, in line with its
enforcement misson, will continue to assg its partners in worldwide efforts to prevent this
trafficking.
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A PROPOSAL FOR AN INTERNATIONAL TAGGING SYSTEM
FOR RADIOACTIVE MATERIALS

M. BAHRAN
Nationad Atomic Energy Commission, Sana a Republic of Y emen

In an early paper (1) based on our experience with logt or abundant radiation sources (2), we
have discussed the need of an internationa tagging system for radioactive materids for the
pupose of insuring trackability, accountability and safety. In this paper we teke our

discusson further by presating a proposa of edablishing such an interndiond  tagging
system for radioactive materidlswhich wecal ITS-RM.
Theelementsof ITS-RM:

IAEA isto betheinternationa authority in charge of ITS-RM.

Each “dgnificant” radiation source is to be labded with a unique number a the point of
production. This number isidentified as ITS-RM number.

The term “sgnificant” can be defined in light of current international standards,

As eech source is naurdly possessed by some legd notion or internationa entity, each
time this entity is changed (eg. the source is s0ld, resold, trangported, decommissioned
etc. ) the process of changing hand is registered at IAEA viathe ITS-RM number.

No source is to change hands without triggering ITS-RM.
Even if asource finds its way to awagte fadility it will remain tagged indefinitely.

Therequirement for ITS-RM::

Legd requirement: this issue needs to be sudied to find out weather anew internationa
treaty needs to be established or ITS-RM can be gpplied under existing tregties.

Organizetiond requirements This can be easly done with the framework if IAEA and
nationd counterparts.

Conaultation requirements, ITSRM can only work if it is done through complete
consultation and cooperation with manufactures.

Old and current sour ces;

An effort isto be made to survey and tag current sources:

Priorities will be given as follows firg to new sources second to current sources the
comes last old sources, particularly those in storage facilities.

ITSRM is not to compete with any exigding safety system, nationd or internaiondly, to
the contrary isto support sfety.
ITS-RM advantages are many but in particular we have:
Trackability even if somebody does not cooperate.
Accountability of sdlers, buyers, users and waste managers.
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Knowledge about the internationa holdings of RM’s.
Ultimate Safety from theft fromillicit trafficking, lost or abundant sources.

ITS-RM Cost:

It will have only some minimum cos for the organizational aspect since the IAEA framework
is dready there,

REFERENCES

(1) M. Baran, “Radigion Sources are out there’ , a contributed paper to the IAEA
Internationd Conference of Nationd Regulatory Authorities with the Competence in the
Safety of Radigion Sources and Security of Radioactive Materid, Buenos Aires,
Argentina,11-15 December,2000.

(2) NATEC internd reports, Sand a, Republic of Y emen, 1999, 2000.
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EXPERIENCES FROM THE ITRAP PILOT STUDY

C.SCHMITZER, P. BECK
Audtrian Research Center Seibersdorf, Audtria

I ntroduction

[llicit trafficking and inadvertent movement of nucleer and other radioective materids is not a
new phenomenon. However, concern about such activities has increesed remarkably in the
last decade. Although the number of such incdents has risen, the overdl extent of the
problem is not redricted to Europe and not to nuclear prdiferation. A few percent of these
incidents involve socdled “specid nudear materids’, which may be used for nuclear
wegpons and therefore cause a threat of nuclear proliferation. The vast mgority of these
incidents, however, involve radioactive sources, low-enriched, naturd or depeted uranium,
which are not usable for wegpons. There have been ingtances in which loss of control over
radioactive materids has led to serious, even fad, consequences to persons. Examples
include unintentiond incorporation of radioactive maerids into recycled sed, recovery of
log radicactive sources by unsuspecting individuds, and ddiberate purloining of radicective
materid.

The ITRAP project — financed by the Audrian Government and executed by the Audrian
Research Center in close cooperation with the 1AEA, World Customs Organisation (WCO)
and Intepol — amed a finding internationd consensus on  Specifications for  detection
equipment and ingrumentation as wel as verificaion of such specifications in laboratory tests
and fidd inddlations. Under the umbrdla of the pilot sudy, 23 internationd companies
paticipated in the sudy and many of them devised improvements of ther monitoring
equipment.

Objectivesof the study

An important dement of this sudy was the harmonized establishment of detection thresholds
for practicd implementation a borders or smilar checkpoints. However, equdly important
was the veification of agreed gpecifications in controlled l|aboratory conditions and in
redigic operating environments (field tests). All crucid parameters, as inter alia the fase
dam rate, were verified by a sgnificant testing effort as compared to approaches based on
datisticad caculaionsonly.

Assessment program

Details of the assessment program are found dsewherd™?, Specific scenarios have been
andysed ¥ and another overview is presented in this conference. The core of the testing
progran was focused on the radiologicad parameters senstivity (detection probability) and
false alarm rate with their associated confidence levels in the laboratory evauation. Close to
200.000 tests were performed on most dationary insruments done to verify these parameters.
The main findings shal be reported here.

L essons lear ned

Among other important findings, the experiences ganed in reference to the chosen
intervention level and the consequences of the datidicd gpecifications adopted shdl be

presented. The dudy has profited from the willingness of dl manufacturers to cooperate and
improve their systems based on these findings.
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Investigation level

The detection limit is a quantity intringc to an indrument and describes its cgpabilities with
respect to sendtivity. The investigation level is a tem specificdly adopted throughout the
sudy to describe the nominal radiaion leve in terms of radiation fidd strength a the point of
detection (redidion intengty) a which an dam is triggered and subsequent investigetion of
individuas, vehides or goods should be established. It is an agreed setting based on andyses
of threat potentid, possble ham caused, and acceptable fdse darm rates. A compromise
must be reeched in edablishing a practicd dam threshold so tha illicitly trafficked
radioactive or nucler materids may be detected, yet provide an acceptably high immunity to
fluctuations of background radiation or naturaly occurring radicactive materids (NORM). A
paticular investigation leve is redized by the actud dam threshold setting of a monitoring
ingrument. This setting can be expressed in terms of multiples of background, or as a multiple
of the standard deviation of the background countrate.

Specifications and consequences
For stationary monitoring instruments, the following specifications were adopted:

Oetection sengtivity (nomind darm threshold) a 0.3 pSvh @ 99.9% probability for
Am, Cs, Co

exposure interval 1 sec within 10 sec occupancy interva, 60 second quiet time
fase darm rate a 0.2 puSv/h not more than 10 (1 in 10.000)

The requested probability for darm detection (the nomind invedtigation level) necesstates an
indrument darm threshold setting much below the nomind vdue to capture 99.9% of the
events (approx. @ bdow nomind). On the other hand, the requirement of a fdse darm rate
not exceading 1 in 10000 proved to be a chdlenging requirement for many ingruments,
necessitating a lowest dlowable threshold setting wel beyond 3.8 of the background count
rate (which would correspond approximately to an ided Gaussian behaviour) — see Fig. 1.
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Fig. 1. Schematic diagram d overlgoping Fig. 2: Minimum nomind threshold seiting
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THE HALLAND MODEL - AN INNOVATIVE MODEL FOR THE PHYSICAL
PROTECTION OF A NUCLEAR FACILITY

A. BOODE
The Police Authority of Haland County, Halmstad, Sweden

Halland

Haland is stuated on the West Coast of Sweden. The entire West Coast borders on the sea —
the Kategett and Skagerack. The loca population is aout 280,000, and is condderably larger
during the summer.

The county comprises Sx municipdities — Fakenberg, Hdmstad, Hylte, Kungsbacka, Laholm
and Varberg). Hmgaad is the seet of the county adminidration.

Ringhals

Ringhals is Sweden's largest nuclear fcility with four reactors. The facility is located near to
the seq, severa kilometres north of Varberg.

Physical Protection

The Police Authority of Halland County is respongble for physcd protection a Ringhds.
Officers have been agppointed to ensure that there is adequate preparedness and competence
within the Police Authority. The Police Authority works in cdose cooperation with the
County Adminigtrative Board and the municipdities involved as wel as with the management
of Ringhds.

An extensve st of plans exists for work a Ringhas Nuclear Power Plant. The plans relate to
physical protection, emergency standby and incident response in connection with technica
problems.

The plans for physical protection are formulated so that they coincide with Ringhas's status
with respect to threats. Emergency derts and messures exist in order to cope with the
falowing events:

Demonstrations

Peaceful demonstrations concern offgte activities that do not have a Sgnificant impact on
Ringhds sactivities and which mainly aim at influencing externd opinion.

Threatening demonstrations that concern offdte ectivities that have a dgnificant impact on
Ringhds's activities or which involve masked or amed paticipants as wel as any form of
demondration where the participants enter the Ringhads Site.

Assault
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Threats that arise if an amed individud or a group of people enter the Ringhds sSite and/or
congregate on the Ste.

Bomb Threats

The bomb threast must be directed to Ringhds or to Ringhads s activities.

Dangerous Objects
Unknown objects or objects with unknown contents that could be bombs and that could
involve arisk to the personnd or the facility.

Disturbed Individuals

An individud who is under the influence of drugs, mentaly imbaanced or who is in any other
way out of control of hisher actions, who thregtens the personnd or facility safety.

An "assault” will automaticaly cause an emergency standby to take effect. This means that a
combination of dertgphysca protection messures (in the case of a crimina attack) and

incident response plans will gpply.

I ncident Response Plans

If a technical fault occurs — or could occur — this could jeopardise the operationd safety of
Ringhds nuclear power plant. Therefore emergency derts and incident response plans exist
for:

Emergency standby

An event has occurred a the plant which is or could be important to reector safety. No
radioactive releases have occurred. Essentia systems function as intended.

Incident alert

When aradioactive releaseisinitiated or is condgdered to be imminent.

Measures Undertaken by the Police

Measures undertaken by the police in the event of a crimind attack or an incident Stuation are
handed in co-operation with the Police Authority in Véasra Gotdand. An agreed plan of
action involving bath police authorities has existed since 1998.

The plan contans a detalled description of how messures in the Stuations described above
should be managed and implemented. Strategic and operationd management levels and daff

operaions ae detaled in the agreement/plan. The plan dso describes co-operaion with
Ringhds Nucdear Power Plant during the work and how liaison, reinforcement, maintenance,
personnd reporting and joint training should be conducted.

The Haland Pdice Authority has the teritorid respongbility for the police measures. Upon
reques,, thisis reinforced by police troops from the Police Authority in Vésira Gotland.

Measures relating to physicad protection are implemented on Ringhds's ste (indde the fence)

by the police reinforcements while the Hdland Police Authority’s own troops implement the
other measures. The police supervisors of the different authorities co-ordinate the measures.
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Regular drills, on a smdl or large scde, ae hdd in order to practice these measures and the
management and staff operations.

Training
At different times every year, the Haland Police Authority trains its own resources in co-
operdtion with some of the authorites and organisstions involved in the preparedness

organisdtion. The training focuses on the Stuaions described above and it dso comprises
traning in the evacuation of the populaion living cdosest to the Nucler Power Plat in the
inner emergency-planning zone.
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THE SWEDISH POLICEASA PART OF THESECURITY SYSTEMSOFNUCLEAR
MATERIAL AND OTHER RADIOACTIVE MATERIALS

L.NYLEN
Swedish Nationd Police Board
Nationd Crimina Investigation Department, Stockholm, Sweden

In Sweden a specid transport system has been developed for transports of nuclear sibstances

and nudear waste. This sygem in itsdf includes a high security levd. Extraordinary
circumstances can give cause for protective police measures and intervention.

In concerned provinces an incident and emergency response planning teke place of the police
actions that may be needed at the following types of event:

a) bomb threat
b) atack or threat of attack on transport vehicle
C) demongrations

If a Swedish nuclear power plant is the subject of a bomb threat or other crimina assault, it is
in Sweden according to the Police Act, the task of the police to intervene, interrupt crimina
acts and to restore order and security.

The role of the Swedish police as regards the physca protection is, among other things, to
cary out a certain control within protected area by specid trained police personnd before a
resctor is put into operation or restarted after revison or repair.

Police authorities that have a nudear power dation within its jurisdiction should establish a
plan for police actions a the nucdear power dation in consultation with legd owner or
management of the plant, the Swedish Nucler Power Adminigration and the county
adminigtration.

Specid training and frequent practice of response personnd is crucid as wel as cotraning
with key personnd at nuclear power stations.

The Nationd Crimind Investigation Department coordinates and commands police measures
concerning different types of nuclear transports.

Cloe co-operdaion with security and operationd personnd a the nuclear power dations,
operators of the trangport system, the Swedish Nuclear Power Administration and the Swedish
Radiation Protection Indtitute is very important.
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OPEN SOURCE: INTELLIGENCE: A TOOL TO COMBACT ILLICIT
TRAFFICKING

J. SIOBERG
Swedish Armed Foroes HQ, Stockholm, Sweden

The purpose of my presentetion is to provide some thoughts on Open Sources and how Open
Sources can be usad as tools for detecting illicit trafficking and proliferation.

To fulfill this purpose | would like to ded with the following points during my presentation:
What is Open Source? How can it be defined?
Different sources
Methods

Open Source information can be defined as publicly avalable information as wdl as other
uncdlassfied information thet has limited public digribuion or access to it. It comes in print,
dectronic or ord form. It can be found didributed either to the mass public by print or
gectronic media or to a much more limited cusomer base like companies, experts or
ecidigs of some kind induding the so cdled gray literature. Open Source information is
not a sngle source but a multi-source. Thus, you can say tha Open Sources does not say
anything about the information itsdlf, it only refersto if the information is dassfied or nat.

Slide 1
Open Saurce information is the use of co-ordinated methods:
The discovery of sources,
The monitoring of sources,
Collection of open dataand information,
The dructuring of retrieved information

The communication process with and dissemination of informetion to the end users.

During the exigence of the “lronCurtain” and the “Belin-Wall” the access to and use of
Open Sources was rare. Of decisve importance was the question of military and politica
ealy waning between the ess and the west and different channds to obtain informetion
about the adversay was more or less inditutiondized. In a way, the world was more
predictable compared with the world today and hence the need to use Open Source
information must be regarded as very limited and redricted. Thus the end of the socdled
“Cold World Era’ did to a cetan extent contribute to the progress of Open Source
information as an intelligence source.

Slide 2

The revolution, or more correctly the evolution, in informaion technology, has mede it
possible to get quick and globa access no matter where you are and no matter where the
threet emerges. The Internet with its World Wide Web has made Open Source Information
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accessible to the public. The World Wide Web made it possble to eedly retrieve and to share
information without having any specid computer skills Complex databases that were difficult
to access were suddenly easy to use for dmost everyone. Thus, during the lagt ten years an
increesing bulk of information has been possible to obtain through overt channds.

Open Sources dso endbles you to get information quickly to a low cod. Even though you
actudly need to buy the informetion, which you will need in most casss, it is dill a cost-
effective opportunity to obtan necessxry information a the right time, especidly if you
compare it with covert sources.

Another reason for usng Open Source information is the fact that it provides undassfied
intedligence or lower cdasdfications In many aess dassfied intdligence cgpabilities are
dther not avalade, or the information cannot be shared. hformation sharing both within your
organization but aso outsde your organization, increeses your efficiency and endbles
cooperation with paties that you cannot share dassfied informaion with for different
reasons.

New threats have emerged, and some threats that had exised for a long time have been
upgraded and have received a higher priority. Asymmetricd warfare, terrorism, organized
cime, migration, drug deding, ewvironmentd damage, and the reason for why this
conference is teking place proliferation and illicit trafficking, demands new and improved
methods to get the necessary information. Those threats demand new ways of thinking.
Traditiond intdligence does not adways incorporae civil and politicd informaion. Open
Sources do.

As mentioned earlier, Open Sources are cogt-efficient. Don't send a spy when you can send a
schoolboy.

Slide 3

Open Sources are not a subgtitute for clasdfied capabilities Confidentid information in dl its
shapes is 4ill in many cases of a profound importance. However, Open Sources can, and
should, be used to corroborate/ confirm, refute and deny, i.e to be used as a sanity-check. It
could dso be the other way around. Information that comes to your intention through Open
Source information could be an early warning sgn that bring aout a full invedtigation. It can
dso enhance and be a supplement to information dready known before A narrow range of
classfied sources may midead the andyst into accepting a narrow interpretation of events.
Using different sources decreases the risk for misunderstandings.

Lagt but not least, decisonmakers that are dependent on peoples opinions react primary on
Open Source information. The debate is mogly hed in media and most decison mekers use
media as a way to communicate with the public but dso with other parties, nationd and
internationd.

Slide 4

Open Sources are dl nonclassfied sources and hence it would be impossible and pointless to
try to give an extensve overview of al sources included. However, there are some categories
that are worth mentioning. The firg group are think tanks and other kind of research
establishments. In most cases the information thet they provide is of an anaytica nature and
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mosly cogt free Mogt of them dso have links to other dtes with rdated informetion.
Federation of American Scientists, SIPRI, Center for Non-proliferation Studies a the
Monterey Ingtitute and Nuclear Control Indtitute in Washington are some examples.

Slide 5

The second group consists of images, maps and web cameras. Open Source images can be
divided into two sub caegories The firsg group is red time images from commercid
sadlites These are associated with very high costs, but on the other hand you can get high-
resolution images quick. Worth mentioning is that it is more difficult to get images over the
so-cdled 'third world. One of the providers is Space Imaging. The second sub category is
images that are free. These have in most cases poorer resolution and are not real time images.

There are seveard thousand of maps avalable for free and they cover dl kinds of aress
historical; country; regiond; westher; topographic etc.

Web cameras can aso be useful. However, the can be tricky to find and there is dways a risk
of dis-informetion.

Slide 6

The third group consss of media and it covers everything from a particular newspaper to
huge databases such as Reuters Business Briefing and Lexis Nexis. Most newspapers are
possible to read without a fee but accesses to databases are in most cases associated with a
high cost.

The next group of Open Sources ae Governments and Internationa  governmenta
organisstion and Non-governmentd  organisation.  Vduable information could be press
releases and reports. Thisinformation is generaly free.

The fifth group comprises of the so-cdled grey literature, i.e. conference papers, research
reports, internad reports, preprints and working papers are non-commercia sources. Although
hard to find, they are in most times very va uable sources of information.

And findly, there are a lot of Stes on the Internet that covers a specid interest group such as
different liberation Movement'. Today amost every obscure group has their own website.

However, the chegpest way to get rdevant information is to ask the person who knows.
Interna knowledge networks can save your organisation alot of money.

Slide 7

The firs question you must ask yoursdf before you dtat searching for information on the
Internet is if you should surf or trawl. The difference between trawling and surfing is if you
know what you are looking for and your search is meant to catch the fish or if you with your
search just want to see what kind of fish the sea contains.

The Internet contains billions of WebPages and there are mogly no subgdantive editorid
qudity control, metartags, independent reviews, or other forms of vaue-added discrimination.
Furthermore, most of these WebPages are not properly indexed in some sort of universa
directory. There are gpproximately 2.1 billion online WebPages and 7 more million pages are



IAEA-CN-86-79

added every day. Thee ae a lesst 330 million Internet users today and the risk for
information overload is high. Besdes Internet, there are adso thousands of online, i.e Internet
based, databases for example Reuters, that produces gpprox 70 000 articles each day (60 mil
in archive) and Didog that has 9 TB of information in 600 databases.

The reason why I'm mentioning dl this gaidtics is for you to undersand how enormous the
Internet is and especidly how important it isto use the right tools to search for information.

Slide 8
The questions that follow iswhat kind of tools can you use?

The fird and maybe the most common tool are Search engines. They create ther ligings
automaticaly, crawl the web, and then people search through what they have found. So you
ae not actudly searching the Internet. Sze of the database, frequency of update, search
cgpability and desgn and gpeed may lead to amazingly different results. Search engines are in
mogt cases very smple tools with less precison. No one has indexed more than 50-60 percent
of all WebPages.

Meta-search engines, contains a centrd place with a uniform interface, where a query can be
entered and the search can be conducted sSmultaneoudy in as many search engines and

directories as necessary, and search results can be brought back and displayed in a consstent
format.

There are dso four other groups of tools.

Subject directories are often cdled subject "trees' because they dat with a few man
categories and then branch out into subcategories, topics and subtopics Because humans
organize the webstes in subject directories, you can often find a good dating point if your
topicisincluded.

Subject guides is amilar to a Subject directory but with links only. Specidized Databases are
portas from where you can access different sub categories, which are made up of specidized
databases, and findly, the last tool is Virtua Reference Libraries, conssing of a compilaion
of links.

The best way isto try different tools and then chose two, three that suits your needs best.

Slide 9

Even though Internet is sad to be globd, there are certain geographicd limitations. Of dl the
millions of Internet usars in the world dmost 45 percent makes up of US based usars,
followed by Europe's 27 percent and AsaPecific on 22 percent. This means that Africa,
Middle Eagt and South America only account for atogether 7 percent of a Internet users. In
Russa there is goproximately 3-6 million Internet users, i.e between 1 and 2 percent of dl
users. These figures indicate that, mog likely, Internet today is for the western countries and
contains the information the western user request.

Furthermore, of dl billions of WebPages on the Internet, 75 percent are in English. The
fastest growing Internet language is Chinese. Spanish is expected to grow with 550 percent in
three years.
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Slide 10

Information in relation to intdligence is in most cases not vaidated. The information needs to
be corroborated and confirmed before used as facts. To facilitate the sanity check process
primary sources should, if possible, be used, with the amhbition to be as dosed to the event as
possble. Information presented in a locd Swedish newspaper about an event in Moldova
might be third or fourth hand information. The risk is hence gpparent that the information has
been digtorted on its way to the end source.

Slide 11

There are severd different andyticd tools for visudizing search petterns and different kinds
of informaion mapping. Diagrams made in the Anadyst Handbook can for example show
asociaions between people and transactions. What seem to be hidden rdaionships suddenly
gppear clear. When working with a lot of information the problem facing the andys is not the
shortage of information but understanding wheat that information means.
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MODERNIZATION OF THE PHYSICAL PROTECTION SYSTEM OF IPEN-
CNEN/SP

F.F. SUZUKI
Ingtituto de Pesquisas Energéticas e Nucleares (IPEN-CNEN/SP), Sdo Paulo, Brazil

The plans of physcd protection of nuclear facilities must be reviewed and updated every two
years [1]. A generd study of the physicd protection system was carried out in order to review
and to update the plan of physicd protection of IPEN-CNEN/SP. Important dterations
accomplished a the inditute were condgdered in the sudy, as the inddlation of a cyclotron 30
MeV and the new operation conditions for the nuclear research reactor IEA-R1, that include
the increase of its operation power from two to five megawetts and the establishment of the
continuous operation by 72 hours weekly.

The area of IPEN-CNEN/SP is 478,000 nf (101,850 nf built area of 107 constructions). The
group respongble for the sudy investigated the performance of the physical protection system
and detected some points that could be reinforced at inner and protected aress. The initid sep
was the evauation, in loco, of the condructions and physicd bariers of inner and protected
aess. The peformance of the security force personnd on the conventiona procedures, as
access control to the fadilities, control of materid flow, area monitoring and patrol, as well as
its response for specid Stuation procedures in the case of a physica protection emergency,
were evduated too. The sudy dso focused the communication means used by the security
force, as the extenson phone lines that are located in each entrance area and in the huts, and
the portable VHF radios that are used by the guards.

In order to eaborae a programme of modernization of the physcd protection system, using
the results of the study as basis, an internd committee composed of specidigs in physcd
protection, nuclear safety, operation of reactors and engineering areas was created. The
progranme elaborated by the committee drengthens the physcd protection sysem by
aoplying the defense in depth concept [2]. At the same time, it attempts to propitigte a
baanced protection to minimize the consequences for the falure of one component of the
physica protection system.

Periodic maintenance of physica bariers, as fences, has been peformed in order to keep the
levd of opponent retard. Portable VHF radios have been purchased to improve the security
force communication, creating redundancy in the communication channds. The performance
of the physcd protection sysem depends largdy on the security force personnd. For this
reason, the modernization programme dedicates gpecid atention to the training of those
professonds. Emphass is being given to the emergency procedures, because the personnd
action in those cases was conddered an important point. The specific traning on radio
communicetion is aso being reinforced.

Nowadays the committee is evduding the crestion of an integrated center of physca
protection (ICPP), where the central aarm sation will be ingtaled. The ICPP will monitor
continuoudy the intruson sensors to be inddled a the inditute. In order to assess the dams,
TV cameras will be ingdled al around the fences of inner and protected areas. The ICPP will
be equipped with redundant communication means with the security and response forces and
with the high adminidration of the inditution.
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THE THREAT OF NUCLEAR TERRORISM
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There have dways been enormous gaps between the potentid of a wegpon and the abilities
and/or the will to employ it by terorigs. New means and methods of violence with unknown
outcomes could be less gopeding for sub-natiiond groups Conventiond “off the shdf”

wegponry isthus likely to remain the mgjor tools for traditiond terroridts.

However, the andyss show that while the risk of nuclear terrorism may be remote, it should
not and cannot be excduded. Rigorous dandards and means the protection, control and
accounting of fissle materias are thus needed.

“Nuclear terrorism” can be defined as acts of violence and destruction where the means
aoplied are nuclear devices, or threats of use of such means, to creste a condition of fear, ©
get atention, or to blackmal to have wider effect on others than the directly targeted
victim(s). Nuclear terrorism is a subsat of radiologica terrorism, were the means (or threets)
goplied ae radioactive substances While being didinctly dissmilar in terms of technicd
goproaches and damage potentids, many of the features with regards to public threst
perception are likdy to be amilar.

No nondate actors have ever deployed or used a nuclear device, and the number of (publicly
known) nuclear bomb treets has been limited. However, there is a disturbing interest among
ome terorit organizations in acquiring nuclear wegpon cgpabilities, probably for tacticd
pUrpOSES.

The biologicd and chemicd programs of the Jgpanese “Aum Shinrikyo” cult that culminated
in the Tokyo metro attack is highly publicized. Less wdl-known is the nuclear wegpon
program of the group. Nuclear materid was acquired from the sect's properties in Audrdia
and markets were explored to purchase nuclear technology via straw trading companies.

Another highly profiled terrorig group with obvious nudear intentions is the “Al- Qaida’,
the group of bin Laden. The recent trail for the bombings of the U.S. embasses in Nairobi,
Kenya and Dar a-Sdaam, Tanzania, August 1998, has shed new lights on bin Laden's and his
groups intentions to acquire wegpons of mass dedruction. Dating back to 1993, the group
tried on severd occasons to acquire nucler materid — and gpparently nuclear wegpons —
during the 1990s.

The technicd hurdles to overcome for making a nuclear explosve should not be regarded
insurmountable. The highly differing requirements for peformance, safety, and ddivery can
maeke wegpons mesting the “terrorit standard” less technicaly chalenging than producing
date nucler wegpons. The repid spread of technologicd knowledge can further boost
terrorists wegponization attempts.

The firg generation nuclear wegpons, which then represented date of the art technology, is
now not only old, but aso regarded as highly primitive. Their designs are wdll known from
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the sdientific literature. To highlight the proliferation dangers and the potentid for dandestine
nuclear bomb production, nuclear scientists have presented smple, technica outlines of crude
gurrtype wegpons. A yidd in the lower kiloton range is probable. At lesst two types of
nuclear wegpons can be built and fidded without any kind of yidd test, and the possessors
could have reasonable confidence in the performance of those weapons.

Acts of nudear terorism is likdy to st a terrorigt organization gpart from any other group,
and could compd governments to teke the terrorists serioudy. The atention span would be
excessve and immediade due to the manifet and unambiguous naure of a bomb
demondration. Past nudear explosons and nudear accidents, limited public knowledge of
radigion and the humen indbility to sense potetid exposures may have cultivated
(disproportionate) negative perceptions of radigion.  Teroridss who capitdize on these
connections are likely to have astrong psychologica impact.

The primary technicd barier agang nuclear terrorism is access to highly enriched uranium
(HEU) or plutonium, the essentiad components of any nuclear wegpon. State nuclear weapons
pragrams will usudly be supported by large and codly infresructure for enrichment and/or
reprocessing of fissle weapons materid. Sub-nationd groups, however, ae more likdy to
rely on externdly acquired wegpons-usable materias.

The vast production of fissle materids during the cold war has today left the world with a
saggering legacy of three million kilos of wegpons-usable materid. More than hdf of the
overdl production of wegpons-usable materids is in excess of national security needs. The
huge quantities of fissle materids and the numerous reports of lax security and accountancy
of nucdear materids rase concerns over the posshility of a successful diverson of sgnificant
quantities of wesgpons-usable materids, particularly in the former Soviet Union.

Recently declassfied U.S. documents reveds tha a dgnificant nuclear yidd can be
accomplished by utilizing reector-grade plutonium in nudear explosves Clams have been
made tha reactor-grade plutonium is a more gppeding option to terroridts. Ever incressing
dockpiles of segparaied civilian plutonium could thus be a reason for concarn, and cdls have
been made to protect the materia asif it were nuclear weapons.

The use of crude nucler weepons provides the opportunity of farly rdiadle didinct,
pregigious, novd, and highly vishle adts of large-scde terrorism. Preventing any extremist
group for achieving ther gods of large-scde nudear violence could only be done by

preventing the access to fissle materids through sate compliance to rigorous standards of
MPC&A.
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Abstract

The Agency’s programme Security of Materid dates back to 1995. The range of activities
and programmes embarked upon by the Agency addressed the wide spectrum of issues
associated with nuclear and radioactive materids.  Recently, the Agency has increased its
levd of internationd co-operation, inter dia, with the World Customs Organization (WCO)
and the Internationd Police Organization (Interpol). The resulting collaboration produced a
number of highly successful regiond seminars and training events addressng prevention,
detection and responses to illicit trafficking in nuclear and radioactive materids.

Responding to the requirements of Member States for practical assgtance in the areas of
prevention, detection, and response to incddents of illicit trafficking, induding border
monitoring, the Agency provided nationd traning courses to individud Member States
which were hosted by the Agency training team. The recognized success of the two nationd
levdl courses ddivered in the last quater of the year 2000 provided the Agency with the
impetus to go forward with a series of new initiativesin 2001 and beyond.

This pagper provides an overview of the Agency initistives desgned to address issues in
rdaionship to illegd activities involving nudear and radioective materids A globd
perspective on the issue is presented followed by specific responses to the assstance requests
of Member States. The programmes described will include the continuation of the nationd
levd traning courses as wdl as traning initistives desgned to produce cadres of highly
traned officers.  The officers will perform tasks in ther own States that will range from
proper response to radioactive incidents to the devedopment of an indigenous training course
for additiond officers. The paper dso addresses the need for grester sharing of information
and more detaled information and reporting on illegd activiies The condusion will sress
the need for cdoser cooperation between the Agency, other Internationd Organizaions and the
Member States in order to utilize resources more effectively and sponsor grester levels of
cooperation.
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INTERNATIONAL CO-OPERATION AGAINST NEW THREATSIN TERRORISM
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